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Abstract

Over the past decade, deep learning has achieved significant breakthroughs in various domains,
including computer vision and natural language processing, with applications spanning industries
such as healthcare and manufacturing. However, the success of deep neural networks (DNNs)
relies heavily on access to large-scale datasets, which can be difficult for individual organizations
to acquire. The reasons behind are the complexities and costs for data collection and annotation
at large scale. A straightforward solution is to centralize data from multiple organizations for
training. However, this approach raises significant privacy concerns, as such data often contains
sensitive or confidential information. Furthermore, regulations like the General Data Protection
Regulation (GDPR) emphasize the importance of protecting user privacy in inter-organizational
data exchanges. Moreover, transmitting large volumes of data introduces substantial computa-
tional overhead, further complicating the process. These challenges highlight the urgent need

for methods that facilitate collaborative data use while ensuring privacy preservation.

Federated learning (FL), which enables multiple parties to collaboratively train a DNN with
the assistance of a central server, offers an effective solution to the aforementioned problem.
Unlike traditional centralized learning, which requires collecting data from each party, FL elim-
inates the need to upload data for joint training. Instead, locally trained models are exchanged
with a central server, which aggregates the knowledge from all of the uploaded models and then
distributes a refined global model to each party. This approach allows each party to benefit from
the collective contributions, ultimately enhancing the model performance. This thesis makes
four key contributions to addressing challenges in federated learning, including data heterogene-
ity, data scarcity, and system convergence rate, while preserving client data privacy. For each
contribution, we propose a novel method and empirically demonstrate its effectiveness within

the relevant problem context.

In this thesis, we address key challenges in federated learning (FL) related to data hetero-
geneity, foundation model adaptation, hyperparameter tuning, and communication efficiency.

First, we tackle feature space heterogeneity by introducing a generative augmentation method

vii



Abstract

that aligns diverse client distributions, validated on both public and real-world datasets. We
then adapt parameter-efficient fine-tuning techniques for vision-language models in FL by de-
signing a dual-stream adapter that captures both client-specific and client-agnostic knowledge.
To optimize performance under limited resources and non-lID conditions, we propose an evolu-
tionary hyperparameter tuning framework that enables efficient online optimization. Lastly, we
address data scarcity and heterogeneity in One-Shot FL by personalizing pretrained latent diffu-
sion models, enabling privacy-preserving synthetic data generation that improves performance

across challenging domains such as medical and satellite imaging.
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Zusammenfassung

In den letzten zehn Jahren hat das Deep Learning bedeutende Durchbriiche in verschiede-
nen Bereichen erzielt, darunter Computer Vision und die Verarbeitung natirlicher Sprache,
mit Anwendungen in Branchen wie dem Gesundheitswesen und der Fertigung. Der Erfolg tief
neuronaler Netzwerke (DNNs) beruht jedoch maBgeblich auf dem Zugang zu groB angelegten
Datensatzen, die fiir einzelne Organisationen oft schwer zu beschaffen sind. Griinde dafiir sind
die Komplexitat und die hohen Kosten der Datenerhebung und -annotation im groBen MaBstab.
Eine naheliegende Losung besteht darin, Daten mehrerer Organisationen zentral zu sammeln
und gemeinsam zu nutzen. Dieses Vorgehen wirft jedoch erhebliche Datenschutzbedenken auf,
da solche Daten haufig sensible oder vertrauliche Informationen enthalten. Dariiber hinaus beto-
nen gesetzliche Regelungen wie die Datenschutz-Grundverordnung (DSGVO) die Bedeutung des
Schutzes der Privatsphare bei unternehmensiibergreifendem Datenaustausch. Zusatzlich verur-
sacht die Ubertragung groBer Datenmengen einen erheblichen rechnerischen Mehraufwand, was
den Prozess weiter erschwert. Diese Herausforderungen verdeutlichen den dringenden Bedarf an
Methoden, die eine kollaborative Datennutzung erméglichen und gleichzeitig den Datenschutz

gewahrleisten.

Foderiertes Lernen (Federated Learning, FL) bietet hierfiir eine effektive Losung. Es er-
moglicht mehreren Parteien, mit Unterstiitzung eines zentralen Servers gemeinsam ein DNN
zu trainieren. Im Gegensatz zum traditionellen zentralisierten Lernen, bei dem alle Daten
zusammengefiihrt werden miissen, entfallt beim FL die Notwendigkeit, Daten zur gemeinsamen
Modellbildung hochzuladen. Stattdessen werden lokal trainierte Modelle mit dem zentralen
Server ausgetauscht. Dieser aggregiert das Wissen aus allen hochgeladenen Modellen und
verteilt anschlieBend ein verfeinertes globales Modell an alle Teilnehmer. Auf diese Weise profi-
tieren alle Beteiligten von den kollektiven Beitragen, was letztlich die Modellleistung verbessert.
Diese Arbeit leistet vier wesentliche Beitrage zur Losung zentraler Herausforderungen im Bere-
ich des foderierten Lernens, darunter Datenheterogenitat, Datenknappheit und Konvergen-

zgeschwindigkeit, bei gleichzeitiger Wahrung der Datenprivatsphare der einzelnen Teilnehmer.

ix



Zusammenfassung

Fuir jeden dieser Beitrage schlagen wir eine neuartige Methode vor und belegen deren Wirk-
samkeit empirisch im jeweiligen Problemkontext.

In dieser Arbeit befassen wir uns mit zentralen Herausforderungen des foderierten Ler-
nens (FL), insbesondere im Hinblick auf Datenheterogenitat, die Anpassung von Foundation
Models, Hyperparameteroptimierung und Kommunikationseffizienz. Zunachst adressieren wir
die Heterogenitat im Merkmalsraum durch eine generative Augmentierungsmethode, die un-
terschiedliche Verteilungen der Clients ausgleicht und sowohl auf offentlichen als auch auf
realen Datensatzen validiert wurde. AnschlieBend passen wir parameter-effiziente Fine-Tuning-
Techniken fiir Vision-Language-Modelle im FL-Kontext an, indem wir eine Dual-Stream-Adapter-
Architektur entwerfen, die sowohl client-spezifisches als auch client-unabhangiges Wissen er-
fasst. Zur Optimierung der Modellleistung unter beschrankten Ressourcen und nicht-i.i.d.
Bedingungen schlagen wir ein evolutiondres Hyperparameter-Tuning-Verfahren vor, das eine
effiziente Online-Optimierung ermoglicht. AbschlieBend gehen wir das Problem der Datenknap-
pheit und -heterogenitat im One-Shot Federated Learning (OSFL) an, indem wir vortrainierte
Latent Diffusion Models personalisieren. Dies erlaubt die datenschutzfreundliche Generierung
synthetischer Daten, was die Leistung in anspruchsvollen Domanen wie der medizinischen und

satellitengestiitzten Bildgebung deutlich verbessert.
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Chapter 1
Introduction

This chapter outlines the technical background required to comprehend the subsequent chapters.
Section 1 provides an overview of federated learning, covering its motivation, definition, system
categorization, and applications. Sections 2, 3, and 4 delve into the challenges in federated
learning that are closely tied to our contributions. In particular, we discuss the motivation for
addressing each challenge, review relevant literature, and detail their connection to our proposed

solutions.

1.1 Overview of Federated Learning

This section explores the motivation behind federated learning and provides an explanation
of how deep learning models are trained within such systems. It also examines the diverse

applications of federated learning and the categorization of its systems.

1.1.1 Motivation

Over the past decade, deep learning (DL) has achieved remarkable breakthroughs across var-
ious domains. However, its success relies heavily on access to large-scale datasets, which can
be challenging for individual organizations to acquire. Key contributing factors include limita-
tions in storage capacity and the significant time and cost complexities associated with data
collection. A straightforward solution is to centralize data from multiple organizations onto a
single training platform and then perform model optimization. However, this approach raises
critical privacy concerns, as the data from different parties often contain sensitive or confiden-

tial information. Furthermore, regulations such as the GDPR in European Union and PDPA
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in Singapore emphasize the importance of protecting user privacy in inter-organizational data
exchanges. Additionally, transmitting large volumes of data significantly increases the com-
munication overhead. These challenges highlight the urgent need for methods that enable
collaborative data utilization while preserving the privacy of individual parties.

In this context, Federated Learning (FL) —a collaborative learning approach that eliminates
the need for sharing users' raw data—has gained significant attention in recent years. While
deep learning remains a focal point of research, its integration with federated learning is rapidly

emerging as a prominent and dynamic area of exploration.

1.1.2 Definition

The primary goal of FL is to collaboratively train a deep learning model across a set of K
clients, each possessing a private dataset D* that cannot be shared. Before the federated
learning process begins, the central server initializes the global model with weights wy. The
model weights are then broadcast to the clients. Subsequently, multiple rounds of server-client
communication are conducted, guided by the system's optimization budget.

During each communication round ¢, the client will optimize the local model w} ; using

local data:

wf = argmin B fwl |, x;). (1.1)

w .Z’iEDk

Here, f represents the optimization objective defined by the specific task of the federated
learning system. Once all clients complete their local model optimization, the updated model

weights are uploaded to the central server, where the model aggregation is performed:

Wy :Agg<wt—17"‘7wt[(7wt)7 (12)

where Agg represents a specific aggregation function. In the most conventional FL aggre-
gation algorithm, i.e., FedAvg [55], the Agg function performs a straightforward averaging of
the uploaded client weights:

wy = iiwf, (1.3)
K=

Once the system’s optimization budget is exhausted or the predefined convergence criterion

is satisfied, the optimized global model weight are returned.
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Figure 1.1: Categorization of different federated learning systems

1.1.3 Categorization

In the following, we outline the possible categorizations of various FL systems. We provide a

schematic illustration of different systems in Figure [L.1]

« Horizontal vs. Vertical

The first type of categorization is based on the nature of data features across different
clients. In vertical FL, clients possess different features or feature embeddings correspond-
ing to the same set of training entities. For instance, e-commerce platforms may aggregate
transaction and payment information from various financial institutions to evaluate user
creditworthiness. Similarly, medical institutions may integrate a patient’s diagnostic data

from multiple hospitals to assess their health status [89].

In contrast, horizontal FL involves clients that share the same feature space but have
distinct data samples. This is the more prevalent scenario, where training data is collected
independently under different conditions. For example, in industrial anomaly detection,
clients may capture images of various machine parts from different experimental setups.
Despite the diversity in samples, the extracted features—such as pixel intensities or con-
textual descriptors—remain consistent across clients [57]. In this work, we focus primarily

on the horizontal FL setting.

e Cross-silo vs. Cross-device
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The second categorization of FL systems is based on the computational and communi-
cation capabilities of clients, as well as the size of their private datasets. In cross-silo
FL, participating entities are typically organizations or data centers. These clients are
relatively few in number but possess substantial computational resources. For instance,
medical research institutions and hospitals can collaboratively train neural networks for
radiographic image classification while keeping patients’ chest X-ray data local, as demon-
strated in [33].

In contrast, cross-device FL involves a large number of clients—primarily mobile de-
vices—with limited computing power and smaller, decentralized datasets. For example,
[92] proposed an approach for optimizing a COVID-19 detection model using respira-
tory sounds and symptom data collected via users' smartphones. Given the constraints
of energy consumption and limited hardware capabilities, these devices are often unable
to support complex on-device training. As a result, cross-device FL systems must be
designed to tolerate unreliable connectivity, device heterogeneity, and intermittent client

participation. In this work, we explore both cross-silo and cross-device FL scenarios.

Multi-shot vs. One-shot

In traditional FL systems, stable model convergence typically requires multiple rounds
of communication between clients and a central server—a process commonly referred to
as multi-shot FL. While effective, this iterative communication model poses significant
challenges in resource-constrained environments, where frequent parameter transmission
may be impractical or costly. Moreover, repeated exchanges of model updates increase the
risk of privacy attacks, such as gradient inversion [106], which can potentially reconstruct

sensitive training data from shared gradients.

As a more communication-efficient alternative, one-shot FL [23] limits the client-server
interaction to a single round of communication. In this approach, the server first broad-
casts an initial model to all clients, who then perform local optimization independently.
The updated models are subsequently uploaded in a single step, thereby reducing both

communication overhead and exposure to privacy risks.

Globalization vs. Personalization

A final categorization of FL systems is based on the differences in the final deployed model
weights between the server and the clients. In the conventional global FL paradigm, the

training process culminates in the distribution of a single, globally optimized model to
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all participating clients. While effective in homogeneous settings, this approach may

underperform when client data distributions vary significantly.

In contrast, personalized FL introduces greater flexibility by enabling client-specific model
adaptation. Personalization can take several forms, including the use of partially or fully
client-specific model weights [67], the integration of client-specific modules within a
shared architecture [41], or even the deployment of entirely distinct model architectures
per client [47]. This tailored approach is especially valuable in addressing the challenges
of data heterogeneity and variation in input modalities, ultimately leading to improved

performance across diverse client datasets.

1.1.4 Application

In the following, we describe some possible application fields for FL algorithms.

Healthcare

Protecting patient privacy is a critical concern in the healthcare domain, especially with
respect to sensitive data such as Electronic Health Records (EHRs). The collection and
sharing of such data are often restricted by stringent regulatory and ethical considera-
tions. FL presents a promising solution to these challenges, particularly in the field of
medical imaging. By enabling the distributed training of diagnostic models across multi-
ple hospitals and clinics—using data such as X-rays, MRlIs, and CT scans—FL eliminates
the need to transfer raw patient data. This decentralized approach allows healthcare
institutions to collaboratively develop accurate and robust models for vital tasks such as
cancer detection, all while maintaining strict adherence to patient privacy requirements
[79].

Finance

Financial institutions, such as banks, can leverage FL to collaboratively develop more ef-
fective fraud detection and credit scoring models. This collaborative approach allows them
to improve these models without exposing sensitive financial information like transaction

histories and customer details. [50]

Industry

Within industrial contexts, FL provides a mechanism for companies to develop predic-

tive maintenance models using sensor data collected from machinery deployed across
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various manufacturing facilities. This approach allows manufacturers to proactively iden-
tify potential equipment failures, thereby improving operational efficiency and minimizing
downtime, all while maintaining data locality. Moreover, the application of FL extends
to collaborative efforts within supply chains, enabling organizations to jointly develop
enhanced demand forecasting and inventory management models without compromising

the confidentiality of their proprietary data [84].

« Internet of Things (loT)

FL empowers smart home devices (e.g., thermostats, lighting systems, security cameras)
to collectively train models, improving user experience and device performance. Impor-
tantly, this is achieved without compromising user privacy, as data remains on individual
devices. Likewise, FL enables collaborative model development for health-tracking devices
like wearables, allowing for improved models on heart rate, sleep patterns, and physical

activity without sharing personal data [7].

In the following, we analyze the main challenges in FL and introduce how we address them in

our contributions.

1.2 Threats and Defenses

1.2.1 Model Utility Attack

Unlike traditional centralized learning approaches, Federated Learning (FL) enables collaborative
model training without aggregating data in a central repository [32]. Instead, FL distributes
the training process across numerous potentially unreliable devices, each retaining private and
inaccessible local datasets. This decentralized paradigm introduces new vulnerabilities, as the
local training process becomes a potential target for various adversarial attacks [44]. Since only
model updates are exchanged while raw data remains on-device, adversaries may exploit this

setup to degrade the model’s utility or performance.

« Model Poisoning Attacks

Model poisoning attacks [43] involve adversaries directly manipulating local model up-
dates prior to their transmission to the central server. A common approach is to inject
fixed perturbations or completely replace benign gradient parameters with malicious ones.

Some attacks focus on generating harmful updates by modifying the original gradients
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[17, 19]. Although these methods can severely impair the global model performance,
the malicious gradients often deviate significantly from the benign ones, making them

detectable by defense mechanisms.

To improve stealth and enhance the efficacy of these attacks, more advanced strategies
have been proposed. For instance, some methods craft adversarial gradients by altering
the statistical properties of original gradients [4], whereas others, such as [112], focus
on selectively perturbing only a small subset of the local model parameters to avoid
detection. Additionally, Fang et al. [20] propose an adaptive attack that estimates the
optimal global model update and constructs adversarial gradients to neutralize it, which

effectively circumvents a wide array of defense mechanisms.

Data Poisoning Attacks

Data poisoning attacks pose a substantial threat to the integrity and reliability of FL
systems. In these attacks, adversaries compromise the training data on a subset of
participating clients with the objective of degrading the performance of the resulting
global model. These attacks are typically classified into two categories: targeted attacks,
which seek to influence the model’s behavior on specific classes or inputs while maintaining
general performance degradation, and non-targeted attacks, which aim to broadly reduce

overall model accuracy.

A prominent example is the label flipping attack [81], wherein the adversary deliberately
mislabels training samples to induce the generation of harmful local updates. Lewis et
al. [36] advance this concept by introducing a dynamic poisoning strategy in which the
adversary alternates between benign and malicious behavior, thereby improving stealth
and persistence. Poisoned data may be injected directly onto selected client devices or
indirectly via compromised intermediaries in the communication pipeline [75]. Beyond
conventional classification tasks, data poisoning has also been extended to more complex
domains such as face recognition [64]. Additionally, Gupta et al. [25] propose a novel
approach that involves inverting the loss function to generate gradients that move away
from the optimization minima, effectively producing adversarial labels that severely impair

model convergence and accuracy.

Backdoor Attacks

A significant vulnerability inherent to FL systems is their exposure to backdoor attacks.

These attacks involve the insertion of covert functionalities into either individual client
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models or the globally aggregated model. Specifically, the compromised model is de-
signed to behave normally under typical conditions but generates erroneous outputs when
a predefined trigger is present [22]. The decentralized architecture of FL exacerbates
this threat, as adversaries can amplify the influence of malicious updates with backdoor

payloads by simply scaling them to outweigh contributions from benign clients.

Several studies have proposed methodologies for injecting backdoors into FL systems.
Nguyen et al. [62] successfully embedded a backdoor into an FL-based intrusion detection
system for Internet of Things (loT) environments, targeting traffic patterns characteristic
of specific malware. Bagdasaryan et al. [3] demonstrate that physical artifacts, such
as sunglasses, tattoos, and earrings, can act as effective triggers for initiating backdoor
behaviors in FL systems. Similarly, Sun et al. [77] propose techniques for embedding
covert behaviors within FL models. Xie et al. [93] extend this concept by introducing
distributed backdoor attacks, wherein multiple adversarial clients collaborate to implant
triggers into the global model. Furthermore, Zhang et al. [109] investigate methods for
increasing backdoor persistence by selectively manipulating specific model parameters.
More recently, Nguyen et al. [63] introduce a stealthy backdoor approach engineered to

evade both manual inspection and automated defense mechanisms.

Communication Attacks

FL operates through iterative communication between a central server and a network of
distributed clients to collaboratively update a global model. However, the substantial
volume and high frequency of data exchange inherent in this process give rise to critical
communication bottlenecks and expand the system’s attack surface. Man-in-the-Middle
(MiTM) attacks [1] have been identified as a prominent threat at the network layer: By
intercepting communications between the server and clients, adversaries can compromise
data integrity, disrupt the training process, and exploit the central server as a single
point of failure. Furthermore, Yao et al. [99] investigate targeted adversarial strategies
aimed at FL communication channels, including bandwidth throttling, induced latency,
and transmission instability. Such disruptions have been demonstrated to impede model

convergence significantly and deteriorate overall system performance.

1.2.2 Defense Against Model Utility Attack

Data Sanitization
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The distributed and decentralized nature of FL inherently complicates the task of verifying
the trustworthiness of individual clients, making the detection of data poisoning both
complex and resource-intensive. To mitigate these vulnerabilities, one class of defense
strategies focuses on sanitizing data prior to the FL optimization process. For instance, Li
et al. [39] propose a method for filtering out malicious or suspicious data before training
commences. Tian et al. [80] develope a defense mechanism that identifies and suppresses
anomalous data points, thereby diminishing the influence of poisoning attacks. Li et
al. [37] further enhance this approach by jointly optimizing a data filtering mechanism
alongside the global model. In addition, Cui et al. [16] scale anomaly detection techniques
to accommodate the demands of large-scale Internet of Things (loT) infrastructures

within FL settings.

Anomalous Client Filtering

While data sanitization serves as an essential first line of defense, it may be insuffi-
cient in the presence of actively malicious clients within FL systems. To address this
challenge, various approaches have been proposed to detect and mitigate harmful client
behavior. Li et al. [45] introduce a method that identifies and filters malicious clients
by analyzing communication-related information. Yazdinejad et al. [100] propose an
Autoencoder-based technique to detect abnormal model weight updates originating from
compromised clients. Meng et al. [56] develope a visualization-assisted anomaly detec-
tion framework that facilitates the investigation of client behaviors and the assessment of
anomaly severity. Qi et al. [69] propose a blockchain-integrated FL framework, wherein
client models undergo verification prior to being stored on a consortium blockchain. This
method effectively reduces the threat of poisoned updates. Furthermore, Nguyen et al.
[61] introduce FLAME, a comprehensive defense framework that detects and eliminates
poisoned model updates through a hybrid approach combining model filtering and poison

mitigation techniques.

Adversarial Training

Adversarial training involves the intentional introduction of small perturbations during the
model training process to enhance the model’s robustness against adversarial attacks [82].
Li et al. [38] employe adversarial training within FL framework to mitigate model drift
and accelerate convergence. Hong et al. [27] propose an innovative learning paradigm
that enables the transfer of adversarial robustness from high-resource clients to low-

resource clients, thereby improving overall system resilience. Additionally, Chen et al. [10]
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apply adversarial training as a defense mechanism against evasion attacks, demonstrating

improved certifiable robustness in FL settings.

1.2.3 Client Privacy Attack

In Federated Learning (FL), client data privacy is generally maintained by ensuring that raw

data remains localized on individual devices. However, recent research has demonstrated that

adversaries can still infer sensitive information about local datasets, or even reconstruct the

original training data, through analysis of shared model updates [44].

10

Inversion Attacks

Although FL is intended to enhance data privacy by transmitting model gradients rather
than raw data, this mechanism does not ensure complete protection against informa-
tion leakage. A growing body of research has revealed that private training data can
be reconstructed from shared model updates, thereby exposing a critical vulnerability in
FL systems. For instance, Huang et al. [29] conduct a thorough evaluation of gradient
inversion attacks, illustrating how gradient information can be exploited to infer sensitive
attributes of the underlying data. Similarly, Yin et al. [102] demonstrate that original
training data could be reconstructed by utilizing model weights in conjunction with nor-
malization statistics. In another study, Jeon et al. [30] propose a technique that recovers
client data by optimizing latent representations to align with observed gradients. More
recently, Hatamizadeh et al. [26] introduce a method capable of inverting entire training
batches by leveraging gradient vectors, thereby underscoring the privacy risks associated

with disclosing model updates.

Inference Attacks

During the FL training process, the global model may inadvertently capture and encode
latent information derived from clients’ private data. Consequently, external adversaries
can exploit this leakage through inference attacks, aiming to extract sensitive information
from the training data. Inference attacks in FL are generally categorized into Membership
Inference Attacks (MIA) and Property Inference Attacks (PIA), which are introduced

below.

Membership Inference Attacks (MIA) aim to determine whether a specific data sample
was part of a client’s training dataset. Nasr et al. [59] introduce a gradient ascent-

based MIA that amplifies the influence of target data points within others’ training sets,
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thereby increasing inference accuracy. Zhu et al. [114] propose a multi-phase attack
strategy that leverages updates from all active clients to enhance the effectiveness of
membership inference. Suri et al. [78] focus on black-box subject-level MIA, aligning

more closely with practical adversarial objectives in real-world scenarios.

Property Inference Attacks (PIA) attempt to infer latent attributes or properties of the
training data without requiring access to the raw data. Wang et al. [87] propose a
poisoning-assisted PIA method that exploits periodic patterns in model updates to detect
variations in sensitive properties across data distributions. Liu et al. [48] introduce the
first PIA framework specifically targeting Federated Graph Neural Networks (GNNs), ex-
panding the threat landscape of inference attacks. Kim et al. [34] highlight the increased
vulnerability of Clustered FL to PIA compared to conventional FL and proposed an active

inference technique incorporating a scaling mechanism to amplify attack effectiveness.

1.2.4 Defense Against Client Privacy Attack

« Secure Multi-party Computing (SMC)

Secure Multi-Party Computation (SMC), originally introduced through Yao's seminal Mil-
lionaire's Problem [98], provides a cryptographic framework that allows multiple parties
to jointly compute a function while preserving the confidentiality of their individual in-
puts. This paradigm has been effectively integrated into FL to enhance the protection
of sensitive client data during collaborative model training. Notably, Bogdanov et al. [5]
and Bonawitz et al. [6] develope privacy-preserving FL architectures that utilize SMC to
securely aggregate model updates from distributed clients. More recently, Xu et al. [95]
propose a verifiable private gradient aggregation scheme based on random matrix coding,

which further enhances the integrity and trustworthiness of the aggregation process.

A key advantage of employing SMC in FL lies in the relative size of the data involved: the
number of transmitted model parameters is typically several orders of magnitude smaller
than the size of clients’ local datasets. This enables a practical balance between privacy
protection and system efficiency, offering strong privacy guarantees without imposing

excessive computational or communication overhead.

« Differential Privacy (DP)

While robust encryption techniques can effectively prevent the direct parsing of individual

data points, they do not eliminate the risk of inference attacks aimed at uncovering ag-

11
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12

gregate characteristics of user groups. Differential Privacy (DP) offers a mathematically
rigorous framework to mitigate this threat by injecting carefully calibrated random noise
into the data or model updates [18]. This process obscures the true values, making it dif-
ficult for adversaries to reconstruct sensitive information, even with auxiliary background
knowledge. In the context of FL, DP is typically implemented by adding noise to the
transmitted model parameters, thereby preserving privacy without imposing significant
communication or computational overhead [88]. One of the key strengths of DP is its
formal, quantifiable privacy guarantees, which are provably resistant to a broad spectrum

of attacks, regardless of the adversary’s prior knowledge.

Extensive research has investigated the integration of DP within FL frameworks. For
instance, Geyer et al. [2I] propose a DP mechanism specifically adapted for FL, achieving
an effective balance between privacy protection and model utility. Zhao et al. [110] apply
Local Differential Privacy (LDP) to protect user privacy in loT crowdsourcing applications.
Besides, Triastcyn et al. [83] apply Bayesian DP to achieve tighter privacy guarantees
and enhanced model accuracy. Additionally, Huang et al. [28] introduce a DP-based
approach aimed at mitigating performance degradation associated with unbalanced client

data distributions.

Homomorphic Encryption (HE)

Homomorphic Encryption (HE) is a cryptographic technique that enables the execution of
algebraic operations directly on encrypted data, eliminating the need for prior decryption.
Importantly, the decrypted result of these operations is mathematically equivalent to
performing the same computations on the original plaintext. In the context of FL, HE
facilitates the secure aggregation of encrypted model parameters by a central server,

thereby preserving the confidentiality of client-side data throughout the training process.

Extensive research has explored the integration of HE into FL frameworks. For instance,
Zhang et al. [108] introduce a privacy-preserving and verifiable FL scheme based on HE.
Similarly, [54] proposed a multi-key HE protocol, wherein model updates are encrypted
using aggregated public keys, necessitating collective client participation for decryption
and thereby enhancing security assurances. Likewise, Park et al. [65] proposed a HE-based
FL scheme that supports encrypted parameter aggregation by the server, while allowing
each client to retain a distinct HE private key within a unified distributed cryptosystem,
further strengthening privacy protections. Zhang et al. [104] propose an optimization

strategy To address the computational overhead often associated with HE.
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1.2.5 Our Contribution

The present work addresses the inherent model utility and client privacy challenges in FL through
four distinct approaches. Work 1 introduces an auxiliary generative network optimized and
shared to perform data augmentation in the embedding space, thereby reducing the risk of sen-
sitive information leakage compared to augmentation in the raw input space. Work 2 leverages a
frozen pre-trained vision-language model, optimizing and transmitting only a lightweight add-on
module. To further enhance privacy, only a subset of the module's parameters is communicated
between clients and server, while the rest remain strictly local, thus mitigating inversion and
inference risks. Work 3 employs evolutionary algorithms to eliminate poorly performing client
models, which helps preserve global model performance by reducing the influence of ineffective
or potentially malicious participants. Work 4 enforces a stronger privacy-preserving paradigm by
avoiding any transmission of client-specific image data; instead, clients send low-dimensional
latent vectors, further anonymized via interpolation and the injection of significant random

noise.

1.3 Data Heterogeneity and Scarcity

In real-world Federated Learning (FL) scenarios, participating clients are often geographically
dispersed and experience varying levels of user activity, leading to inconsistencies in both the
volume and distribution of the data they collect. As a result, the data quantity and data
distribution across clients are typically heterogeneous in practical FL applications. When facing
such heterogeneity, the traditional approach of directly averaging client updates can cause model
drift, ultimately impairing the convergence and accuracy of the global model [66]. Therefore,
it is essential to design effective FL methods that are tailored to the specific data distribution
patterns and application environments encountered in practice.

We first provide the formal description to characterize data heterogeneity in FL: Let X C R%
denote the input space, Y C R% the feature space, and )V C N the output space. Let
0 := [0y, 0;] represent the parameters of a classification model trained in an FL setting involving
a central server and K € N clients. The model is composed of two components: a feature
extractor f : X — U parameterized by @, and a prediction head h : &/ — ) parameterized
by ). We assume each client holds a private dataset D* = {(zF,y¥) | i € 1,..., Ny}, where
N* € N is the number of local samples and C' € N is the number of classes. As discussed in

[32], data heterogeneity in FL can be modeled through distribution shifts across local datasets,

13
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formalized as Py, # P33, for all ki, ko € {1,..., K}, ki # ko, where P, defines the joint
distribution of X and Y on client k. In parallel, data scarcity can be represented as Ny, # Ny,
for all ki, ke € {1,..., K}, k1 # ko. In the following, we introduce different data challenges

for FL systems:

1.3.1 Feature Distribution Skew

Feature distribution skew, also known as covariate shift, arises in FL when clients exhibit differing
distributions of input features (Px), despite sharing a similar underlying relationship between
features and labels (P, x). For instance, in a federated medical imaging scenario, participating
institutions may utilize MRI scanners from different manufacturers or follow varying imaging
protocols. These differences lead to substantial variability in image characteristics, such as
brightness, contrast, and resolution, even when depicting the same underlying medical condition
[101]. A similar phenomenon is observed in the FEMNIST dataset, where each user exhibits
a distinct handwriting style, resulting in diverse feature representations for identical characters
[8]. This type of feature distribution skew poses a significant challenge, as models trained on
the feature distribution of a single client may generalize poorly to data from other clients with
dissimilar distributions. Overcoming this limitation necessitates federated learning algorithms
that can either learn representations robust to such distributional shifts or adapt effectively to

client-specific feature variations.

Several approaches have been proposed to mitigate feature distribution skew in federated
learning. For instance, Zhou et al. [I11] introduce a feature augmentation framework that ma-
nipulates local feature statistics using global information, thereby improving model robustness
to distributional shifts. Yan et al. [96] propose a data augmentation strategy that integrates
global statistical features into local client data, enhancing the generalization capability of learned
representations and reducing inter-client feature divergence. Mou et al. [58] employ a varia-
tional inference framework by incorporating a Kullback—Leibler (KL) divergence regularization
term into the training objective, which constrains the output space of feature extractors while
enabling personalized adaptation in the final model layers. Sun et al. [74] propose partial model
initialization, a method in which only shared parameters are synchronized across clients, while
client-specific components are updated independently to better align with local data character-
istics. Finally, Li et al. [41] address feature distribution skew by localizing batch normalization
(BN) layers to each client, allowing the model to adapt to domain-specific statistics, while the

remaining parameters are aggregated globally.
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1.3.2 Label Distribution skew

Label distribution skew, also referred to as prior probability shift, is a prevalent challenge in FL
that arises when the marginal label distributions (P(y)) vary substantially across clients, even if
the conditional feature distributions given the label (P(X|y)) remain relatively consistent. This
type of statistical heterogeneity is commonly observed in federated classification tasks [42]. For
example, in federated image recognition, some clients may predominantly hold samples from
a limited subset of classes—such as digits '1' and '2'—while others contain mostly '8’ and '9’
[113]. A similar situation occurs in federated social bot detection, where different platforms
may naturally exhibit divergent ratios of bot to human user accounts [85]. The presence of label
distribution skew can introduce significant bias into the global model, particularly favoring the
label distributions of clients with disproportionately large datasets or more frequent participation
in training. This bias often leads to suboptimal performance on globally rare or underrepresented
classes, highlighting the necessity of developing effective strategies to mitigate such skew.

Several methods have been proposed to address label distribution skew in federated learning.
FedProx [40] introduces a proximal regularization term to penalize large deviations from the
global model during local updates, thereby enhancing training stability across heterogeneous
client distributions. Zhang et al. [105] propose a logit calibration technique that adjusts model
predictions based on class occurrence probabilities, reducing the tendency to overfit to majority
classes. Zhu et al. [115] mitigate label shift by generating synthetic feature representations that
approximate the global data distribution and applying data-free knowledge distillation to align
local models. Lutz et al. [53] present a client selection strategy that maximizes the entropy
of the global label distribution per communication round, thereby encouraging label diversity
and improving generalization. Sheng et al. [73] employ a global Generative Adversarial Network
(GAN) to model the overall data distribution, enabling global knowledge distillation without
requiring access to local data. Wang et al. [86] propose using private weak learners on the
client side to form ensembles with local models, effectively correcting optimization bias and
improving performance on underrepresented classes.

There also exist several works that simultaneously address heterogeneity in both the feature
and label spaces. Guo et al. [24] introduce a clustering-based framework that groups clients
according to data distribution similarity and utilizes bi-level optimization to manage multiple
types of distribution shifts. Zhou et al. [111] propose feature anchors to align features and
calibrate classifiers simultaneously, enabling consistent model updates and improving model
performance under different data heterogeneity. Similarly, Chen et al. [13] propose the use

of feature anchors to calibrate classifiers, thereby aligning both feature and label distributions
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across clients and enhancing robustness to data heterogeneity in FL.

1.3.3 Data Quantity Skew

Data quantity skew refers to the heterogeneity in the amount of local training data held by
clients in FL systems. This issue commonly arises in real-world applications such as mobile
or loT environments, where certain users generate substantial volumes of data, while others
contribute only sparsely due to lower activity levels or available resources [60]. Under standard
aggregation schemes such as Federated Averaging (FedAvg) [55], where client updates are
typically weighted by the size of local datasets, clients with larger data volumes tend to exert
a disproportionate influence on the global model. This can result in a biased global model
that predominantly reflects the data distribution of a small subset of data-rich clients, while
undervaluing the contributions of clients with smaller datasets. Such imbalance may lead to
the marginalization of rare or minority patterns that are critical for fairness and generalization
[103].

Recent works have proposed strategies to mitigate this issue. Zhang et al. [107] provides
a systematic analysis on the impact of data imbalance in FL for credit risk forecasting. Chung
et al. [15] introduce FedISM, a method that improves training efficiency by initially learning
a shared global model from a candidate dataset before proceeding with client-specific model
updates. Similarly, Qi et al. [68] propose FedSampling, a data-aware client selection strategy
that prioritizes clients based on their data volume rather than selecting them uniformly at

random, thereby enhancing model performance under conditions of data quantity skew.

1.3.4 Concept Drift

Concept drift refers to changes in the underlying data-generating process or in the statistical
relationship between features and labels, formally characterized as shifts in the conditional dis-
tribution P across different client contexts in FL. For instance, in natural language processing
tasks, the semantics or usage of specific terms may vary by geographic region, resulting in het-
erogeneous feature-label relationships among clients [49]. Concept drift can also arise when
identical feature inputs are mapped to different labels, as observed in subjectively annotated
sentiment analysis tasks [70]. Conversely, it may occur when disparate feature sets correspond
to the same label, such as varying symptom manifestations of a disease across different de-
mographic groups [51]. In the presence of concept drift, a static global model trained on a

specific subset of clients or data collected at a fixed point in time may fail to generalize to
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clients experiencing altered or evolving concepts.

Several studies have explored methods to address concept drift in FL. Casado et al. [9] ex-
tend the standard FedAvg algorithm by introducing concept adaptation mechanisms to improve
performance in non-stationary environments. Chen et al. [14] propose an asynchronous frame-
work for local concept drift detection, wherein client update strategies are dynamically adjusted
based on historical model performance. Jothimurugesan et al. [31] address staggered concept
drift by clustering clients according to local drift patterns, thereby improving generalization in
the presence of heterogeneous concept shifts.

1.3.5 Our Contribution

The present work addresses challenges related to data heterogeneity and data quantity in FL
from multiple perspectives. Work 1 tackles feature space distribution shifts by augmenting
the training embedding space through the synthesis of feature embeddings that preserve global
knowledge. These synthesized embeddings are then projected back into each client's per-
sonalized local space. This approach demonstrates robustness even in scenarios with highly
imbalanced client dataset sizes. Work 2 addresses multi-modal (visual and textual) feature
distribution shifts by introducing a dual-stream adapter module. This module disentangles and
captures both client-specific and client-agnostic knowledge, subsequently distilling the com-
bined knowledge into a target adapter module. Work 3 mitigates issues related to imbalanced
data quantity by leveraging evolutionary algorithms, wherein poorly performing client local
models are iteratively eliminated and replaced by superior ones. In addition, the application
of multi-process training and interleaved elimination steps on the server side helps reduce val-
idation score noise introduced by skewed label distributions. Work 4 addresses feature space
heterogeneity by optimizing client-specific soft tokens in the input prompts that characterize
local feature distributions, thereby enabling fine-grained and precise personalization in image

generation tasks.

1.4 Communication and Computation

In Federated Learning (FL), a large number of distributed clients participate in training and need
to frequently communicate model parameters with a server. Usually, the global model requires
hundreds or thousands of server-client communication to converge, this makes communication

overhead one of the main bottlenecks in FL. Meanwhile, in cross-device setting, the clients
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usually have limited computing power and energy efficiency. How to reduce the computational

burden and improve training efficiency are also key issues.

1.4.1 Server-Client Communication Overhead

Several approaches have been proposed to enhance communication efficiency in federated learn-
ing while preserving model performance. Gradient compression is a widely adopted strategy to
reduce communication overhead. Lin et al. [46] propose Deep Gradient Compression (DGC)
for local gradient clipping and momentum correction and masking. DGC achieves compression
ratios up to 600x without accuracy loss, enabling efficient training over low-bandwidth net-
works and mobile environments. Besides, Aji et al. [2] accelerate gradient communication by
exchanging only quantized and sparse gradient updates. Wen et al. [90] improve communication
efficiency by transmitting quantized gradients restricted to ternary values {-1,0,1}. Konevcny
et al. [35] propose structured updates and sketched updates, both of which aim to reduce the
number of transmitted parameters and minimize uplink communication costs. Other works
address the challenge from a system perspective: Chen et al. [11] present a communication-
efficient FL framework, incorporating probabilistic device selection, parameter quantization,
and optimized resource allocation, achieving improvements in both accuracy and communica-
tion reduction. Additionally, Chen et al. [12] propose a framework with algorithms for resource
allocation and user selection to mitigate issues such as packet errors and limited bandwidth in

wireless environments.

1.4.2 Client Computational Burden

To reduce the computational burden at different clients, some methods address the challenges
from the optimization perspective. Sattler et al. [72] propose Sparse Ternary Compression
(STC), which uses Top-k gradient sparsification, ternary quantization, and efficient encoding
to compress both upstream and downstream communication. Luo et al. [52] propose an
algorithm to optimally selects the number of clients and local iterations to minimize total cost
while ensuring convergence. Wu et al. [91] proposed FedKD, where only probability distributions
or embeddings are transmitted between the clients and the server rather than the full model
parameters, thereby significantly reducing the amount of data transmitted. Sun et al. [76]
adapt and improve Low-Rank Adaptation (LoRA) techniques to enable efficient optimization
at client-side.

There are some methods focusing on investigating the tradeoffs between the communica-
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tion frequency and client local computational burdens. Mcmahan et al. [55] show that local
large-batch training, combined with strategies like learning rate decay, has been proven to main-
tain model accuracy while reducing communication. Besides, Reddi et al. [7I] observe that
momentum or learning rate decay at server-side helps the global model convergence. From
the communication frequency and syncronity, in traditional FL, the server will wait all clients
until one round of optimization has been fisnished, which makes slow clients becomes the bot-
tleneck. Therefore, Xie et al. [94] propose FedAsync, which allows clients to upload updates
asynchronously, and the server uses a weighted average to aggregate potentially delayed gra-
dients. Also, Yang et al. [97] uses reinforcement learning for client scheduling, selecting a
subset of clients based on their contribution to the global model and latency per round, thereby

simultaneously optimizing both communication and statistical efficiency.

1.4.3 Our Contribution

In this work, we address communication and computation challenges from multiple angles: Work
1 optimizes only an additional feature embedding generator—significantly more lightweight
than full image generation—reducing both communication and computation overhead. Work
2 adapts Parameter-Efficient Fine-Tuning (PEFT) methods to the FL setting, updating only
a small add-on module instead of the full large-scale pretrained model. Work 3 introduces
multi-process optimization to enhance overall system efficiency. Work 4 adopts a One-Shot FL
approach, requiring only a single round of client-server communication with minimal bandwidth

use.
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Abstract

Federated Learning (FL) is a decentralized machine
learning paradigm, in which multiple clients collabora-
tively train neural networks without centralizing their lo-
cal data, and hence preserve data privacy. However, real-
world FL applications usually encounter challenges aris-
ing from distribution shifts across the local datasets of in-
dividual clients. These shifts may drift the global model
aggregation or result in convergence to deflected local op-
timum. While existing efforts have addressed distribution
shifts in the label space, an equally important challenge re-
mains relatively unexplored. This challenge involves situa-
tions where the local data of different clients indicate iden-
tical label distributions but exhibit divergent feature dis-
tributions. This issue can significantly impact the global
model performance in the FL framework. In this work, we
propose Federated Representation Augmentation (FRAug)
to resolve this practical and challenging problem. FRAug
optimizes a shared embedding generator to capture client
consensus. Its output synthetic embeddings are transformed
into client-specific by a locally optimized RTNet to augment
the training space of each client. Our empirical evalua-
tion on three public benchmarks and a real-world medi-
cal dataset demonstrates the effectiveness of the proposed
method, which substantially outperforms the current state-
of-the-art FL methods for feature distribution shifts, includ-
ing PartialFed and FedBN.

1. Introduction

Federated Learning (FL) is a machine learning paradigm
in which a shared model is collaboratively trained using de-
centralized data sources. In the classical FL approach, e.g.,
FedAvg [49], the central server obtains the model by it-
eratively averaging the optimized model weights uploaded

*Corresponding author

volker.tresp@lmu.de

from the active clients. FL has the benefit that it does not
require direct access to the client local datasets, resulting
in improved client-server communication efficiency and en-
hanced data confidentiality.

Despite these promising prospects, real-world FL appli-
cations encounter practical challenges arising from data het-
erogeneity, in which the client local datasets are not inde-
pendent and identically distributed (non-IID). Non-1ID data
from different clients may cause local model drifts during
the client update and overfitting to its local objective, mak-
ing it challenging to obtain a stable and optimal conver-
gence of the aggregated server model [41, 50].

As discussed in [28], data heterogeneity in FL can be cat-
egorized into label space heterogeneity and feature space
heterogeneity. A variety of methods were developed to
tackle problem settings where the client datasets are non-
IID in the label space [ 75, 66]. However, the under-explored
problem of feature distribution shift is also prevalent in real-
world applications, e.g., in the data collected from differ-
ent scanners in clinical centers [10], as well as gathered by
different machines in industrial manufacturing plants [39].
Most importantly, although these entities may diagnose the
same types of cancers or detect the same types of anomalies,
i.e., having the same label distribution, they are not will-
ing to share their original data to prevent competitive disad-
vantage or reverse engineering. Therefore, we propose an
effective and privacy-preserving FL algorithm, i.e., Feder-
ated Representation Augmentation (FRAug), to address this
practical problem of feature space heterogeneity.

Unlike previous works that generate synthetic samples in
the input space [69, 68] or acquire additional public datasets
[44, 17], FRAug applies data augmentation in the low-
dimensional feature embedding space, which is more effi-
cient and confronts fewer confidentiality threats. Moreover,
the proposed augmentation algorithm is especially suitable
for FL applications, where collaborative training is often
conducted by multiple edge devices (clients) with limited
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computational powers and data quantities [49]. Specifically,
we first aggregate the consensual knowledge from different
clients in the embedding space by training a shared rep-
resentation generator, which produces client-agnostic em-
beddings. However, solely optimizing the generator might
be challenging, given its training representations follow-
ing different local client feature distributions. Therefore, a
Representation Transformation Network (RTNet) is locally
trained at each client to transform the client-agnostic syn-
thetic embeddings into client-specific. Hereby, we aim at
aligning the client-agnostic embeddings with the local fea-
ture distribution. Finally, the local dataset of each client will
be augmented by its client-specific synthetic embeddings.

The proposed method FRAug achieves state-of-the-art
results on three benchmark datasets with feature distribution
shift, surpassing the concurrent FL. methods addressing the
same problem, including PartialFed [55] and FedBN [43].
Moreover, the superior performance of FRAug on a medi-
cal dataset illustrates its applicability in complex real-world
FL applications. Our contributions can be summarized as
follows:

* We propose a novel representation augmentation algo-
rithm (FRAug) to address FL with non-1ID features.

* We conduct comprehensive experiments on three pub-
lic benchmark datasets with feature distribution shifts,
in which FRAug achieves SOTA results.

* We verify the maturity and scalability of FRAug on
a real-world medical dataset, and further analyze the
convergence rate and robustness of FRAug.

2. Related Work
2.1. Federated Learning (FL)

Federated Averaging (FedAvg) [49] is one of the classic
FL algorithms for training machine learning models using
decentralized data sources. This simple paradigm suffers
from performance degradation when there exists data het-
erogeneity [28, 41]. Numerous studies have been conducted
for label space heterogeneity, i.e., class distributions are im-
balanced across different clients, by adding additional reg-
ularization term in the client local update [42, 8, 53, 35, 26,

, 31, 65], utilizing shared local data [70, 45, 16], introduc-
ing additional public datasets [37, 44, 17], fully or partially
personalizing the client models [3, 12, 56, 40, 7, 52, 1],
or performing data-free knowledge distillation [46] in the
input space [20, 69, 68] or the feature space [21, 76, 47].
However, there are only limited studies addressing the het-
erogeneity in feature space, i.e., non-I1ID features. Recently,
[2] showed that Batch Normalization layers (BN) [24] with
local statistics improve the robustness of the FL. model to
inter-center data variability and yield better out-of-domain

generalization results, while FedBN [43] provided more
theoretical analysis on the benefits of local BN layers for
FL with feature non-IID. PartialFed [55] empirically found
that partially initializing the client models could alleviate
the effect of feature distribution shift. HarmoFL [27] fo-
cused on FL applications for heterogeneous medical images
and applied amplitude normalization in frequency space and
model weight perturbation to harmonize the training pro-
cess. In this work, we tackle the problem of non-IID fea-
tures in FL via a client-specific data augmentation approach
performed in the embedding space. In particular, client-
agnostic embeddings are initially synthesized by a shared
generator that captures the knowledge from different dis-
tributions, which are then personalized by separate client-
specific models. Training the local model with the resulting
client-specific embeddings improves its robustness against
the feature distribution shift.

2.2. Cross-Domain Learning

The problem of learning on centralized data with non-
IID features, i.e., cross-domain data, has been widely stud-
ied in the context of Unsupervised Domain Adaptation
(UDA) [60, 5, 67, 6, 30, 62], where a model is trained
using multiple source domains and finetuned using an un-
labelled target domain, and Domain Generalization (DG)
[71,13,72, 14, 36, 29], where the target domain data is not
accessible during the training process of UDA. A variety
of efforts have been made to tackle the problem of UDA
and DG. CROSSGRAD [54] used adversarial gradients ob-
tained from a domain classifier to augment the training data.
L2A-OT [73] trained a generative model to transfer the
training samples into pseudo-novel domains. MixStyle [74]
performed feature-level augmentation by interpolating the
style statistics of the output features from different network
layers. While the aforementioned methods assume central-
ized access to all datasets from different domains, we ad-
dress the problem where the datasets are decentralized and
cannot be shared due to privacy concerns.

3. Methodology
3.1. Problem Statement

In this work, we address an FL problem setting with
non-IID features, which we describe in the following. Let
X C R%» be an input space, i C R% be a feature space,
and Y C N be an output space. Let 8 := [0,0;] de-
note the parameters of the classification model trained in an
FL setting involving one central server and K € N clients.
The model consists of two components: a feature extrac-
tor f : X — U parameterized by 6y, and a prediction
head h : U — Y parameterized by 6;,. We assume that
a dataset D* = {(z¥, y¥)|i € {1,.., Nx}}, containing pri-
vate data, is available on each client, where N* € N denotes
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OfficeHome
Art Clipart Product Real | avg
w/o Add. Embeddings | 57.47 56.74  73.32 71.25 | 64.69
w. Add. Embeddings | 68.18 72.31 80.04 79.50 | 75.01

Method

Table 1: Evaluation accuracies of models optimized with
(w.) and without (w/0) prediction head finetuned using ad-
ditional embeddings on OfficeHome benchmark, indicating
the applicability of the representation generator given the
performance increase.

the number of samples in D* and C' € N denotes the num-
ber of classes. As discussed in [28], FL with non-IID data
can be described by the distribution shift on local datasets:
Py, # Py, with Vky, ks € {1,...,K}, ki # ka, where
Pffy defines the joint distribution of input space X’ and la-
bel space ) on D¥*. The addressed problem setting, i.e.,
FL with non-IID features, covers (1) covariate shift: The
marginal distribution Py varies across clients, while Py‘ x
is the same, and (2) concept shift: The conditional distri-
bution Px|y varies across clients, while P) is the same
[43]. From the perspective of cross-domain learning litera-
ture [60, 71], local data from every client can be viewed as
a separate domain.

3.2. Motivational Case Study

To motivate our representation augmentation algorithm,
we present an empirical analysis to address the following
research question: Does finetuning only the prediction head
using additional synthetic feature embeddings lead to per-
formance improvement? First, we optimize a classification
model 8" with 10% of the local dataset D* following prior
FL work [49, 43]. Then, we fix the feature extractor and
finetune only the prediction head with 100% of D*. Fi-
nally, we evaluate both classification models. Here, we use
the representations, extracted by the feature extractor using
the additional real images, to simulate the output produced
by a ’perfect” embedding generator.

The results in Tab. 1 show that the feature extractor,
trained with less data, still captures useful information when
exposed to unseen image samples. Most importantly, a sub-
stantial average performance boost of 10.32% shows that
generating additional representations benefits the client lo-
cal update, proving the applicability and effectiveness of the
proposed method.

3.3. Proposed Method

To tackle FL. with non-IID features, we propose Fed-
erated Representation Augmentation (FRAug). Our algo-
rithm is built upon FedAvg [49], which is the most widely
used FL strategy. In FedAvg, the central server sends a copy
of the global model 6 to each client to initialize their local
models {0*|k € K}. After training on its local dataset

Feature Extractor

Local Data

Ak
z ~N(0.1){ 0 ¢k
—

Generator RTNet @

R
Figure 1: Overview of FRAug local update at client k: a
shared generator is learned to aggregate knowledge from
multiple clients and generate client-agnostic feature embed-
dings ©", which are then fed into the local Representation
Transformation Network (RTNet) to produce client-specific
feature embeddings @" and ﬁf Finally, the real feature em-
beddings u*, extracted by the feature extractor using local
dataset D, will be augmented with @" and ﬁf in the clas-
sification model optimization.

D the client-specific updated models are sent back to the
central server, where they are averaged and used as the
global model. Such communication rounds are repeated
until some predefined convergence criteria are met. Sim-
ilarly, the training process of FRAug (Algorithm 1) can
be divided into two stages: (1) The Server Update, where
the central server aggregates the parameters uploaded by
the clients and distributes the averaged parameters to each
client, and (2) the Client Update, where each client receives
the model parameters from the central server and performs
local optimization. Unlike FedAvg, where only the local
dataset of each client is used for training, FRAug gener-
ates additional feature embeddings to finetune the predic-
tion head of the local classification model. Concretely, we
train a shared generator and a local Representation Trans-
formation Network (RTNet) for each client, which together
produce domain-specific synthetic feature embeddings for
each client to augment its local data in the embedding space.
Hereby, the shared generator captures knowledge from all
the clients to generate client-agnostic embeddings, which
are then personalized by the local RTNet into client-specific
embeddings. In the following, we provide a more detailed
explanation of FRAug.

3.3.1 Server Update

At the beginning of the training, the server initializes the pa-
rameters of the classification model 8 := [0y, 8},], as well
as the shared generator w. In each communication round 7,
all clients receive the aggregated model parameters and con-
duct the Client Update procedure in parallel. Subsequently,
the server securely aggregates the optimized model param-
eters from all the clients into a single model that is used in
the next communication round.
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3.3.2 Client Update

As shown in Fig. 1, at the beginning of the first commu-
nication round, each client locally initializes a Represen-
tation Transformation Network (RTNet) parameterized by
. Subsequently, each client receives the classification
model parameters 0" and the generator parameters w” from
the server, and conducts 7" local update steps. Each local
update comprises 2 stages: (1) Classification model opti-
mization, and (2) Generator and RTNet optimization.

(1) Classification Model Optimization: In this stage,
the generator and the RTNet are fixed, while the classifica-
tion model is updated by minimizing the loss L.;s, where

£cls = CTeal + £syn»

1
with ﬁv‘eal - LCE(hk(fk(Xk))vyk) ( )

While L,..; is minimized to update the model parameter
6" by using real training samples from DF, Lgyn is mini-
mized to update only the prediction head A* as it is com-
puted on synthetically generated samples in the embedding
space U. We use cross-entropy (Lo g) for both loss func-
tions.

To generate domain-specific synthetic embeddings, the
shared generator ¢g* and local RTNet m” are used to gener-
ate residuals that are added to the embeddings of real exam-
ples produced by the local feature extractor f*. Hereby, we
first generate client-agnostic embeddings oF by feeding a
batch of random vector z, sampled from standard Gaussian
distribution N'(0, I'), and class labels y into the generator
g*. Subsequently, ®" are transformed by the local RTNet
into client-specific residuals and added to the embeddings
of real datapoints. We distinguish two types of synthetic
embeddings that we generate to train the local prediction
head: domain-specific synthetic embeddings @" and class-
prototypical domain-specific synthetic embeddings 11@ for
category c. The domain-specific embeddings " are gen-
erated by adding synthetic residuals to the embeddings u*
of real examples from the current batch sampled from DF.
On the other hand, synthetic residuals are added to class-
prototypes ", i.e., class-wise average embeddings of real
examples, to produce '&I(f which stabilizes the training and
increase the variance of the generated embeddings.

Laoyn = Lee(h*(@%), )+ Ler(h* (@), ¢),  (2)
eC

c
with ﬁk :uk+)\syn'mk(gk(z>y))a

—k 3
Wl = + Aoy - m* (g5 (2, ¢)).
To compute the class-wise average embedding ﬁ’j, we
use the exponential moving average (EMA) scheme, at each
local iteration. In particular,

ZieB L(y; =c) - f(x:)
ZieB ]l(yi = C) +€

T (1= X)) T+ X,

C)

where 1(-) denotes the indicator function, B is the batch
size of the real samples, and € is a small number added for
numerical stability. By using the average embeddings of
previous iterations, we enable the examples of previously
sampled batches to contribute to the computation of the cur-
rent average embeddings. The ratio \. follows an exponen-
tial ramp-up schedule as proposed in [33].

We note that, in Eq. (3), for the generation of ﬂk, the
original labels y of the sampled data batch are used for the
residual generation, since the residuals are added to the em-
beddings of the examples corresponding to these labels. For
'EL’; we feed the label c that corresponds to the class of the
average embedding ﬂ(’f While the residuals produced by
the generator and the RTNet are random in early training
iterations due to the random initialization of these models,
they become more informative as training progresses. To re-
flect this in our algorithm, we employ the weighting coeffi-
cient Ay, (Eq. (3)) that controls the impact of the residuals,
and increase it following an exponential schedule through-
out training.

To allow the different client-specific models to learn fea-
ture extractors tailored to their data distribution D¥, while
still benefiting from the collaborative learning, we use local
Batch Normalization layers (BN) [24] as introduced in [43].

(2) Generator and RTNet Optimization: In the sec-
ond stage, the classification model is fixed while the gen-
erator and the RTNet are optimized. The class-conditional
generator g* takes a batch of random vectors z and class
labels y to produce client-agnostic feature embeddings ok
©" are then fed into the RTNet m* to be adapted to the fea-
ture distribution of the corresponding client k. The resulting
residuals are added on the embeddings of real examples to
produce the domain-specific synthetic embeddings @ and
u’f . The generator will be optimized by minimizing the loss
Lgen, with

Lgen = Leg(hF(9%),y) — aLwwp (9%, u*).  (5)

The minimization of the cross-entropy loss L¢g incen-
tivizes the shared generator to produce features that are rec-
ognized by the prediction heads of all the clients. By shar-
ing and optimizing the generator across all clients, we en-
sure that the synthetic embeddings produced by the gen-
erator, i.e., f)k, capture client-agnostic semantic informa-
tion. Additionally, we maximize the statistical distance [0 1]
between &" and the real feature embeddings u*. By do-
ing so, we force o" not to follow any client-specific dis-
tribution, and thus enhance the variance of the augmented
feature space. Here, we adopt Maximum Mean Discrep-
ancy (MMD) [18] as the distance metric. Subsequently,
the client-agnostic embeddings are fed into the RTNet m*
parametrized by ¢" to produce domain-specific embed-
dings @ and ﬂf oF is optimized by minimizing the loss
L+, where
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Algorithm 1 Training procedure of FRAug

ServerUpdate
1: Randomly initialize 6o, wo
2: forround r =1to R do
3:  for client k=1to K do {in parallel}
4 or, w — ChentUpdate(OT_l7 wr—1,k,T)
5 0y« K k L 0F
6 Wr < Zk:l Wy
ClientUpdate(0, w, k, )
1: if r = 1 then
2:  Randomly initialize ¢*
3 0F — 0, Wk — w
4: for local stept=1to 7T do
Sample { X, y} from Dy,
Sample z, z" ~ N(0,1)
Optimize 8% (Eq. (1))
Optimize w” (Eq. (5)) and ¢* (Eq. (6))

® 3w

k
Ert = - ent h

) - Z Lem c)
ceC (6)

Z Ly (s, @k)).

ceC

+ B(Lyvp (4", u®

Here, we maximize the entropy (L) of the prediction
head output on a”, '&f to incentivize the generation of syn-
thetic embeddings that are hard to classify for the predic-
tion head h*. To avoid generating outliers, we align the
synthetic embedding distribution with that of the client lo-
cal data by minimizing their Maximum Mean Discrepancy
(MMD). In particular, we penalize high MMD distances be-
tween @ and u*, as well as ﬁ’g and " for each class ¢. «
and S denote weighting coefficients in Eq. (5) and Eq. (6),
respectively.

4. Experiments and Analyses

We conduct an extensive empirical analysis to investi-
gate the proposed method and its viability. Firstly, we
compare FRAug with several FL baseline methods on 3
popular benchmark datasets involving feature distribution
shifts. Subsequently, we validate our approach on a real-
world medical dataset for genetic treatment classification.
We present additional analysis regarding convergence rate,
communication overhead, and robustness to input noise. Fi-
nally, we demonstrate the ablation studies of FRAug and its
comparison with other augmentation-based FL. methods.

4.1. Benchmark Experiments
4.1.1 Datasets Description

We conduct experiments on three common image classifi-
cation benchmarks with domain shift: (1) OfficeHome [59],

which contains 65 classes in four domains: Art (A), Clipart
(C), Product (P) and Real-World (R). (2) PACS [38], which
includes images that belong to 7 classes from four domains
Art-Painting (A), Cartoon (C), Photo (P), and Sketch (S).
(3) Digits comprises images of 10 digits from the following
four datasets: MNIST (MT) [34], MNIST-M (MM) [15],
SVHN (SV) [51], and USPS (UP) [23]. Each client con-
tains data from one of the domains, i.e., there exists fea-
ture distribution shifts across different clients. To simulate
data scarcity described in previous sections, we assume that
only 10% (1% for the Digits dataset) of the original data is
available for each client, resulting in ca. 100 to 1000 data
samples per client following the experimental setup in the
previous work [49, 43].

4.1.2 Baselines

We compare our approach with several baseline methods,
including Single, i.e., training an individual model on each
client separately, All, i.e., training a single model at the
central server using data aggregated from all clients, Fe-
dAvg [49], pFedAvg, i.e., FedAvg with local model per-
sonalization. We also compare FRAug with FedProx [42],
FedBABU [52], and FedProto [57], which are strong con-
current methods handling label space heterogeneity in FL.
We note that All is an oracle baseline as it requires cen-
tralizing the data from the different clients, hence infring-
ing the data-privacy requirements. Furthermore, we com-
pare our method with the current state-of-the-art FL. meth-
ods for non-IID features, i.e., FedBN [43] and PartialFed
[55]. We use the published code of FedBN and reimplement
PartialFed since the original implementation was not made
public. We conduct the same hyperparameter search for all
methods and report the best results. The detailed hyperpa-
rameter search spaces of different methods are provided in
Appendix A.

4.1.3 Implementation Details

For the OfficeHome and PACS datasets, we use a ResNet18
[22] pretrained on ImageNet [9] as initialization of the clas-
sification model. For Digits, we use a 6-layer Convolution
Neural Network (CNN) as the backbone following prior
work [43]. We adopt a 2-layer MLP as the generator and
RTNet architectures for all datasets. Besides, we apply
the same data augmentation techniques on the input images
during the classification model training for all clients fol-
lowing the previous work [19]. In Appendix A, we provide
further details about model architectures and training hyper-
parameters. All experiments are repeated with 3 different
random seeds.
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Benchmark Single All FedAvg FedProx FedProto FedBABU pFedAvg PartialFed FedBN FRAug
A 35.80+0.1 56.65+0.7 57.47+06 55.68+04 51.44+0.6 49.80+04 52.50+09 48.83+02 57.59+08 57.61:0.6
Office C 45.54+0.8 58.81+1.6 56.74+09 56.88+0.5 52.63+0.7 54.23x07 52.09+1.1 49.96+02 56.52+03 60.03+0.5
Home 67.04+08 71.39x03 73.32+08 73.84+03 70.78+0.7 70.72+0.6 71.78+08 72.22+0.8 73.55+1.0 74.03+0.8
R | 61.16x07 72.63+x1.3 71.25+03 72.15+09 65.13202 66.74+05 66.28+04 65.82+06 72.40+09 74.58+0.4
avg | 52.42+04 64.87:09 64.69:06 64.63x06 60.00+03 60.37+03 60.67:07 59.20+05 65.02+0.7 66.60:0.3
MT | 96.68+02 97.04+0.1 96.85+0.1 96.90+0.1 96.80+0.1 97.38+0.2 96.40+02 97.13x0.1 97.03+x0.1 97.81x0.1
MM | 77.77+05 77.04+0.1 73.51x02 72.60+04 78.16+0.6 79.30+0.8 77.56+04 T4.21:x05 77.02+02 81.65+0.5
Digits SV | 75.55+03 77.96x05 74.49+02 73.01z05 77.90+02 74.03:05 77.50x0.1 78.10+0.5 77.59:0.1 81.24+03
UP | 79.93z08 97.13+0.1 97.62+0.1 97.31203 97.37+0.1 95.37+04 96.67+0.1 94.78+05 96.80+0.2 97.67+0.3
avg | 82.54+0.1 87.29+02 85.62+02 84.96+03 87.50+0.1 86.52+04 87.03:x02 86.05+03 87.11x02 89.59+0.4
A | 82.37+0.6 83.17+02 82.72+04 80.17+04 85.09+05 81.25+0.6 88.05+08 84.85+02 86.60+05 87.34+05
C 86.08+09 86.92+08 84.04+1.3 82.04+08 86.91x03 87.76+1.1 86.20x0.7 87.92+05 87.76+1.0 88.47+0.9
PACS P 92.01x1.1  95.95+08 96.05+05 96.74+1.0 96.49+06 94.74+04  97.89+05 98.24+04 97.95:04 98.64+0.6
S 87.52+08 88.70+0.7 89.50+0.7 88.50+1.0 89.20+04 89.41+03 88.89+09 90.10+08 90.75:03 90.95+0.4
avg | 87.00+0.5 88.68:0.6 88.08+09 86.86+09 89.42+0.5 88.29+0.6 90.26:06 90.28+07 90.76+03 91.34:0.1

Table 2: Evaluation results of different algorithms on three real-world benchmark datasets with feature distribution shift. We
report the meansstd accuracy of each client from 3 runs with different seeds. The best results are marked in bold (The same

applies to the subsequent tables).

4.1.4 Results and Discussion

We report the accuracies achieved by the different methods
on all three datasets in Tab. 2. We observe that FRAug out-
performs all the baselines on all benchmark datasets. On
OfficeHome, FRAug outperforms FedAvg and FedBN by
1.91% and 1.58%, respectively. On Digits, FRAug achieves
a substantial 2.3% improvement on average compared with
all the alternative methods. Likewise, FRAug yields the
highest average accuracy on PACS. We note that FRAug
achieves an average performance increase of 1.6% com-
pared to FedBN across all three datasets, which surpasses
the average performance improvement yielded by FedBN
on FedAvg, i.e., 1.5%. Moreover, we find that the perfor-
mance improvement compared to the best baseline is the
highest on the most challenging domains, i.e., on which all
methods yield lower results than on other domains. These
include MNIST-M and SVHN from Digits, as well as Cli-
part from OfficeHome, where FRAug achieves impressive
improvements of above 3%. Interestingly, our approach
outperforms the centralized baseline All, demonstrating its
effectiveness in aggregating the knowledge from different
clients to enable a client-specific augmentation.

4.2. Validation on a Real-World Medical Dataset
4.2.1 Experimental Setup

To illustrate the effectiveness of FRAug on real-world ap-
plications, we further conduct experiments on the RxRx1
[58] medical dataset, which contains images (Fig. 2) of cells
obtained by fluorescent microscopy. The task is to clas-
sify which genetic treatment the cells received. There are
4 different cell types adopted in the dataset, i.e., HEPG2
(H), HUVEC (V), RPE (R), and U20S (U), while multiple

() HEPG2  (b) HUVEC (c) RPE (d) U20S

Figure 2: Example images of different cell types, i.e., lo-
cal data from different clients, in RxRx1 dataset. Strong
feature space heterogeneity can be observed between image
appearance. Best viewed in color.

batches of experiments are executed for each cell type. De-
spite the careful control of experimental variables, e.g., tem-
perature and humidity, feature space heterogeneity is ob-
served across different batches of experiments [32]. There-
fore, we consider 4 different cell types as 4 different do-
mains. We divide the batches of experiments from each
domain, i.e., for each cell type, into 4 groups, where each
group has the same number of batches and is assigned to one
client. By doing so, we simulate a real-world collaborative
training setup of different medical institutions where ev-
ery institution has conducted some batches of experiments
on one specific cell type. We note that the number of do-
mains is not equal to the number of clients. Following the
FL setting described in the previous section, we select 50
classes from 1139 classes in the original dataset. We adopt
ResNet18 [22] pretrained on ImageNet [9] as initialization
of the classification model. To further evaluate the scalabil-
ity of the proposed method, we conduct experiments where
2, 3, and 4 clients from each domain are selected, which
gives in total 8, 12, and 16 clients joining the federated com-
munication, respectively. Note that more clients correspond
to larger data quantity.
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Method 8 clients 12 clients 16 clients

H A\ P U avg H A\ P U avg H v P U avg

FedAve 2431 3439 20.19 17.65 | 24.14 | 28.84 40.60 19.72 16.67 | 26.46 | 28.17 41.60 23.55 17.65 | 27.74
+0.3 +0.8 +1.3 +0.9 +0.8 +1.3 +0.9 +0.7 +0.8 +0.8 +0.7 +1.0 +0.8 +0.8 +0.6

HarmoFL 19.61 44.02 20.18 22.53 | 26.58 | 26.61 49.15 19.27 17.97 | 28.25 | 28.57 4729 22.02 18.05 | 28.98
+1.0 +0.5 +0.2 +0.9 *1.0 +0.8 +0.5 +0.7 +0.9 +0.8 +0.9 *0.7 *0.5 *0.7 +0.4

FedBN 2294 4370 2592 18.63 | 27.80 | 27.22 46.01 26.85 16.95 | 29.26 | 29.35 49.08 29.58 19.97 | 31.99
+0.9 +0.5 +1.0 +0.9 +1.0 +0.4 +0.4 +0.8 +1.1 +0.6 +0.6 +0.8 +0.3 +0.2 +0.3

FRAug 28.28 45.33 28.74 21.04 | 30.84 | 30.73 47.36 30.58 19.60 | 32.07 | 32.34 48.05 31.83 20.59 | 33.20
+0.3 +0.9 +1.2 +0.5 *0.5 +0.9 +0.8 +0.2 +0.7 +0.5 *0.4 *0.5 *1.0 *0.7 +0.8

Table 3: Evaluation results of different methods on real-world medical dataset RxRx1. We conduct experiments with different
number of clients for each cell type and report average accuracy of clients holding the same cell type.
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Figure 3: Convergence analysis of FedAvg, FedBN and
FRAug on (a) OfficeHome and (b) Digits benchmarks.

4.2.2 Results and Discussion

In Tab. 3, we compare FRAug with FedAvg, FedBN, and
HarmoFL [27], which is a concurrent work that proposed
a strong FL method tailored for heterogeneous medical im-
ages, and report the average validation accuracy of clients
owning data from the same domain (cell type). We ob-
serve that FRAug outperforms all competitors over all set-
tings with different numbers of clients and different data
amounts. We highlight the performance improvements
achieved by FRAug compared with the baselines, i.e., when
8, 12, and 16 clients join the federated collaborative train-
ing, our approach surpasses the other methods by at least
3.04%, 2.81%, and 1.21%, respectively. These results in-
dicate the effectiveness of FRAug on settings with larger
quantities of training data as well as its scalability to the
complex real-world FL scenarios with more clients.

4.3. Additional Analyses
4.3.1 Convergence Analysis

In Fig. 3, we display the convergence analysis of the pro-
posed method compared with the baseline FedAvg and
FedBN on the OfficeHome and Digits benchmarks. Hereby,
we report the average classification accuracy of all clients
on their corresponding local testing set after conducting
the communication round r. As shown in the figure,
even though FRAug utilizes the representation augmen-
tation technique, the learning curves of FRAug still ex-

Model ‘ Parameters(M) ‘ MACs(G)
ResNet18 11.18 1.84
CNN for Digits 18.15 0.08
Generator 0.39 < 0.01
RTNet 0.26 < 0.01

Table 4: Parameters number and MACs (Multiply Accu-
mulate operations) comparison of different components in
FRAug.

hibit better convergence rates. It’s also worth noticing that
FRAug already achieves distinct performance gain after 50
communication rounds, i.e., 25% of the total rounds.

4.3.2 Analysis of Communication Overhead

In Tab. 4, we demonstrate the number of model parameters
and computational costs, i.e., the number of operations, of
different components used in the proposed method. We ob-
serve that both generator and RTNet take only 2-3% of the
parameter numbers used in the classification model, prov-
ing the communication overhead between client and server
is negligible. Besides, we notice that only less than 1% of
operations are needed for the newly introduced components
in FRAug compared with the classification model. There-
fore, we conclude that FRAug is communication efficient
and does not impose significant impacts on the clients lo-
cal training, showing its applicability to clients with edge
devices and limited computing power.

4.3.3 Ablation Study

To illustrate the importance of different FRAug compo-
nents, we conduct an ablation study on three benchmark
datasets. The results are shown in Tab. 5. We first notice that
applying only the client-specific RTNet solely based on lo-
cal data is ineffective: Its output @ is restricted in the client
local distribution when the client-agnostic feature embed-
dings are inaccessible, which proves the criticality of opti-
mizing a shared generator GG. We further observe that us-
ing the client-agnostic synthetic embeddings " instead of
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G (v) |RTNet (&) |EMA (u.) | OfficeHome PACS Digits Method A C P R avg

v 64.58+0.5 88.38+0.5 86.2310.2 FedAvg |57.47x0.6 56.7420.9 73.320.8 71.25+0.3 | 64.69:0.6

v v 65.08+0.4 88.50+0.2 86.60+0.1 U(—,7) | 56.79+02 57.47+08 72.07x02 73.51+02 | 64.96+0.3

v 65.47:08 90.82+0.5 87.25+0.1 Lap(0,7) | 56.52+04 56.37+0.2 72.2910.2 73.83+0.9 | 64.75+0.4
v v 66.09£0.2  90.74+0.4 88.24+0.3 N(0,7) |56.93£0.9 57.63:0.5 72.4320.2 73.270.5 | 65.06=0.4
v v 65.99+03 91.35:0.1 89.51x0.1 FAug |50.18+0.5 53.48+09 71.82+0.4 66.080.8 |60.39+0.7
v v v 66.60:0.4 91.05:0.3 89.59:0.2 FedReg |53.50£0.3 56.52+04 69.36+0.7 68.57+0.2 | 62.00+0.4
FRAug |57.61x0.6 60.03x0.5 74.03+0.8 74.58+0.4 | 66.60+0.3

Table 5: Ablation study for different components of FRAug
on three benchmark datasets. The average evaluation accu-
racy of all clients are reported

the personalized versions leads to slight performance gain.
This highlights the importance of the transformation by RT-
Nets into personalized client-specific embeddings. More-
over, the results reveal that both types of synthetic embed-
dings, i.e., '&f and '&k, yield a performance boost when used
separately. Employing them together further improves the
results, which demonstrates their complementarity.

Additionally, we evaluate the proposed algorithm op-
timized with different combinations of hyperparameters.
From the results, we observe low sensitivity of FRAug to
the hyperparameter selection, highlighting its applicability
on novel benchmark datasets without time-consuming fine-
grained hyperparameter searches. Besides, we conduct ex-
periments with varying numbers of datapoints available on
each client. The superior performance of FRAug further
indicates its robustness under both data-scarce and data-
sufficient scenarios in FL. The detailed evaluation results
are provided in Appendix B.

4.3.4 Robustness to Input Noise

Prior works [25, 63, 64] focus on generating or adversari-
ally augmenting the clients local training data. On the con-
trary, the representation generators used in FRAug extract
knowledge from the output of the existing feature extractor,
i.e., they do not access the input images. More importantly,
FRAug does not impose any constraints on the client local
update and model aggregation, which indicates its compat-

ibility with the defensive strategies introduced in [1 1, 48].
Noise Intensity ‘ Weak Medium Strong
FedAvg 63.02+0.4 60.71+0.6 31.26+1.2
FedBN 63.9720.6 60.1210.5 30.9020.9
FRAug 64.72+1.0 61.45+0.8 31.65+0.7

Table 6: Evaluation results of different methods on priva-
tized OfficeHome with different noise intensity. The aver-
age accuracy of all clients are reported.

To exhibit the effectiveness of FRAug under the settings
with noisy input, we add random noise § ~ A(0,%1I) to
the client local images when optimizing the classification
model. More specifically, we select three noise intensities

Table 7: Evaluation results of different augmentation meth-
ods on OfficeHome benchmark.

from weak (o =0.01), medium (o =0.1), to strong (¢ = 1.0).
The results in Tab. 6 indicate the effectiveness of FRAug
under noisy client local data.

4.3.5 Comparison with Other Augmentation Methods

Since the proposed method applies augmentation in the rep-
resentation space, we compare FRAug with other augmen-
tation approaches using random noise Awu following dif-
ferent distributions. Specifically, we train the prediction
head h with real feature embeddings u as well as their aug-
mented variants u + Aw. We adopt three common distribu-
tions for sampling the values of Aw: Uniform distribution
U, Laplace distribution Lap and Gaussian distribution N
We define the standard deviation « of each distribution as
a hyperparameter and report the best results. Moreover, we
compare our method with concurrent works applying data
augmentation, i.e., FAug [25] and FedReg [03].

In Tab. 7, we display the evaluation results of representa-
tion augmentation approaches with random noise, as well as
the concurrent works, on the OfficcHome benchmark. We
notice a distinct performance gap between these methods
and FRAug, which further highlights the effectiveness of
the proposed method.

5. Conclusion

In this work, we present a novel approach to tackle
the under-explored feature non-IID problem in FL. The
proposed Federated Representation Augmentation (FRAug)
method performs client-personalized augmentation in the
embedding space to improve the training robustness against
feature distribution shift. For that, we optimize a shared
generative model to synthesize embeddings by exploiting
knowledge from all clients. The output client-agnostic
embeddings are then transformed into client-specific em-
beddings by local Representation Transformation Networks
(RTNets). FRAug achieves state-of-the-art results on three
benchmark datasets involving feature distribution. More-
over, the superb results of FRAug on a medical dataset illus-
trate its effectiveness and scalability on complex real-world
FL applications.
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A. Experimental Details
A.1. Visualization of Benchmark Datasets

In this section, we show example images in different
domains from the adopted benchmark datasets, i.e., PACS
(Fig. 1a), Digits (Fig. 1b), and OfficeHome (Fig. 1c). We
can see that there exists strong appearance variation and dis-
tribution shifts across different domains, e.g., in PACS we
have both photo-like realistic pictures (Photo) and highly
abstract human sketches (Sketch). Therefore, by assigning
data from one of the domains to each client, we are able to
simulate the experimental setting with non-IID features in
FL.
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Figure 1: Example images from the selected benchmark
datasets with non-IID features. Best viewed in color.

A.2. Hyperparameter Settings

In this section, we provide more details about the training
hyperparameters, as well as their search space in Tab. 2. We
use 1 NVIDIA GeForce GTX TITAN X with 12GB RAM to
run the experiments. We use PyTorch [8] to implement our
algorithm. For all baselines and the algorithms proposed
in the previous work, we apply the same hyperparameter
search as FRAug and report the best performance. For the
PACS, OfficeHome, and Digits benchmarks, we apply data
augmentation given in Tab. 1 during the training following
the previous work [2]. For the medical dataset RxRx1, we

Augmentation Parameters
RandomResizedCrop | portion: [0.6,1.0]
. . probability: 0.5
RandomHorizontalFlip (0.0 for Digits)
Colorlitter jitter degree: 0.3
RandomGrayscale probability: 0.1
Normalize ImageNﬁ ]statlstlcs

Table 1: Data augmentations for OfficeHome, Digits and
PACS benchmarks.

follow the setting used in the WILDS benchmark [4] and
do not apply any data augmentation. We also display the
detailed hyperparameter selection for the proposed method
on different benchmarks for possible future reproduction.

In FRAug, the ratio A. used for computing the class-
wise average embedding ﬂ’j is computed with an exponen-
tial ramp-up schedule. Specifically,

- {/\0 ceap(=5(1— L)), < 0

Ao, r2>To

where \g is set to 0.3, and r is set to 5% of the total
communication rounds (0.05 - R).

For the weighting coefficient \,,,, that controls the im-
pact of the generated residuals during the training, we use
an exponential schedule, i.e., Ay, = %01 —1),

A.3. Model Architecture

Following [6], we use a 6-layer CNN with its details
listed in Tab. 3 for the Digits dataset: For the convolutional
layer (Conv2D), we list parameters with the sequence of in-
put and output dimensions, kernel size, stride, and padding.
For the max-pooling layer (MaxPool2D), we list kernel and
stride. For the fully-connected layer (FC), we list input
and output dimensions. For the Batch Normalization layer
(BN), we list the channel dimension. We adopt the last FC
layer as the prediction head, which defines the feature di-
mension with 512.

For the classification models on OfficeHome and PACS
datasets, we use the widely adopted backbone ResNet18 [3]
and change the output dimension of the last fully-connected
layer (FC) to match the class number C' of the dataset. We
adopt the last FC layer as the prediction head, which defines
the feature dimension with 512.

The network architecture of the generator and the Rep-
resentation Transformation Network (RTNet) are given in
Tab. 4 and Tab. 5, respectively. For the generator, we adopt
a two-layer MLP, which takes a noise vector z with dimen-
sion d, and a one-hot encoded label y as the input, and
outputs a client-agnostic feature representation v. For RT-



Hyperparameter OfficeHome PACS Digits RxRx1
Learning rate 0.01 0.01 0.01 0.01
Shared Image size 224x224 224x224 32x32 256x256
Parameters Optimizer SGD SGD SGD SGD
Optimizer momentum 0.5 0.5 0.5 0.5
Communication rounds (R) 200 200 200 200
Shared Local update steps (1) {5,10,20} | {5,10,20} {5, 10, 20} {5, 10, 20}
Search Space Batch size B {16,32,64} | {16,32,64} | {64, 128,256} {16, 32}
w and ¢ optimizer SGD SGD SGD SGD
Synthetic batch size Bsyrn 16 32 64 32
g 0.05 0.05 0.005 0.01
FRAug Nm 0.025 0.05 0.005 0.01
@ 1.5 1.25 1 1
B8 1.25 1.25 1.5 1
d. 128 256 256 128
Table 2: Hyperparameter configurations for different datasets
Layer Details Net, we adopt a two-layer MLP, which takes the output of
Conv2D(3, 64, 5, 1, 2) the generator ¥ and outputs a client-specific feature residual
! BN(64), ReLU(), MaxPool2D(2, 2) with dimension d,,.
Conv2D(64, 64, 5, 1, 2) .
2 BN(64), ReLU(), MaxPool2D(2, 2) B. Additional Results and Analyses
3 Conv2D(64, 128, 5, 1, 2) B.1. Ablation Study
BN(128), ReLU(), Flatten()
FC(6272, 2048) To illustrate the importance of different FRAug compo-
4 BN(2048), ReLU() nents, we conducted ablation studies on three benchmark
FC(2048, 512) datasets, i.e., OfficeHome, Digit and PACS, where the re-
> BN(512), ReLU() sults are shown in Tab. 6, Tab. 7, and Tab. 8, respectively.
6 FC(5 1’2’ 10) First, we find that solely applying the RTNet based on the

real feature embeddings, i.e., training without a shared gen-
erator barely brings performance gain. We assume that

Table 3: Classification model architecture for the Digits A . ¢ e ‘
RTNet is restricted to the client local distribution and is

benchmark. . . .
only helpful when it accesses the client-agnostic. More-
- over, using the client-agnostic synthetic embeddings oF
Layer Details leads to only minimal performance gain, highlighting the
1 FC(d. + C, du) importance of the proposed representation transformation
BN(d.), ReLU() schema, i.e., RTNet. Moreover, the results demonstrate that
2 FC(dy, du) using both types of synthetic embeddings, i.e., ﬁf and @,
BN(d.), ReLU() yields the largest performance boosts for both benchmarks.
Table 4: Generator architecture. G RTNet EMA OfficeHome

@) (@ (@) A C P R avg
Layer Details v 56.6103 57.0820.5 73.1420.6 71.49:0.4|64.58+0.5
FC(d,, d.) v V' 157.5120.2 56.95+0.3 73.58+0.5 72.28+0.565.08+0.4
1 BN(d.,), ReLU() v 56.24+0.5 59.65+0.3 72.90+0.3 73.09+0.5/65.47+0.8
FC(d,, dy) v v 57.3420.9 59.100.4 73.65£0.7 74.25+0.9/66.09+0.2
2 BN(d,) v V' [56.65+0.2 59.50+0.7 73.50+0.5 74.3120.9|65.99+0.3
ks v v V' |57.6120.9 60.03:0.8 74.03:0.3 74.69+0.2/66.60-0.4

Table 5: Representation Transformation Network (RTNet)

. Table 6: Ablation study for different components of FRAug
architecture.

on OfficeHome benchmark. The average evaluation accu-
racy of all clients are reported.



G RTNet EMA Digits
@) (w) (we)| MT MM NY UP avg
v 97.26+0.2 74.2540.1 75.42+0.3 97.98+0.1/86.23+0.2

v V' 196.97+0.1 75.75+0.2 75.90£0.1 97.79+0.3|86.60+0.1
97.48+0.0 75.98+0.5 77.90+0.3 97.63+0.2|87.25+0.1
97.49+0.1 79.66+0.4 78.80+0.6 96.99+0.4|88.24+0.2
v 97.95+0.1 81.40+0.1 80.78+0.2 97.92+0.1{89.51+0.1
N V' 197.81x0.1 81.65+0.9 81.24+0.3 97.67+0.4/89.59+0.4

ASRNENEN
\

Table 7: Ablation study for different components of FRAug
on Digits benchmark. The average evaluation accu- racy of
all clients are reported.

G RTNet EMA PACS
@) (@) () A C P S avg
v 83.80+0.5 83.95+0.3 96.64+0.2 89.12+0.4/88.38+0.5

v v’ 183.43+0.3 84.51+0.2 97.19+0.1 88.86+0.2|88.50+0.2
86.06+0.7 88.61+0.9 98.24+0.1 90.37+0.4|90.82+0.5
86.54+0.8 88.19+0.3 98.44+0.3 89.78+1.0{90.74+0.4
V' 187.34+0.5 88.47+0.9 98.64+0.6 90.95+0.4/91.35=0.1
v v’ 187.50+0.9 88.33+0.9 97.66+0.5 90.70£0.6/91.05+0.3

ANENENEN
\

Table 8: Ablation study for different components of FRAug
on PACS benchmark. The average evaluation accu- racy of
all clients are reported.

B.2. Analysis of Local Dataset Size

In this section, we investigate the effectiveness of our
representation augmentation technique for different sizes of
client-specific local datasets. Hereby, we vary the number
of datapoints available on each client from 100% to 10%
of its original local dataset. Tab. 10 depicts the results of
this experiment. We compare FRAug with two baseline
methods, i.e., FedAvg and Single, as well as FedBN on
OfficeHome, and conduct the experiment with 3 different
seeds. Compared to FedAvg and FedBN, the improvement
achieved by FRAug is stable across different dataset sizes,
highlighting the suitability of representation augmentation
for scenarios involving non-IID features with scarce and
large amounts of data. Compared to local training (Single)
without collaboration, we observe that the performance im-
provement yielded by federated learning methods increases
as the dataset size decreases. Note that we do not highlight
the result of oracle baseline A/l when it achieves the best
results, since it does not fulfill the requirement of FL, i.e.,
datasets from different clients should be decentralized and
private.

B.3. Hyperparameter Sensitivity

In this section, we further demonstrate the low sensitivity
of the proposed method to the selection of different hyper-
parameters and present the results of the experiments.

B.3.1 Effects of o, S and d,

In this section, we show the performance of local clas-
sification models in FRAug trained with different com-
binations of loss ratio in generator optimization, i.e., «,
loss ratio in RTNet optimization, i.e., S and dimen-
sion of the random noise input of both, ie., d, on
the OfficeHome and Digits benchmark. We select «
and § from {0.5,0.75,1.0,1.25,1.5} and select d, from
{64,128,256,512}. We display the results in the format
of box-plots in Fig. 2 and Fig. 3. From the results, we con-
clude that FRAug is not sensitive to the selection of these
hyperparameters.

B.3.2 Effects of n, and 7,

In this section, we show the performance of local classifica-
tion models trained with different combinations of learning
rate for the generator, i.e., 1, and learning rate for the RT-
Net, i.e., n,,. Here, we select 14, 1, € {0.05,0.025,0.01}
and the results is given in Tab. 9. The results show that
FRAug is robust to the selection of the learning rate of the
generator and the RTNet.

D = 0.05  5m =0.025 7, = 0.01

ng = 0.05 66.37 67.00 66.33
1g = 0.025 66.69 65.98 66.71
ng = 0.01 66.03 66.47 66.19

Table 9: Average test accuracy using different combinations
of learning rate 74 and 7,,, on OfficcHome benchmark.

B.3.3 Effects of T and B,..;

In this section, we further display the performance of local
classification models in FRAug trained with different com-
binations of local update steps 7' € {5, 10, 15,20} and the
batch size for the real training samples B,...; € {16,32, 64}
in Tab. 11. The results show that FRAug can consistently
outperform FedAvg and is robust to the selection of the
batch size of real samples as well as the local update steps.

B.4. UMAP Visualizations

In Fig. 4, we provide the UMAP [7] visualization of the
feature embeddings, extracted by the models optimized by
FedAvg and FRAug in PACS benchmark. From the results,
we observe that the features extracted by FRAug show bet-
ter separability, indicating the better robustness of FRAug
against the feature distribution shift.



Client Method 100% 80% 60% 40% 20% 10%
Single 73.06:1.0 69.96:12 67.35:13 62.28x13 50.21:1.8 35.80:02
FedAvg 72.43:09 71.06:1.6 68.48+1.4 65.48+15 62.28+14 56.38z1.1
Art FedBN 72.55+07 T1.7810.6 68.98:05 65.22:09 63.58+07 57.59:08
FRAug 73.11:07 72.99:10 69.07:14 66.53:17 64.20:06 57.61x0.6
All (Orcale) | 67.76:18 66.12:09 67.63:1.9 63.79:09 62.41+19 56.65+0.7
Single 80.09:1.6 77.66:04 74.29+12  68.65:03 53.24:14 45.54108
FedAvg 77.57+05 77.50+12 75.74:10 73.03:02 67.05:13 57.21x09
Clipart FedBN 77.96:05 77.40x08 76.25:04 73.46:06 67.75:09 56.52x03
FRAug 78.92:13  77.65:10 76.85:06 73.53:14 67.66x1.1 60.03=0.5
All (Orcale) | 78.71+12 78.64+13 76.28+1.0 73.30:02 68.57+20 58.81x16
Single 86.51x09 85.56x1.8 84.08:15 83.03:09 73.95:18 67.04:08
FedAvg 85.21x10 85.14x12 83.26:10 82.73:15 76.35:11  73.87:08
Product FedBN 85.52+07 84.46:09 84.06x1.0 81.95x08 77.95:03 73.55:1.0
FRAug 86.94:05 85.91:13 84.42:09 83.55:13 78.38:04 74.03:08
All (Orcale) | 85.81:03 84.98+13 84.68:1.6 83.10:09 76.57+18 71.39z03
Single 81.57+15 79.74x13 75.92+13 71.94:08 65.83:1.5 61.16:07
Real FedAvg 82.07x05 81.65x09 80.14x09 78.40:1.1 75.61:13 70.64:03
World FedBN 82.75:04 81.73:05 80.74x10 79.92+09 T76.61:08 72.40:09
FRAug 84.14:05 82.95:04 82.26:02 81.23x12 78.06:1.1 74.58:04
All (Orcale) | 80.31:08 80.28x20 78.90:1.5 77.29:10 74.62:1.7  72.63x13

Table 10: Model performance over different portion of the datasets, i.e., using {100%, 80%, 60%, 40%, 20%, 10%} of the

original datasets in OfficcHome benchmark. The average accurcay of all clients are reported.
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Figure 2: Evaluation results of FRAug with different hyperparameter combinations, i.e., a (loss ratio in generator optimiza-
tion) and (3 (loss ratio in RTNet optimization) and d, (dimension of the random noise input), on OfficcHome benchmark.
Best viewed in color.

References

(1]

(2]

(3]

[4]

Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Li
Fei-Fei. Imagenet: A large-scale hierarchical image database.
In 2009 IEEE conference on computer vision and pattern
recognition, pages 248-255. Ieee, 2009. 1

Ishaan Gulrajani and David Lopez-Paz. In search of lost do-
main generalization. In International Conference on Learning
Representations, 2020. 1

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun.
Deep residual learning for image recognition. In Proceedings
of the IEEE conference on computer vision and pattern recog-
nition, pages 770-778, 2016. 1

Pang Wei Koh, Shiori Sagawa,
Sang Michael Xie, Marvin Zhang,

Henrik Marklund,
Akshay Balsubra-

(5]

(6]

(7]

mani, Weihua Hu, Michihiro Yasunaga, Richard Lanas
Phillips, Irena Gao, et al. Wilds: A benchmark of in-the-wild
distribution shifts. In International Conference on Machine
Learning, pages 5637-5664. PMLR, 2021. 1

Da Li, Yongxin Yang, Yi-Zhe Song, and Timothy M
Hospedales. Deeper, broader and artier domain generaliza-
tion. In Proceedings of the IEEE international conference on
computer vision, pages 5542-5550, 2017. 1

Xiaoxiao Li, Meirui Jiang, Xiaofei Zhang, Michael Kamp,
and Qi Dou. Fedbn: Federated learning on non-iid features via
local batch normalization. arXiv preprint arXiv:2102.07623,
2021. 1

Leland Mclnnes, John Healy, and James Melville. Umap:
Uniform manifold approximation and projection for dimen-



90.0 L) l 90.0 % j; 90.0 %
s |W = P o= = = P = = =
587.5 87.5 87.5
3
o
2
85.0 85.0 85.0
05 0.75 1 1.25 15 05 0.75 1 1.25 15 64 128 256 512

(a) Boxplot w.rt. a

(b) Box plot w.r.t. 8

(c) Box plot w.r.t. d;

Figure 3: Evaluation results of FRAug with different hyperparameter combinations, i.e., a (loss ratio in generator optimiza-
tion) and 3 (loss ratio in RTNet optimization) and d, (dimension of the random noise input), on Digits benchmark. Best
viewed in color.

Setting Method Art Clipart ~ Product Real-World | Average
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Abstract

Recently, foundation models have exhibited remarkable ad-
vancements in multi-modal learning. These models, equipped
with millions (or billions) of parameters, typically require a
substantial amount of data for finetuning. However, collect-
ing and centralizing training data from diverse sectors be-
comes challenging due to distinct privacy regulations. Feder-
ated Learning (FL) emerges as a promising solution, enabling
multiple clients to collaboratively train neural networks with-
out centralizing their local data. To alleviate client computa-
tion burdens and communication overheads, previous works
have adapted Parameter-efficient Finetuning (PEFT) methods
for FL. Hereby, only a small fraction of the model parameters
are optimized and communicated during federated communi-
cations. Nevertheless, most previous works have focused on
a single modality and neglected one common phenomenon,
i.e., the presence of data heterogeneity across the clients.
Therefore, in this work, we propose a finetuning framework
tailored to heterogeneous multi-modal FL, called Federated
Dual-Aadapter Teacher (FedDAT). Specifically, our approach
leverages a Dual-Adapter Teacher (DAT) to address data het-
erogeneity by regularizing the client local updates and apply-
ing Mutual Knowledge Distillation (MKD) for an efficient
knowledge transfer. FedDAT is the first approach that enables
an efficient distributed finetuning of foundation models for a
variety of heterogeneous Vision-Language tasks. To demon-
strate its effectiveness, we conduct extensive experiments on
four multi-modality FL benchmarks with different types of
data heterogeneity, where FedDAT substantially outperforms
the existing centralized PEFT methods adapted for FL.

Introduction

Recent works have shown the power of foundation mod-
els with millions (billions) of parameters (Zhou et al. 2023;
Du et al. 2022). These models, represented by Transfomers
(Vaswani et al. 2017), achieve promising results when fine-
tuned for real-world multi-modal tasks, including Visual
Question Answering (VQA) (Antol et al. 2015), Visual
Commonsense Reasoning (VCR) (Zellers et al. 2019), etc.
To improve the generalization ability of the foundation

*Corresponding author
Copyright © 2024, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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Figure 1: Schematic illustration of the training procedure for
Visual Question Answering (VQA) in Federated Learning.

models, a substantial amount of data from diverse sectors
and application scenarios is typically required for extensive
finetuning. However, it becomes challenging to aggregate
all training data and perform centralized model finetuning.
For instance, collecting data from different clinical centers
across multiple countries becomes infeasible due to distinct
privacy regulations, such as GDPR in the EU and PDPA in
Singapore.

To address this problem, Federated Learning (FL)
emerges as a promising solution, which allows a shared
model to be collaboratively optimized using decentralized
data sources. In the classical FL approaches, e.g., FedAvg
(McMabhan et al. 2017), the central server obtains the model
by iteratively averaging the optimized model weights up-
loaded from the active clients. FL offers several advantages,
including improved efficiency in client-server communica-
tion and enhanced data confidentiality, as it eliminates the
need for direct access to the client’s local dataset. FL pro-
vides promising solutions for various application areas, such
as healthcare (Sheller et al. 2020) and industry (Liu et al.
2020), where data privacy is crucial.

Despite its promising prospects, traditional FL is unsuit-
able for finetuning the entire foundation model. The opti-
mization and transmission of billions of parameters would
impose significant client computation burdens and substan-
tial communication overheads. To overcome this challenge,
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parameter-efficient finetuning (PEFT) methods provide a
possible solution, where only a small fraction of the model
parameters is optimized and communicated during FL.

Existing works have predominantly explored a basic com-
bination of centralized PEFT algorithms and FedAvg. For
instance, some approaches focus on training and communi-
cating only the tiny adaptation modules (adapter) (Houlsby
et al. 2019; Su et al. 2022) or a small amount of trainable
input tokens (Guo et al. 2022; Guo, Guo, and Wang 2023).
However, these investigations are limited to single modality
scenarios, where only visual or textual tasks are considered.
Most importantly, none of these works address the problem
of data heterogeneity, in which the data of different clients
are not independent and identically distributed (non-IID).
Data heterogeneity may lead to model drifts during the client
local update, as well as an unstable and sub-optimal con-
vergence of the aggregated server model (Li et al. 2020a;
Mendieta et al. 2022). Therefore, in this paper, we pro-
pose Federated Dual-Adapter Teacher (FedDAT), as the first
framework to address this challenging yet practical prob-
lem, PEFT of foundation models for multi-modal (Vision-
Language) heterogeneous FL.

FedDAT incorporates a global adapter in the foundation
model, which is optimized and transmitted during federated
communications. FedDAT utilizes a Dual-Adapter Teacher
(DAT) module, comprising two parallel adapters: one is a
copy of the global adapter, kept frozen, while the other is
locally optimized at each client. This configuration enables
the local adapter to capture client-specific knowledge, which
serves to regularize the global adapter and address data het-
erogeneity. Meanwhile, the frozen adapter preserves client-
agnostic knowledge, thereby mitigating the catastrophic for-
getting of the global adapter during knowledge transfer. To
prevent overfitting of DAT to the limited client local dataset,
we implement Mutual Knowledge Distillation (MKD) be-
tween DAT and the global adapter. This mechanism ensures
efficient knowledge transfer while maintaining the general-
ization ability of both modules.

The proposed method FedDAT achieves state-of-the-art
results on four multi-modality benchmarks that include a va-
riety of Vision-Language (VL) tasks with data heterogene-
ity. Our contributions can be summarized as follows:

* We propose a novel method FedDAT for multi-modal
heterogeneous FL, which is the first FL framework
addressing distributed PEFT of foundation models for
Vision-Language tasks.

We conduct comprehensive experiments on four het-
erogeneous FL. benchmarks with a variety of Vision-
Language tasks. The results demonstrate that FedDAT
achieves SOTA results, indicating better convergence rate
and scalability compared to existing PEFT methods.

Related Work

Parameter-Efficient Finetuning (PEFT) for Federated
Learning. PEFT has been well studied in centralized ma-
chine learning (Houlsby et al. 2019; Liu et al. 2022; Sung,
Cho, and Bansal 2022), while its application on FL re-
mains under-explored. Most of the prior work rudimentarily
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adapted PEFT for FL and focused on single-modal tasks:

(1) Image classification. (Chen et al. 2022; Sun et al.
2022) evaluate the existing PEFT baselines combined with
FL, while (Guo et al. 2022; Guo, Guo, and Wang 2023; Li
et al. 2023; Lu et al. 2023) finetune the CLIP model (Rad-
ford et al. 2021) via tuning and communicating only small
amount of learnable (personalized) prompts. (Su et al. 2022)
addresses the problem of heterogeneous client images by in-
jecting lightweight adaptation modules (adapters) (Houlsby
et al. 2019). (Yang et al. 2023) explores the possibility of
finetuning generative foundation models (diffusion models)
(Dhariwal and Nichol 2021) via FL.

(2) Language tasks. (Yu, Mufoz, and Jannesari 2023) re-
quires public server dataset and optimize adapter for few-
shot finetuning of BERT-like language models (Devlin et al.
2018). (Zhang et al. 2023) builds a distributed instruction
tuning (Wei et al. 2021) datasets and finetunes the language
model via Low-Rank Adaptation (LoRA) (Hu et al. 2021).
(Zhuang, Chen, and Lyu 2023) systematically analyzes the
challenges of finetuning large language models in FL.

(Yu et al. 2023) is the first to analyze the situation of
having multi-modal client datasets and conducts contrastive
representation learning. However, the visual data and the
language data are processed by separate networks, i.e., no
Vision-Language Foundation Model is involved. In this
work, we focus on the under-explored PEFT for large-scale
vision-language models in FL and address the problem of
client local datasets with heterogeneity in both vision and/or
language modality.

Vision-Language Foundation Model. Vision-Language
foundation models have significantly advanced the Vision-
Language tasks (Antol et al. 2015; Zellers et al. 2019; Suhr
et al. 2019; Xie et al. 2019a). Based on the perspective of
intra-modality data handling, there are two types of main-
stream Vision-Language Foundation model structures: (1)
Single-stream Vision-Language Foundation models (Li et al.
2019; Chen et al. 2020; Li et al. 2020b; Su et al. 2020;
Kim, Son, and Kim 2021a; Singh et al. 2022), which di-
rectly fuse the initial language/visual representation by us-
ing the joint cross-modal encoder at the initial state, and (2)
Dual-stream Vision-Language foundation models (Lu et al.
2019; Tan and Bansal 2019; Li et al. 2021b; Huo et al.
2021), which separately apply the intra-modality processing
to two modalities along with a shared cross-modal encoder.
To showcase the applicability of our proposed FedDAT to a
wide range of Vision-Language foundation models, we care-
fully select ViILT (Kim, Son, and Kim 2021a) as a repre-
sentative single-stream Vision-Language foundation model,
and ALBEF (Li et al. 2021b) as a representative dual-stream
Vision-Language foundation model. By employing these di-
verse models, we effectively demonstrate the versatility and
robustness of FedDAT in Vision-Language learning.

Methodology
Problem Statement

In this work, we address a heterogeneous FL problem set-
ting with K clients: Each client k£ owns its private multi-
modal dataset D*, containing data from visual modality (im-
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ages) and textual modality (texts). Specifically, we focus
on the vision-language tasks and take Visual Question An-
swering (VQA) as an example. Hereby, the local dataset D*
can be further decomposed into N, image-question-answer
triplets {(vF, g, a¥)|i € {1,..., N.}}. We assume that the
marginal distribution of v¥ and/or ¢, a¥ varies across the
clients, i.e., there exists data heterogeneity in the visual
space and/or in the textual space. We define the answer pool

Ak = {af, ..., ak,. } with C* ground-truth answers for client

k and define our task as a C'*-way classification problem fol-
lowing (Antol et al. 2015). Note that the size of the answer
pool could be different for different clients. The objective
of FL is to collaboratively finetune one global foundation
model fy in a parameter-efficient manner (PEFT) within a
pre-defined communication budget, which produces promis-
ing results on all client’s local data.

PEFT Method: Adapter

In this section, we introduce a traditional parameter-efficient
finetuning (PEFT) method, i.e., Adapter (Houlsby et al.
2019), adjusted for FL applications. Here, we adopt the
foundation models with common Transformer architecture
(Vaswani et al. 2017) consisting of multiple repeated Trans-
former blocks. Specifically, each block contains a self-
attention sub-layer, a fully connected feed-forward network
(FFN), and residual connections around the sub-layers fol-
lowed by layer normalization.

Adapter is a bottleneck network consisting of a down-
sample linear layer W, € R and an up-sampling lin-
ear layer W,,,, € R"*¢, where r denotes the down-sampled
dimension (r < d). A nonlinear activation function ¢(-),
such as ReLU, is inserted in between. The adapter is injected
after the FFN of each Transformer block and its computation
can be formulated as

h/ == h + ¢(thown)Wup7

where h is the normalized output of FFN.

ey

Recap: Federated Averaging

In this section, we formally describe the combination of the
conventional federated learning algorithm, FedAvg (McMa-
han et al. 2017), and the centralized PEFT algorithm, i.e.,
Adapter. Before the client-server communication starts, we
deploy the same pre-trained foundation model fy at differ-
ent clients. Afterwards, the server randomly initializes the
parameter w of the learnable lightweight module, which are

DomainNet
Method ' ————%—G  ® 5 Tag
dfL (7243 36.13 8635 55.70 74.07 74.70 | 66.56
Adapter-L | 7605 36.93 88.03 7240 66.53 78.74 | 69.78
df  |80.80 44.61 83.47 60.10 8421 71.69|70.81
Adapter |88.59 50.95 8712 76.00 84.99 74.08 | 76.96

Table 1: Evaluation results of ViT finetuned for DomainNet
with/without FL. ”L” indicates independent client training,
i.e., no federated communication involved.
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the weight matrices of the linear layers Waoyp, and Wy, in
the adapters. w is then distributed to all clients for commu-
nication and local optimization. We illustrate the procedure
of one communication round in the following.

As shown in Figure 1, each active client k first execute
local training to optimize the light-wegiht module w* com-
bined with the frozen foundation model fy (®) in parallel,
where the following loss Ly is minimized:

N 1
Ly (w®) = N, Zﬁ(ynfeuw (zi)), @)
=1

where y; is the ground-truth label of input data z;, and
L is the loss function, e.g., Cross-Entropy for classification
tasks. After the local updates, the central server aggregates

{wk|1 < k < K}, uploaded (@) by all active clients, and
executes a parameter aggregation (®):

ZNk -wk.

k=1

1
K
Zk:1 Nk

Finally, the aggregated weight w will be distributed (@)
to the active clients for optimization in the next communi-
cation round. Note that after exhausting all communication
budgets, the global model fg,, is deployed for the testing.

W 4—

3

Motivational Case Study

To motivate the architecture design of FedDAT, we present
an empirical analysis to address the following research ques-
tion: Which type of knowledge is more crucial for optimizing
a promising ML model in heterogeneous FL, client-specific
or client-agnostic? Therefore, we follow the experiment de-
sign proposed in (Tan et al. 2022). Specifically, we take the
down-sampled version of DomainNet (Peng et al. 2019),
which is an image classification benchmark and contains
data from 6 different styles: Clipart (C), Infograph (I), Paint-
ing (P), Quickdraw (Q), Real (R), and Sketch (S). By assign-
ing data from one style to each client, we simulate data het-
erogeneity in the feature space across different clients. We
finetune the foundation model, i.e., ViT (Dosovitskiy et al.
2020), with different PEFT methods via FL.

In Table 1, we provide the results of finetuning the clas-
sification head (cl f) and finetuning with Adapter. We also
display the performance of client local finetuning (L), i.e.,
no federated communication involved. We conclude three
observations from the results: (1) Adapter is an effective
PEFT method in both federated setting and independent
finetuning setting compared with clf, providing an aver-
age performance increase of 3.22% and 6.15%, respectively.
(2) Collaborative training via FL, i.e., finetuning a client-
agnostic foundation model, generally outperforms local in-
dependent finetuning. This can be observed by comparing
the average accuracy of models with and without ”L”. (3)
Client-specific classification head and adapters show bene-
fits on certain clients (marked with underlines), i.e., clients
with Painting (P) and Sketch (S) data and optimized inde-
pendently. We assume this is due to the large distribution
shift in the feature space across different clients’ local data,
given their different image appearances. This phenomenon
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Figure 2: Schematic illustration of the Dual-Adapter Teacher

(DAT) with local A, and frozen As. Only the shared adapter
Ay is transmitted during federated communication.

answers the previous research question: Both client-specific
and client-agnostic knowledge are crucial and should not be
forgotten during federated communication. These observa-
tions motivate the proposed method and serve as evidence
for its promising applicability and effectiveness.

Proposed Method

In this section, we introduce the proposed method Federated
Dual-Adapter Teacher (FedDAT). As shown in Algorithm
1, the training process of FedDAT can be divided into two
functions, which will be introduced in the following:

At the beginning of the training, the server initializes a
shared adapter A;. In each communication round, all active
clients receive A, and conduct Client Update in parallel.
Subsequently, the server aggregates and averages the opti-
mized parameters {A¥|1 < k < K} uploaded from all
clients, which will be used as the initialization of A, for the
next communication round.

The client local update comprises 2 main components,
which will be introduced in the following:

(1) Dual-Adapter Teacher (DAT). Before the first com-
munication round, each client locally initializes the local
adapter A, as well as the foundation model fp with the same
pre-trained weights 6. Subsequently, each client receives the
parameters of A, from the server, which is then copied as A,
and kept frozen during the client local update. We combine
A, and A, as the Dual-Adapter Teacher (DAT) and provide
its schematic illustration in Figure 2a.

In DAT, we constrain the parameters of A, strictly lo-
cal for each client. By personalizing A., we force it to fo-
cus solely on client-specific knowledge, which is crucial for
client data heterogeneity. Meanwhile, the frozen A, is uti-
lized to retain the client-agnostic knowledge captured by the
shared adapter A;. Similar to traditional adapters (Equation
1), given the normalized output of FFN A in a Transformer
layer, DAT performs the following transformation:

B bt Lo (e TE2m) W2 4 L W) W, (4

where W, and W, are the weight matrices for A, and A,
respectively. Afterwards, T local update steps will be exe-
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Figure 3: Schematic illustration of the Mutual Knowledge
Distillation (MKD) between DAT and A,.

cuted, in which the shared adapter A and the DAT module
is optimized.

By utilizing DAT as a guidance for the local optimiza-
tion of A, at each client, our goal is to distill client-specific
knowledge into A, and mitigate the forgetting of A, on
its client-agnostic knowledge. Hereby, we apply Mutual
Knowledge Distillation (MKD) for an efficient knowledge
transfer, which will be introduced in the following.

(2) Mutual Knowledge Distillation (MKD). A schematic
illustration of MKD is provided in Figure 3. MKD executes
bi-directional knowledge distillation between Ay and DAT
via L§; and LRAT, respectively:

Liw = KL(2 ()| |zpa1(x)), LR = /Cﬁ(ZDAT(w)HZs(I)ZS)

where ICL denotes the Kullback-Leibler divergence, z
and zpar are the predicted logits of the foundation model
injected with Ag and DAT, respectively. Hereby, this setup
allows the shared adapter A, to capture both client-specific
knowledge and client-agnostic stored in DAT (Lg; ). Addi-
tionally, we apply A as guidance for the optimization DAT
(LRATY to prevent possible overfitting, considering the scarce
local data of each client (McMahan et al. 2017).

MKD is utilized together with the guidance from ground-

truth labels of the training data, i.e.,

C
Leg =) I(w,c) - log(o(zs(x))"),
< ©)
L =) I(w,c) - log(o(zoar(x))'),

c=1

where, Z(x,c) is a binary indicator (0 or 1) if ¢ is the
ground-truth label for z, o is the softmax function. Hereby,
we aim at training the foundation model, injected with ei-
ther Ag or DAT, to correctly classify the training sample x.
Finally, combining MKD and Lcg produces the optimiza-
tion objective for A, and DAT:

L° =L + aL,,
L2 =Leg" + BLit
where, o and (3 are the weighting coefficient. While both
DAT and A are randomly initialized, they become more in-

(O]
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formative as the training progresses. To reflect this observa-
tion, we apply an exponential ramp-up schedule for o and
5. Despite the sophisticated design of our method, FedDAT
indicates the same inference cost and communication over-
head as the PEFT method Adapter, where only Ag is trans-
mitted and applied at deployment.

Experiments and Analyses

We conduct extensive empirical analyses to investigate the
proposed method. Firstly, we compare FedDAT with other
centralized PEFT methods on four heterogeneous FL bench-
marks containing different Vision-Language tasks. After-
wards, we demonstrate the effectiveness of FedDAT compo-
nents via ablation study. Finally, we analyze the promising
convergence rate and scalability of FedDAT.

Benchmark Experiments

Datasets Description. We conduct experiments on differ-
ent Vision-Language (VL) benchmarks with different types
of data heterogeneity, including visual, textual, and task het-
erogeneity. We introduce these benchmarks in the following.

* Domain. We adopt 5 common VQA datasets from differ-
ent domains, i.e., VizWiz (Gurari et al. 2018), COCO QA
(Ren, Kiros, and Zemel 2015), Art (Garcia et al. 2020),
GQA (Hudson and Manning 2019) and Abstract (An-
tol et al. 2015). We assign one of the datasets to each
client, leading to heterogeneity in both vision and lan-
guage modality. Example VQA triplets from the bench-
mark are provided in Figure 4.

Function & Scene. We adopt and split the CLOVE
benchmark (Lei et al. 2023) into Scene and Function
benchmark, which contains VQA triplets collected from
6 different visual environments and 5 different functions,
respectively. Triplets from one scene (function) are allo-
cated to one client, resulting in visual (textual) hetero-
geneity in the Scene (Function) benchmark.

Task. We adopt and modify the CLiMB benchmark
(Srinivasan et al. 2022), which contains 4 VL tasks,
namely VQA (Antol et al. 2015), Natural Language for
Visual Reasoning (NLVR) (Suhr et al. 2018), Visual En-
tailment (VE) (Xie et al. 2019b), and Visual Common-
sense Reasoning (VCR) (Zellers et al. 2019). Each client
owns data from one of the datasets, introducing task het-
erogeneity across different clients.

We downsample the original dataset to simulate client lo-
cal data scarcity described in prior arts (McMahan et al.
2017) and provide more details in the Appendix.

Implementation Details. For the task-heterogeneous
benchmark (7ask), we adopt the Transformer encoder-only
backbones following (Srinivasan et al. 2022), i.e., VIiLT
(Kim, Son, and Kim 2021b) and VAuLT (Chochlakis et al.
2022). For the rest three benchmarks, we add another
encoder-decoder backbone, i.e., ALBEF (Li et al. 2021a).
We compare FedDAT with various centralized PEFT meth-
ods adapted for FL, including LoRA (Hu et al. 2021),
prompt-tuning (Guo et al. 2022), and bias-tuning (Cai et al.
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Algorithm 1: Training procedure of FedDAT

ServerUpdate

1: Randomly initialize A

2: forround r =1to R do

3:  forclient k = 1 to K do {in parallel}

A¥ « ClientUpdate(As, k, )

end for
As e 1 3 AL

7: end for
ClientUpdate(A,, k, )

1: if »r = 1 then
2 Randomly initialize A,
3: end if
4: Ag +— A

5: for local stept =1to 7T do

6:  Sample {X,y} from Dy
7.
8
9
10

AR A

Optimize A, via minimizing L*

: Optimize DAT via minimizing L°T
: end for

: return A,

2020). We also provide results of independent client opti-
mization (marked by ”L”) of the classification head ¢l f and
Adapter. Moreover, we provide the results of fully finetun-
ing the models (full) as an oracle method (marked by x),
given the infeasibility of transmitting the entire foundation
model in FL.

To handle the different answer pools in different clients,
we incorporate client-specific classification heads for ViLT
and VAuLT, and apply client-specific answer lists for AL-
BEF. To make a fair comparison between different central-
ized PEFT algorithms and FedDAT, we apply the same
hyperparameters search for all methods in different bench-
marks. All experiments are repeated with 3 random seeds.
The hyperparameters are detailed in the Appendix.

Results and Analyses. In Table 2, we provide the re-
sults of FedDAT and the other FL-adapted PEFT methods
on our Domain benchmark. We observe FedDAT outper-
forms all the baselines with all the architectures, achieving
an average performance improvement of up to 4.55% com-
pared with the most promising baseline Adapter. This in-
dicates the easy adaptability of FedDAT for both encoder-
based and encoder-decoder-based VL models. Moreover,
FedDAT depicts the same communication overhead as a
single Adapter, which adds and optimizes only less than

Client1 Client 2 Client 3 Client4 Client5

COCO-QA Art Abstract VizWiz GQA
-
& h =
e
< r W 3
Q: What does the Q: What animal is Q: Who looks Q: How many grams Q: Is there a box
sign say? this? happier? of salt in the container? inside the plastic bag?
A: stop A: horse A: man A: 500 : no

Figure 4: Example VQA triplets of different datasets in Do-
main benchmark with heterogeneity in both Vision and Lan-
guage modality.
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Backbone Method Comm. Overhead VizWiz COCO Art GQA Abstract Average
clf-L - 63.1321.07  36.15:2.92  63.22+099  34.90x3.16  52.81+2.67 | 50.04x1.81
LoRA 0.60M (0.48%) 60.47£125  43.28+1.37  62.98z0.75  36.57x201  52.04x1.62 | 51.07x1.41
prompt 0.60M (0.48%) 60.13£1.05  52.13:0.87  63.02+1.58  39.09+037  52.8843.07 | 53.45£2.04
VILT bias 0.10M (0.08%) 61.83x241 49412236  69.38:1.69  40.43:066  60.36£1.92 | 56.28+1.97
Adapter-L — 61.72+142  46.27+458  67.69+042  43.62+0.93  54.02+2.16 | 54.67+2.54
Adapter 0.89M (0.75%) 61.39x1.11 52391620  68.72x320  43.72:0.65  59.43x2.94 | 57.13x4.08
FedDAT 0.89M (0.75%) 60.99+281  63.81x290  71.36x334  48.65:293  60.75:2.67 | 61.11x2.98
Sull-L* — 55.52+142  72.97+153  73.16x028  44.41+398  58.78+0.25 60.97+1.45
full” 87.40M (100%) 56.12+255  73.87+083  76.24+1.82  50.28+159  61.26+0.78 | 63.551.35
clf-L — 61.83+1.85  32.42+004  64.52+155  35.08+557  48.48+0.77 | 48.46+1.15
LoRA 0.60M (0.29%) 62.17+132  40.56z086  63.08x1.13  33.47x3.08  47.34+1.04 | 49.32z1.16
prompt 0.60M (0.29%) 62.93:087  46.52:145  64.26x1.03 3533212  48.91x068 | 51.59:1.63
VAULT bias 0.21M(0.10%) 61.12+284  43.81x035  67.00x1.41 33.30+4.81 51.22+2.07 | 51.29+1.08
Adapter-L — 62.33+142  47.72+283  67.50x2.11 33.75+279  54.09+0.93 53.07+1.34
Adapter 1.79M (0.77%) 52.53+3.65  53.63:028  66.80:0.53  35.65:1.84  50.03+1.77 | 51.73x0.46
FedDAT 1.79M(0.77%) 62.19+1.01  54.83x2.04  67.86x1.93  40.06+3.08  54.48+049 | 55.88x1.79
Sull-L* — 57.41+2.13  55.68+124  70.27x2.11 41.31+146  52.66+0.57 55.47+1.85
Sfull” 227.77TM(100%) | 45.79+2.12  64.64+3.05  67.89+1.82  41.93+385  49.58+0.66 | 53.97+2.09
LoRA 1.52M(0.53%) 60.49x132 28321065  57.04x369  28.71:042  58.06:242 | 46.52:1.75
prompt 0.92M (0.32%) 63.13x0.65  32.50x1.20  63.45:042  32.08+1.07  59.45x1.78 | 50.12+0.95
bias 0.93M(0.32%) 63.230.14  31.23:028  61.23x1.12  35.93%1.73  57.88+028 | 49.90:0.87
ALBEF Adapter-L - 61.72+1.12  56.32+x1.50  65.212035  40.96x227  59.51x1.58 | 56.74x1.38
Adapter 2.86M (0.98%) 59.52:244  69.35:278  68.32x0.89  41.02:3.12  60.83x2.66 | 59.81:1.87
FedDAT 2.86M(0.98%) 61.52+151  76.36:0.63  71.04x050  49.22+1.60  63.65:1.19 | 64.36£1.39
Sull-L” — 61.22+0.14  77.80+1.39 74.45+0.7 50.09+1.06  63.58+2.79 65.43+1.37
full” 290.34M (100%) | 51.91x142  78.38x1.11  75.65+0.14 5591054  70.47:083 | 66.46+0.96

Table 2: Evaluation results of different finetuning methods on our FL benchmark with distribution shift in both Vision and
Language space. ”’L” indicates client local finetuning where no communication is involved. We report the meanssid accuracy of

each client from 3 runs with different seeds.

1% of the total parameters in the foundation model. This
further illustrates its applicability to the FL system with
constrained communication bandwidths. Besides, FedDAT
narrows the performance gap between the PEFT methods
and fully-finetuning methods. Interestingly, our approach
outperforms the oracle methods full-L. when applied on
VILT and VAuLT, which demonstrates the effectiveness of
introducing client-specific knowledge into the client local
optimization. We also note that applying Adapter-L for
VAULT, i.e., optimizing adapters for each client indepen-
dently, achieves better results than Adapter, which provides
additional evidence for our observation in Section .

Afterwards, we provide the comparison of clients’ aver-
age accuracy between FedDAT and different PEFT methods
on the other benchmarks. As shown in Table 3, FedDAT
provides promising improvements of up to 6.02%, 7.94%
and 1.09% on Function, Scene, and Task benchmark, re-
spectively. More details of the client specific performance
are provided in the Appendix.

Ablation Study

To illustrate the importance of different components used in
FedDAT, we conduct an ablation study for ViLT on three
benchmarks. The results are shown in Table 4. We first in-
vestigate the optimization process, where we notice that op-
timizing without DAT, i.e., applying solely the local adapter
A, or the frozen adapter As as the teacher, leads to only
minimal performance increase, which indicates the effec-
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tiveness of our Dual-Adapter Teacher design. Besides, dis-
tilling only the knowledge from DAT to the shared adapter
A, i.e., omitting the bi-directional MKD, brings visible per-
formance gain. Combining both strategies achieves the best
results, which further demonstrates their complementarity.
Additionally, we validate other inference choices. Specifi-
cally, we evaluate the final DAT module (combination of
A, and /15) and the local adapter A, at each client. We
again note that we are addressing the problem of finetuning a
global foundation model via FL, where no further personal-
ization is required. Considering the inference efficiency and
the problem setting, we adopt the shared adapter A, for in-
ference, which also achieves the most promising results.

Convergence Analysis

In Figure 5, we display the convergence analysis of FedDAT
compared with the most promising PEFT method Adapter
on Domain benchmark. Hereby, we report the accuracy of
the clients on their corresponding local testing set after each
communication round. As shown in the figure, even though
FedDAT utilizes a more sophisticated optimization schema,
i.e., a combination of DAT and MKD, the learning curves
of FedDAT still exhibit faster convergence rates than sin-
gle Adapter. It is also worth noticing that FedDAT already
achieves distinct performance gain after 5 communication
rounds, i.e., 25% of the total communication budgets.
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Figure 5: Convergence analysis of VILT model on different clients in Domain benchmark.
Backbone Method Function Scene Task (@) Function (IET {b) Scene (LD
cf-L 31.58+1.97 24.52+095 49.46+0.39 %% 40
LoRA | 32.04:1.12 28.47:1.03 47.82+1.42 2 ol g
prompt | 40.53+1.56 30.53+1.30 49.55+1.14 g 8
bias 43.81+139 33.65:1.87 50.71x1.26 §ao 8,
ViLT Adapter-L | 39.68+2.19 31.91+2.05 49.59+1.74 ;Z‘ZDpfeTr ;Z‘f;f;
Adapter | 48.37x1.56 31.07x1.08 51.44+134 32‘5 — % W
FedDAT | 54.39:236 39.35+125 52.37+0.52 # of clients # of clients
Sull-L* 56.81x2.97 38.00+1.48 50.64+1.42 {c) Punction (ALBER) {d) Scene (ALBEF)
Sfull* 59.62+2.56 40.62+3.76  53.17+0.69 561 40
clf-L 27.72+3.05 21.2242.08 39.63+1.07 g, g
LoRA | 29.87+18 23.08+1.09 38.35+1.47 g g%
prompt | 36.32+2.07 25.63x1.54 38.75+1.34 Zao| B,
VAULT bias 36.11+3.05 24.89+2.17 39.46+0.99 :ZdDAT ZdDAT
Adapter-L | 37.22+238 28.57+1.98 40.42+121 32 epter 16 apter
Adapter | 41.50:324 29.39+2.65 40.19:0.89 S odens P P ordiens Y
FedDAT | 44.54+2.08 34.31+287 41.28+0.57
Jull-L™ 1 49.13:268 35.11x1.99 41.66+1.32 Figure 6: Scalability analysis of FedDAT with different
full” 46.38+1.57  36.72:257 42.44:071 number of clients on Funciton and Scene benchmarks.

Table 3: Evaluation results of different methods on Func-
tion, Scene, and Task benchmark. ”L” indicates independent
client finetuning. We report the meansstd accuracy of 3 trials.

Scalability Analysis of FedDAT

To show the effectiveness of FedDAT under various applica-
tion scenarios, we further conduct experiments with differ-
ent numbers of clients. More specifically, we split the data
of each function in the original CLOVE dataset (Lei et al.
2023) into 5 subsets, where each subset has an equal number
of training data and is assigned to one client, following the
client data scarcity described in (McMabhan et al. 2017). We
conduct experiments where 1, 2, 3, 4, and 5 clients (subsets)
from each function are selected, which gives in total 5, 10,
15, 20, and 25 clients joining the federated communication
for the Function benchmark, respectively. We apply also the
same split strategy for the 6 different visual environments
for the Scene benchmark and conduct the same experiment.
More details regarding the experimental setups are provided
in Appendix.

We observe that FedDAT consistently outperforms
Adapter across all setups with small or large quantities of
training data. Notably, a performance gap of up to 10% for
ALBEF and 6% for ViLT is evident. These results indicate
the scalability of FedDAT in handling complex FL appli-
cations involving a larger number of clients and increased
communication budgets.
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Conclusion

In this work, we propose the first FL framework to ad-
dress the parameter-efficient finetuning (PEFT) of the foun-
dation model in heterogeneous FL, where various Vision-
Language tasks are investigated. The proposed method,
named FedDAT, optimizes a shared adapter utilizing the
Dual-Adapter Teacher (DAT) and Mutual Knowledge Dis-
tillation (MKD). Compared with existing centralized PEFT
methods, FedDAT achieves promising results on the four FL
benchmarks with various Vision-Language tasks, demon-
strating its effectiveness. Additional experiments indicate
its applicability to complex FL setups involving larger dis-
tributed systems and training budgets.

Stage Method Domain  Function Scene
- Adapter 57.13+4.08 48.37+1.56 31.07+1.08
wio Ag 58.24+0.98 50.62+1.45 33.04+0.65
Optimization wio Ac 57.87+124 50.93+0.85 32.45+0.27
wio MKD 58.41+157 52.82+2.98 36.98+1.07
FedDAT 61.11+2.98 54.39+2.36 39.35+1.25
Ac+ As 58.45+1.57 50.42+1.87 35.61+2.41
Inference A 55.87+3.35 46.14+2.60 32.84+0.78
As (FedDAT) | 61.11+2.98 54.39+2.36 39.35+1.25

Table 4: Ablation study for different components in opti-
mization and inference stage of FedDAT on three bench-
mark datasets.
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A PEFT methods adapted for FL

In this section, we provide additional Parameter-Efficient
Finetuning Methods adapted for foundation models in FL.
(1) LoRA (Hu et al. 2021) aims to optimize the projection
layers in self-attention sub-layer, W, (for queries ()) and W,
(for keys K), by optimizing the low-rank decomposition of
the optimization update, i.e., W(fgw“ e RP*" and W;,f €

R4 (+ < d). The updated block computes @ and K as

Q=aWy+s - Wlrwer,
K = oWy + s - WP,

where z is the block input and s is the scaling factor. Here,
the learnable parameters w transmitted in FL is the weight
matrices of the low-rank projection layers.

(2) Prompt (Guo et al. 2022) prepends L trainable to-
kens to the input of a Transformer block. To maintain a
similar communication costs compared with other baselines
adapted for FL, we apply prompt tuning only to the input
embedding for the model, i.e., the learnable prompts will be
prepend to the input textual and visual tokens and viewed as
the lightweight modules w.

(3) Bias (Cai et al. 2020) aims to adapt the pre-trained
foundation model with only fine-tuning a specific group of
parameters, the bias term. Here, the learnable w transmitted
in FL corresponds to the bias terms in the foundation model
parameters 6.

ey

B Experimental Details
B.1 Dataset Details

In this section, we provide more details about the settings
of the motivational case study and the other multi-modal FL
benchmark datasets.

For the motivation study, we consider an image classifica-
tion task and adopt the downsampled version of the Domain-
Net (Peng et al. 2019) dataset following (Tan et al. 2022),
where each client containing around 100 to 200 labelled im-
ages of the same 10 classes, the image size is set to 64x64.
The goal here is to finetune a global vision foundation model
that is applicable to all clients. The example images from
the benchmark are provided in Figure 1, where we observe
different image style and appearance between data from dif-
ferent domains, which simulates a heterogenous FL system.

Domain: We observe that there exists visual data het-
erogeneity, i.e., from the abstract images to the real-world
photo-realistic images, and textual data heterogeneity, i.e.,
questions and answers from different perspectives. To simu-
late the client data scarcity in FL following (McMahan et al.
2017), we downsample all datasets. Specifically, we select
the triplets containing the top-100 frequent answers and ran-
domly sample the dataset to force each dataset containing
around 2.5k triplets.

Function & Scene: In Figure 2, we provide examples
from different splits used in the Function and Scene bench-
mark. We adapt the 2 splits in the original CLOVE dataset
(Lei et al. 2023) to FL. Specifically, we select 5 dif-
ferent functions for Function benchmark, namely, Object
Recognition, Attribute Recognition, Relation Reasoning,

B
E]
B
a
P
(9
g
0
=]

real quickdraw

sketch

airplane  clock axe ball bicyele bird  strawberry

Figure 1: Example data from the DomainNet (Peng et al.
2019) dataset, each client owns data from one of the domain.
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Figure 2: Examples from Function (top) and Scene (bottom)
benchmark introduced in CLOVE (Lei et al. 2023).

Logic Reasoning, Knowledge Reasoning. We select 6 dif-
ferent scenes for Scene benchmark, namely, ShopAndDin-
ning, Workplace, HomeOrHotel, Transportation, SportAn-
dLeisure, Outdoors. Similarly, we downsample all datasets.
Specifically, we select the triplets containing the top-100 fre-
quent answers and randomly sample each subdataset to force
each dataset containing around 2.5k triplets.

Task: We adapt the CLiMB (Srinivasan et al. 2022)
benchmark for FL, where we adop 4 different datasets with
different vision-language tasks, namely, VOA, NLVR, where
we should determine whether a natural language sentence is
true about a pair of photographs, SNLI-VE, where we should
determine whether the relation between an image-text pair is
entailment, neutral or contradiction, VCR. where we should
answer the question by selecting from the multiple choices.
We provide examples from each dataset in Figure 3. We uti-
lize the code provided in the original paper for applying the
dataset downsampling, where we convert NLVR and SNLI-
VE to low-shot setup with 1024 samples per each class,
while for VQA and VCR we sample 0.01% data of the orig-
inal datasets.

B.2 Hyperparameter Setups

In this section, we provide the hyperparameters used in our
experiments. To make a fair comparison between different
PEFT algorithms and FedDAT, we apply the same hyper-
parameters tuning for all methods in different benchmarks.
Specifically, for the common hyperparameters used for FL,
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Figure 3: Example data from the Task benchmark, each
client owns data from one of the dataset.

we set batch size to 64, learning rate to 0.0001, number of
communication round to 20, number of client local training
epoch to 1, random seeds to {1, 2, 3}. We adopt the AdamW
(Loshchilov and Hutter 2017) with weight decay of 0.01.
The learning rate is warmed up for the first 10% of the total
training steps and is decayed linearly to zero until the end of
the local training. For the local PEFT methods, i.e., tuning of
the models without any federated communication, we set the
total training epoch at each client to 20. All experiments are
executed in the GPU GeForce GTX TITAN X with 12GB
memory.

We provide detailed hyperparameter for different methods
in the following: For Adapter, we use the architecture intro-
duced in (Houlsby et al. 2019), set ReLU as the intermediate
activation function, and set the reduction factor to 16. For
Prompt tuning, we set the token size to be 20, i.e., 10 train-
able tokens will be prepended before the visual embeddings
and another 10 tokens before the textual embeddings. For
LoRA, we set the reduction factor for the weight matrices to
16. For FedDAT, we set the weighting ratio for the losses
applied for MKD (Equation 7), i.e., c and 3, with a ramp-up
scheduler based on the local update steps ¢. Specifically, the
formula for o and § is given in the following:

t
x = exp(—5(1 — TO)) )

where T is the total update steps at each client. For the
scalability analysis of FledDAT, we set the total communi-
cation round to (20xnumber of clients per dataset) to con-
sider the overall data quantity and keep the other hyperpa-
rameters unchanged.

C Additional Results
C.1 Client-specific Benchmark Results

In this section, we provide the client-specific performance
on the Funciton, Scene, and Task benchmark in Table 1, Ta-
ble 2, and Table 3, respectively. We observe that FedDAT
consistently outperforms the most promising centralized
PEFT methods, i.e., Adapter, with an observable margin,
which also narrows the performance gap towards the fully
finetuning method full.

C.2 Convergence Analysis

In this section, we provide the convergence analysis of VILT
model on Function and Scene benchmark in Figure 4 and

Figure 5, respectively. Here, we provide the client local test-
ing results after each communication round. From the re-
sults, we observe that FedDAT indicates faster convergence
rate and achieves better final results.
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Figure 4: Convergence analysis of VILT model on different clients in Function benchmark. Client local testing accuracy after
each communication round is reported.
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Figure 5: Convergence analysis of ViLT model on different clients in Scene benchmark.
communication round is reported.

Client local testing accuracy after each

Backbone Method Attribute Knowledge  Logical Object Relation | Average
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FedDAT | 50.90+3.52  52.90+3.64 72.15+3.66 59.73+0.82 36.26x2.91 | 54.39+2.36
full-L™ 46.00+0.28 57.83+128 78.94+548 57.83+1.67 43.46+1.20 | 56.81+2.97
Sfull* 53.86+3.45 57.56x0.14  75.58+1.64 63.33+2.58 47.78+4.65 | 59.62+2.56
clf-L 28.05+2.30 24.90x4.71  24.03+2.19 40.33:046 21.29+1.05 | 27.72+3.05
prompt 32.15+096  35.00£1.29  27.05+0.98 54.09+1.32 33.31x3.08 | 36.32+2.07
bias 33.95+0.57 33.37+1.85 29.07+4.94 54.84+2.13 29.34x1.56 | 36.11x3.05
VAULT | Adapter-L | 36.25+0.85 33.47+224 30.49+398 55.12+2.26 30.79+1.17 | 37.22+2.38
Adapter | 34.69+1.12 36.49+2.45 46.25+1.19 58.49+3.68 31.57+5.54 | 41.50+3.24
FedDAT | 44.21+1.87 44.45:071 40.70+2.74 59.14+2.74 34.2113.64 | 44.54+2.08
Sull-L* 44.2042.16  42.54+457  62.79+2.19 52.69:030 43.43+0.30 | 49.13+2.68
Sfull” 42.08+2.02 38.70z0.86 50.00£1.37 62.05+1.07 39.09:2.55 | 46.38+1.57
prompt 35.20+1.17  29.56+0.93  27.28+2.38 40.39+1.05 22.38+1.47 | 30.96+1.55
bias 30.28+0.86  28.93+1.29 27.13+229 41.94+0.61 15.14x1.65 | 28.68+1.57
Adapter-L | 40.38+1.04 36.83+1.64 31.0120.78 53.26+1.02 32.06+1.71 | 38.71x1.28
ALBEF Adapter | 40.11x1.12  42.07x1.91  37.47+3.13  58.99+1.01 33.26+1.49 | 42.38+2.05
FedDAT | 51.02+127 53.96+3.50 49.87+427 62.15£098 45.13+1.81 | 52.43+2.45
full-L” 53.05+1.44 55.85x028 72.87+1.10 61.61+2.28 44.28+2.59 | 57.53+1.78
full” 55.39+1.87 58.87+1.71  70.16+0.54 63.77+0.76 55.93+0.23 | 60.82+1.04

Table 1: Evaluation results of different finetuning methods on our FL benchmark with distribution shift Function in Language
space. ”’L” indicates client local finetuning where no communication is involved. We report the meansstd accuracy of each client
from 3 runs with different seeds.




Backbone | Method | Shop&Dining Workplace Home&Hotel Transport Sport&Leisure Outdoors | Average

clf-L 19.69+0.52 18.84+2.13  22.97+233  26.30+1.17 28.30+1.10 31.02+0.45 | 24.52+0.95
prompt 31.52+1.26 28.34+1.97 28.71x2.04  32.08+1.49 28.86+0.67 33.69+2.06 | 30.53+1.30
bias 27.88+1.04 27.77+2.67 28.68+0.78  34.31x2.17 36.80+2.06 46.48+0.30 | 33.65+1.87

ViLT Adapter-L | 29.59+2.07 23.74+196  31.43+249  31.72+2.16 37.36+1.90 37.64+2.57 | 31.91+2.05
Adapter 28.61x0.15 24.37+0.05 32424233 30.89+1.34 35.23+1.42 34.86+1.65 | 31.07+1.08
FedDAT 34.03+1.06 3241176 36.65+1.87  39.34+1.92 43.61+0.90 49.05+0.54 | 39.35+1.25
Sull-L* 31.05+1.73 29.52+1.95  40.66+1.24  37.73+2.34 41.27+0.47 47.77+1.51 | 38.00+1.48

Sfull* 33.74+2.08 31.78+6.93 37.69+1.00  41.27+4.67 44.52+2.53 54.7+2.86 | 40.62+3.76
clf-L 15.89+1.39 16.33+0.35 20.44+062  23.47+3.17 20.92+0.79 30.28+0.91 | 21.22+2.08
prompt 24.43+1.45 22.06x2.06  21.87+1.75  31.4620.93 24.9912.04 28.98+0.65 | 25.63+1.54
bias 19.07+3.80 17.71+0.88 21.65+2.02  26.30:0.83 29.98+3.48 34.65+0.45 | 24.89+2.17

VAULT | Adapter-L | 20.78+2.97 21.86+2.06  27.54+2.14  29.64+1.57 30.65+1.83 40.94+1.61 | 28.57+1.98
Adapter 19.39+3.32 21.44+214  29.38+1.65  31.45+2.68 33.48+3.17 41.22+3.67 | 29.39+2.65
FedDAT 27.51+2.38 25.87+1.15 32.04£1.92  37.14+2.26 36.75+2.02 46.56+2.37 | 34.31+2.87
full-L” 32.40+1.90 27.89+2.84  33.30+1.09  35.73+0.83 40.38+0.48 40.94+3.32 | 35.11+1.99

Sfull™ 34.36+2.60 28.77+3.38 32.42+2.02  37.86x1.51 39.04+1.10 47.87+3.17 | 36.72+2.57
prompt 20.76+2.08 24.32+1.87 21.212032  30.52:0.68 27.45+0.96 29.83+2.23 | 25.68+1.16
bias 15.77+2.59 16.21+3.44 18.46+0.10  27.24+1.53 24.72+0.48 27.08+1.51 | 21.58+1.88

Adapter-L | 25.75+3.74 21.78+347  27.69+134  34.59+0.59 33.56+1.99 38.88+1.42 | 30.38+2.68
ALBEF Adapter 32.68+1.73 22.19+1.62  29.45+0.58  35.14+1.87 32.29+2.08 41.08+1.18 | 32.14+1.49
FedDAT 36.59+2.90 30.57+0.63  37.14+1.32  45.20+0.49 41.46+1.49 49.54+2.10 | 40.08+2.08
Sull-L* 31.79+2.07 30.02+2.31 35.16+0.93  41.16+1.17 40.27+0.95 50.43+3.17 | 38.14+2.03

full” 37.89+1.04 37.19+0.71 41.65+0.16  46.23+2.33 46.42+1.13 53.52+1.81 | 43.82+1.72

Table 2: Evaluation results of different finetuning methods on our FL benchmark Scene with distribution shift in Vision space.
”L” indicates client local finetuning where no communication is involved. We report the meanssid accuracy of each client from
3 runs with different seeds.

Backbone Method VCR NLVR VQA VE Average
clf-L 38.98+0.53 58.77x027 37.32+045 62.78+0.38 | 49.46+0.39
LoRA 37.65£0.96 56.26+120 36.08+2.08 61.30x1.14 | 47.82x1.42
prompt | 41.13+1.32 55.86+2.02 38.21+0.60 63.02+0.57 | 49.55+1.14
bias 42.05+2.06 58.17+1.57 39.12x1.32  63.50£0.47 | 50.71x1.26

VILT | pdapter-L | 40.524298 58304312 37475038 62.08+1.13 | 49.59:174
Adapter | 44.68+1.02 57.69+3.45 39.832021 63.57+0.68 | 51.44+1.34
FedDAT | 45.58+0.76 58.42x0.86 40.87+0.41 64.620.31 | 52.37+0.52
Sull-L* 39.86+2.68 57.25+1.04 40.21x0.68 65.36+0.52 | 50.64+1.42
full” 44.77x1.78  60.9420.56 42.25+1.12  64.72+1.35 | 53.17+0.69
clf-L 29.81+1.12 48.44+1.61 28.70£0.67 51.56+0.28 | 39.63+1.07
LoRA 29.91£1.05 46.37+045 27.52+2.13 49.60+0.87 | 38.35+1.47
prompt 30.94:076 47.70+123 26.79+0.32 49.59+2.56 | 38.75+1.34
VAULT bias 26.79+1.36  49.61x052 29.63+1.16 51.82x1.30 | 39.4620.99

Adapter-L | 29.032096 52.54+2.06 29.14+0.09 50.95+1.05 | 40.42+1.21
Adapter | 28.18+027 50.20£0.19 29.51x0.12 52.87+2.01 | 40.19+0.89
FedDAT | 30.58+0.14 51.48+121 30.31+082 52.76+1.08 | 41.28+0.57
Sull-LF 32.83+1.62 51.562024 31.19+1.04 51.04+2.01 | 41.66+1.32

full” 32.57+092 52.00+1.07 30.93+0.97 54.27+0.88 | 42.44+0.71

Table 3: Evaluation results of different finetuning methods on our FL benchmark 7ask with different VL-tasks. ”L” indicates
client local finetuning where no communication is involved. We report the mean=sid accuracy of each client from 3 runs with
different seeds.
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Abstract

Federated Learning (FL) is a distributed machine learning
(ML) paradigm, in which multiple clients collaboratively
train ML models without centralizing their local data. Sim-
ilar to conventional ML pipelines, the client local optimiza-
tion and server aggregation procedure in FL are sensitive
to the hyperparameter (HP) selection. Despite extensive re-
search on tuning HPs for centralized ML, these methods yield
suboptimal results when employed in FL. This is mainly
because their “training-after-tuning” framework is unsuit-
able for FL with limited client computation power. While
some approaches have been proposed for HP-Tuning in FL,
they are limited to the HPs for client local updates. In this
work, we propose a novel HP-tuning algorithm, called Fed-
erated Population-based Hyperparameter Tuning (FedPop),
to address this vital yet challenging problem. FedPop em-
ploys population-based evolutionary algorithms to optimize
the HPs, which accommodates various HP types at both the
client and server sides. Compared with prior tuning methods,
FedPop employs an online “tuning-while-training” frame-
work, offering computational efficiency and enabling the ex-
ploration of a broader HP search space. Our empirical val-
idation on the common FL benchmarks and complex real-
world FL datasets, including full-sized Non-IID ImageNet-
1K, demonstrates the effectiveness of the proposed method,
which substantially outperforms the concurrent state-of-the-
art HP-tuning methods in FL.

Introduction

Federated Learning (FL) is an effective machine learning
paradigm suitable for decentralized data sources (McMa-
han et al. 2017). Similar to the conventional ML algorithms,
FL exhibits sensitivity to empirical choices of hyperparam-
eters (HPs), such as learning rate, and optimization steps
(Kairouz et al. 2021). Hyperparameter Tuning (HPT) is a vi-
tal yet challenging component of the ML pipeline, which has
been extensively studied in the context of centralized ML
(Hutter, Kotthoff, and Vanschoren 2019). However, tradi-
tional HPT methods, such as Bayesian Optimization (Snoek,
Larochelle, and Adams 2012), are not suitable for FL sys-
tems. These methods typically utilize the “training-after-
tuning” framework. Within this framework, a substantial

*Corresponding author
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

15776

number of HPs needs to be evaluated, which involves repet-
itive training of models until convergence and subsequent
retraining after optimizing the optimal HP. Such approaches
can drastically increase the client’s local computational costs
and communication overheads, as it needs to execute mul-
tiple federated communications when evaluating only one
HP. Furthermore, the distributed validation datasets impose
a major challenge for HPT in FL, making it infeasible to
evaluate HP for a large number of participating clients.

Recently, a few approaches have emerged to address the
problem intersection of HPT and FL, but they still ex-
hibit certain limitations: FedEx (Khodak et al. 2021) pre-
defines a narrower HP search space, while FLoRA (Zhou
et al. 2023) requires costly retraining after HP-optimization.
Moreover, they are only applicable for tuning the HPs used
in client local updates. In this paper, we propose Federated
Population-based Hyperparameter Tuning (FedPop) to ad-
dress the challenge of tuning HPs for FL. FedPop applies
population-based evolutionary algorithm (Jaderberg et al.
2017) to optimize the HPs, which adds minimal computa-
tional overheads and accommodates various HP types at the
client and server sides. Most importantly, FedPop employs
an online “tuning-while-training” framework, enhancing ef-
ficiency and thereby allowing the exploration of a broader
HP search space.

In FedPop, we first construct multiple HP-configurations
as our tuning population, i.e., we initialize multiple tun-
ing processes (members) with randomly initialized HP-
configuration, containing the HPs used in the server aggre-
gation and the local client updates. Afterwards, we apply
an evolutionary update mechanism to optimize the HPs of
each member by leveraging information across different HP-
configurations (FedPop—G). Hereby, the HPs in underper-
forming members will be replaced by a perturbed version
of the HPs from better-performing ones, enabling an effi-
cient and effective online propagation of the HPs. To fur-
ther improve the HPs for the local client updates in a fine-
grained manner, we consider the active clients in each com-
munication round as our local population, where each mem-
ber contains one HP-vector used in the local client update
(FedPop-L). Similarly, evolutionary updates are executed
based on the local validation performance of each member
to tune these HP-vectors. Most importantly, all the tuning
processes, i.e., members of the population, are decentralized



and can be asynchronous, aligning perfectly with the dis-
tributed system design.

The proposed algorithm FedPop achieves new state-of-
the-art (SOTA) results on three common FL benchmarks
with both vision and language tasks, surpassing the concur-
rent SOTA HPT method for FL, i.e., FedEx (Khodak et al.
2021). Moreover, we evaluate FedP op on large-scale cross-
silo FL benchmarks with feature distribution shift (Li et al.
2021), where its promising results demonstrate its applica-
bility to complex real-world FL applications. Most impor-
tantly, we demonstrate the scalability of FedPop, where we
show its applicability to full-sized ImageNet-1K (Deng et al.
2009) with ResNet-50 (He et al. 2016). Our contributions in
this paper can be summarized as follows:

* We propose an effective and efficient online hyperparam-
eter tuning (HPT) algorithm, FedPop, to address HPT
problem for decentralized ML systems.

We conduct comprehensive experiments on three com-
mon FL benchmarks with both vision and language tasks,
in which FedPop achieves new SOTA results.

We verify the maturity of FedPop for complex real-
world cross-silo FL applications, and further analyze its
convergence rate on full-sized non-IID ImageNet-1K, as
well as its effectiveness when combined with various fed-
erated optimization algorithms.

Related Works
Hyperparameter Tuning for FL System

Previous works for tuning hyperparameters in FL focus only
on specific aspects: (Wang et al. 2019) tunes only the lo-
cal optimization epochs based on the client’s resources,
while (Koskela and Honkela 2018; Mostafa 2019; Reddi
et al. 2020) focus on the learning rate of client local train-
ing. (Dai, Low, and Jaillet 2020, 2021) apply Bayesian
Optimization (BO) (Snoek, Larochelle, and Adams 2012)
in FL and optimize a personalized model for each client,
while (Tarzanagh et al. 2022) computes federated hypergra-
dient and applies bilevel optimization. (He, Annavaram, and
Avestimehr 2020; Xu et al. 2020; Garg, Saha, and Dutta
2020; Seng et al. 2022; Khan et al. 2023) tune architec-
tural hyperparameters, in particular, adapt Neural Architec-
ture Search (NAS) for FL. (Zhang et al. 2022) tunes hyper-
parameter based on the federated system overheads, while
(Maumela, Nelwamondo, and Marwala 2022) assumes the
training data of each client is globally accessible. (Mlodoze-
niec, Reisser, and Louizos 2023) partitions both clients and
the neural network and tunes only the hyperparameters used
in data augmentation. (Khodak et al. 2020, 2021) systemati-
cally analyze the challenges of hyperparameter tuning in FL
and propose FedEx for client local hyperparameters. (Zhou
et al. 2023) proposes a hyperparameter optimization algo-
rithm that aggregates the client’s loss surfaces via single-
shot upload. In contrast, the proposed method, FedPop, is
applicable to various HP types on the client and server sides.
In addition, it does not impose any restrictions on data vol-
ume and model architecture.

15777

(@ Upload
s e e
Loc(B*,w,T") Val(w',v') Model wk
Client 1 o Agg(a
@ w, (wK1K_ ) 1 @
k
—_— —p S
LOC(B".w.T") Val(wk,vk) Model w
Cllent ®Distribute Server

Figure 1: Schematic illustration of the operations involved
in one communication round, summarized as Fed—-Opt.

Evolutionary Algorithms

Evolutionary algorithms are inspired by the principles of
natural evolution, where stochastic genetic operators, e.g.,
mutation and selection, are applied to the members of the
existing population to improve their survival ability, i.e.,
quality (Telikani et al. 2021). Evolutionary algorithms have
shown their potential to improve machine learning algo-
rithms, including architecture search (Real et al. 2017; Liu
et al. 2017), hyperparameter tuning (Jaderberg et al. 2017;
Parker-Holder, Nguyen, and Roberts 2020), and Automated
Machine Learning (AutoML) (Liang et al. 2019; Real et al.
2020). FedPop employs an online evolutionary algorithm,
which is computationally efficient and explores a broader
HP search space. To the best of our knowledge, FedPop is
the first work combining evolutionary algorithms with HP
optimization in Federated Learning.

Federated Hyperparmater Tuning
Problem Definition

In this section, we introduce the problem setup of hyperpa-
rameter tuning for FL. Following the setting introduced in
(Khodak et al. 2021), we assume that there are N, € NT
clients joining the federated communication. Each client
k owns a training, validation, and testing set, denoted by
T’“7 Vk, and EF, respectively. To simulate the communica-
tion capacity of a real-world federated system, we presume
that there are exactly K € NT active clients joining each
communication round. In FedAvg (McMahan et al. 2017),
the central server obtains the model weight w € R¢ by iter-
atively distributing w to the active clients and averaging the
returned optimized weights, i.e., {w”|1 <k < K}.

More specifically, we denote the server aggregation and
the client local training functions as Agg and Loc, respec-
tively. Our goal is to tune the hyperparameter vectors (HP-
vectors) used in these two functions. In particular, we denote
the HP-vector used in Agg and Loc as a and 3, which are
sampled from the hyperparameter distribution H, and Hy,
respectively. We define the combination of o and 3 as one
HP-configuration. In the following, we explain the general
steps executed in the communication round, which involves
these functions and HP-configurations. We summarize these
steps as federated optimization (Fed-Opt), which is illus-
trated in Figure 1. Specifically, all active clients first execute
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Figure 2: Schematic comparison between FedPop and
other baselines. FedEx optimizes the sampling probabili-
ties of additional 3 based on validation performance (in-
dicated by the brightness of the yellow dots). In contrast,
our method supports the tuning of both server (FedPop—G)
and clients (FedPop-G and -L) HP-vectors and explores
broader search space with the help of evolutionary updates.

function Loc (®) in parallel:

wh  Loc(BF,w, TF), (1)
which takes the HP-vector ﬂk, model parameters w dis-
tributed by the central server, and the local training set Tk
as inputs, and outputs the optimized model weight w”. Af-
terwards, the central server aggregates w”, uploaded by the
active clients (@) , and executes function Agg (®):

W+ Agg(a, w, {wk|1 <k < K}), )

which takes HP-vector ¢, current model parameter w, up-
dated model parameters from the active clients {w"|1 <
k < K}, and outputs the aggregated model weight @ which
will be distributed to the active clients in the next communi-
cation round (®). The goal of the federated hyperparameter
tuning method is to find the optimal HP-vectors a and (3
within a predefined communication budget.

Challenges in Federated Hyperparameter Tuning

Given the problem defined in the previous section, we de-
scribe the two main challenges when tuning the hyperpa-
rameters for federated learning:

(C1) Extrem resource limitations: The communication
budgets for optimizing ML models via FL are always very
constrained due to the limited computational power of the
clients and connection capacity of the overall system (Li
et al. 2020). Therefore, common hyperparameter tuning al-
gorithms, such as extensive local hyperparameter tuning for
each client, or experimenting multiple hyperparameter con-
figurations for the overall federated system and then retrain-
ing, may not be suitable in the context of FL.

(C2) Distributed validation data: In centralized ML,
most hyperparameter tuning algorithms select the HP-
configurations based on their validation performance. How-
ever, the validation data (V’“) is distributed across the clients
in FL. Computing a validation score over all clients is ex-
tremely costly and thus infeasible for FL. The alternative is
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Method Number of Number of Optim. Optim.

tried « tried 3 of « of 3
RS 5 5 X X
SHA 27 27 X X
FedEx 5 135 X v
FedPop 45 >1000 v v

Table 1: Number of HP-vectors tested in different HP-tuning
methods on CIFAR-10 benchmark. FedPop experiments
the largest number of HP-configurations among all methods.
Detailed computations are provided in the Appendix.

to use the validation performance of client subsets, e.g., the
active clients of the communication round, which greatly re-
duces computational costs. However, this may lead to evalu-
ation bias when the client data are not independent and iden-
tically distributed (Non-1ID).

Baseline Methods

Before introducing the proposed algorithm (FedPop)
which addresses the challenges of HP-tuning in FL, we illus-
trate the adaptation of two widely adopted HP-tuning base-
lines for FL applications and their notations. For the FL
setup, we define the maximum communication rounds for
the FL system, i.e., total tuning budget, as R, and the num-
ber of initial HP-configurations as V., respectively. We de-
vise two baseline methods for tuning o, 3 as follows:

(1) Random Search (RS) first initializes N, HP-
configurations, resulting in a tuning budget of R, (= ﬁ—;)
for each HP-configuration. Afterwards, an ML model and
N, tuning processes will be initialized, where each tuning
process executes R, communication rounds to optimize the
model using one specific HP-configuration. Finally, the op-
timized models from all tuning processes will be evaluated
and the model exhibiting the highest testing accuracy, as
well as its corresponding HP-configuration, are saved.

(2) Successive Halving (SHA) is a variation of RS
which eliminates %}-quantile of the under-performing HP-
configurations after specific numbers of communication
rounds. Within the same tuning budget R;, SHA is able
to experiment more HP-configurations compared with RS,
thus increasing the likelihood of achieving better results.
Based on R;, N., and the number of elimination operations,
the time step for elimination can be computed. However,
the elimination might also discard HP-configurations which
lead to promising results but perform poorly at early stages.

Limitations: These baseline methods exhibit two limita-
tions when adapted to FL applications: First, as shown in
Figure 2, their numbers of HP-configurations, as well as the
HP values, are pre-defined and remain fixed throughout the
tuning process. Second, these baseline methods are “static”
and no active tuning is executed inside each tuning process.
In other words, the model evaluation results are only ob-
tained and utilized after a specific number of communication
rounds. Therefore, we propose FedPop, a population-based
tuning algorithm that updates the HP-configurations via evo-
lutionary update algorithms. As a result of its high efficiency,
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Figure 3: Schematic illustration of FedPop, including FedP op-L for intra-configuration HP-tuning and FedP op—G for inter-
configuration HP-tuning. FedP op employs an online "tuning-while-training” schema for tuning both server (o) and clients (3)
HP-vectors. All functions in FedPop can be executed in a parallel and asynchronous manner. Best viewed in color.

it experiments the largest number of HP-vectors among all
methods (Table 1), which is introduced in the following.

Proposed Method

A schematic illustration of the proposed method, Feder-
ated Population-Based Hyperparameter Tuning (FedPop),
is provided in Figure 3. First, we randomly sample the
HP-vectors (o and 3) for each tuning process in parallel
and execute federated optimization Fed-Opt (Figure 1).
Subsequently, we conduct FedPop based on the valida-
tion scores s returned from the active clients in each tun-
ing process. FedPop can be divided into 2 sub-procedures:
FedPop-G aims at tuning both HP-vectors « and (3 across
all HP-configurations (inter-config), while FedPop-L fo-
cuses on a fine-grained search of HP-vector 3 inside each
HP-configurations (intra-config).

FedPop can be wrapped with the aforementioned base-
lines. Specifically, the primary distinctions between the two
wrappers are the number of initialized HP-configurations
(N¢) and the execution of the tuning process eliminations
in the intermediate steps. In the following, we use the
most rudimentary method, RS, as our wrapper and elaborate
on the proposed method. More details regarding FedPop
wrapped with SHA are provided in the Appendix.

With RS as the wrapper, FedPop first randomly initial-
izes N, HP-configurations (c;, 37) as the initial popula-
tion and copies the model weight vector w. Afterwards,
we randomly sample addition K HP-vectors, i.e., {351 <
k < K}, inside a small A-ball centered by ,8?. A is se-
lected based on the distribution of the HP (H};) and more
details are provided in the Appendix. Directly sampling ﬂf
from H,, is problematic because we find that using too dis-
tinct HP-vectors for the active clients would lead to unstable
model performance. This phenomenon was also observed by
(Khodak et al. 2021). We provide a schematic illustration
of the sampling process in Figure 2, where the yellow dots
({BF|1 < k < K7}) are enforced to lie near the blue crosses
(ﬂg). Note that this resampling process of ﬁf is also exe-
cuted when [3? is perturbed via Evo in FedPop—G. Finally,
R, communication rounds are executed for each tuning pro-
cess in parallel, where the validation scores sf, of the ky, ac-
tive client in the i, tuning process is recorded. The pseudo
codes of the proposed method are given in Algorithm 1.

Evolution-based Hyperparameter Update (Evo): In-
spired by Population-based Training (Jaderberg et al. 2017),
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we design our evolution-based hyperparameter update func-
tion Evo as the following,

hj ~U(h; —85,h; +6;) st Hy =Ulaz,by),

Evo(h) = < . k15 ) H; =U{z%,...,2"},

( ) thU{xjiL6ﬂ7$3} St J { J ]}
hj:x},

3

where h represents one HP-vector, i.e., o or 3 for our
problem setting. We perturb the jy, value of h, h;, by resam-
pling it from its possible neighboring values. Concretely, we
select the new value of h; based on the type of its original
sampling distribution H: (1) If 1 is sampled from a contin-
uous uniform distribution H; = U(a;, b;) (e.g., log-space of
learning-rate, dropout), then we perturb %; by resampling it
from U (h; —6;, h;+0;), where §; < (b —a;)e and e s the
pre-defined perturbation intensity. (2) If h; = 73; is sampled
from a discrete uniform distribution H; = U{z},...,z7}
(e.g., batch-size, epochs), then we perturb h; by reselecting
its value from {z’~ 131, t, x;’.+ 351 1. To further increase the
diversity of the HP search space during tuning, we resample
h; from its original distribution H; with probability p..

While the HPs are randomly initialized in the early tun-
ing stages, they become more informative as training pro-
gresses. To reflect this in FedPop, we employ a cosine an-
nealing schema to control the values of € and p,. based on
the conducted communication rounds 7:

“)

where z,- and x( denote the present and the initial value of
the annealed parameter, respectively, z is either € or p,...

, = Yo, -
Tr = 5 (1+cos(7rR ),

C

FedPop-G for Inter-configuration Tuning: In
FedPop-G, we adopt the average validation loss of
all active clients, i.e., s; = % Zszl sf, as the performance
score for ¢4, HP-configuration. However, s; may be a biased
performance measurement, i.e., the disparity in the difficulty
of the validation sets between different clients may lead to
noisy s;. To reduce the impact of the noise, FedPop—-G is

[ Top-quantile Qf ][ Top-quantile 0 ] Wi,
Evo
[ Bottom-quantile QF ][ Bottom-quantile Qf ] w;,

Lyr gk
(i =% Yk=15;) Sort

Global Scores m

{s1, S,

Evo

Figure 4: Schematic illustration of FedPop-G.



Algorithm 1: Federated Population-Based Hyperparameter Tuning.

Input: Number of active clients per round K, number of HP-configurations N, total communication budget 12, communication
budget for each HP-configuration R. (computed by 1}\%)’ perturbation interval for FedPop—-G T, initial model weight w, N,

server HP-vectors o = {au1, ..., an, }, Ne client HP-vectors 3 = {39, ..., B }.

Copy the model weights w; <— w for all V. tuning processes.
for comm. round r < 1to R. do
for i < 1to N. do
// in parallel
if len(3;) == 1 then
| Randomly sample {8¥}/_, inside A-ball of 3.
for Client k < 1 to K do
// in parallel
w!  Loc(B, w,, T*)
st val(wl, V¥
B, < FedPop-L (8;, {si }i=1, K)
wi = Agg(ai, wi, {wf})
L Si< % Zf:l s¥
if r%Ty = 0 then
{o, B;,wi}Xe, « FedPop-G
({ai7 ﬂiv wi, S’L}g\;cly Nc)

return {w;} e,

Function FedPop-L(3, s, K)
Py« {k:s"> pgl—quantile({sk})}

P, {k:s"< %-quantile({sk})}

for ky € Py do
L Sample k; from P;.

Delete 3.
| return 3

B* «— Evo(B*)

Function FedPop-G(ex, 3, w, s, N.)
Q, <+ {i:s; > "Zl—quamile({si}}
Q,+{i:si < %—quantile({si})}
for i, € Q, do

Sample ¢; from Q,.

Delete a;,, B;, ; Wi,

Qg ﬂ?b — Evo(ait s ﬂ?ﬁ)

Wi, — w;,

| return o, 3, w

conducted with an interval of 7, communication rounds.
Hereby, the list of scores s; over T}, rounds are recorded and
their weighted sum with a power-law weight decay (v,) is
utilized as the final measurement:

T, T,—r (r)
2l s
- T, To—r
> rl17”
The tuning procedure starts by sorting the HP-
configurations according to their validation scores. After-

wards, 2 subsets, i.e., Q, and Q,, are constructed, represent-
ing the indices of the bottom and top %—quantile of the HP-
configurations, respectively. Finally, the HP-configurations
with indices in @, will be replaced by the perturbed ver-
sion of the HP-configurations with indices in Q,. Specif-
ically, aib,ﬂgb are replaced by the perturbed version of
oy, ,B?t via Evo (Equation 3), the model weight in ¢5-th
HP-configuration (w;, ) are replaced by the i;-th (w;,).

)

Si

FedPop-L for Intra-configuration Tuning: To further
explore the local neighborhood of ﬂ? for client local up-
date in a fine-grained manner, we apply FedPop—L inside
each tuning process. Hereby, we provide an informative as-
sessment of 37 and its local neighborhood to enhance the
robustness of HP-configuration. For simplicity, we omit ¢ in
the following notations. We consider the base HP-vector 3°
as the perturbation center and restrict the perturbated HP-
vector to lie inside a A-ball of it, i.e., |ﬂk — ,80H2 < A.
At each communication round, Bk will be assigned to Loc
of the &y, active client, the validation loss of the optimized
model w* will be recorded as the score s* for HP-vector ,Bk.
Afterwards, {3"} | will be sorted according to the vali-
dation scores and separated into 2 subsets, containing the

15780

indices of the bottom (P}) and the top (P;) %-quantile of

the 3, respectively. Finally, the HP-vectors 8% with indices

in P, will be perturbed to replace the HP-vectors Bk with
indices in Py, via Evo.

Solutions to Challenges: (C1) FedPop does not require
Bayesian Optimization (Zhou et al. 2023) or gradient-based
hyperparameter optimization (Khodak et al. 2021), which
saves the communication and computation costs. Besides,
FedPop utilizes an online evolutionary method (Evo) to
update the hyperparameters, i.e., not "training-after-tuning”
but tuning-while-training”, which eliminates the need for
“retraining” after finding a promising HP-configuration.
Note that all procedures in FedPop can be conducted in a
parallel and asynchronous manner. (C2) FedPop—G is con-
ducted every T,, communication rounds to mitigate the noise
depicted in the validation scores of HP-configurations. Be-
sides, FedPop—L dynamically searches and evaluates the
local neighborhood of 3, providing a more informative guid-
ance for the client local HP optimization. Consequently, by
enhancing the robustness of 3 to HP perturbation, we aim at
improving its robustness against client data Non-IIDness.

Experiments and Analyses

We conduct an extensive empirical analysis to investigate
the proposed method and its viability. Firstly, we compare
FedPop with the SOTA and other baseline methods on
three common FL benchmarks following (Khodak et al.
2021). Subsequently, we validate our approach by tuning
hyperparameters for complex real-world cross-silo FL set-
tings. Besides, we conduct an ablation study on FedPop
to demonstrate the importance of its components. Moreover,



Tuning Tuning CIFAR-10 FEMNIST Shakespeare
Wrapper Algorithm 1D NIID (Diry o) NIID (Dirg.5) 1D NIID 1D NIID
None 69.04 £7.38 63.47 £3.14 62.88 +8.13 82.86 +1.24 79.06 £5.59 33.76 £11.27 32.67 £12.27
(65.28 +5.83) (60.51 +8.03) (60.65 +7.37) (83.76 +£3.56) (83.09 +£2.64) (31.19 £10.18) (31.32£9.92)
RS FedEx 67.91 £7.15 64.34 £5.28 63.22 £7.13 82.84 +0.80 82.14 +£1.60 42.68 £7.24 44.28 +8.78
(64.21 +£7.84) (62.97 £7.27) (61.92 +8.06) (82.57 £3.25) (84.03 £2.48) (41.22 +£6.34) (46.69 £7.39)
FedPop 71.18 +4.68 68.25 +£5.03 67.01 +4.98 84.33 +1.41 83.21 £2.08 44.30 +3.37 47.28 £3.47
(68.01 +£3.42) (65.74 £3.97) (65.24 £3.97) (85.99 £1.62) (85.48 £1.48) (44.46 +3.53) (50.25 £3.87)
None 78.57 £2.39 70.37 £5.03 68.65 +4.68 83.81 +0.45 80.62 +2.88 5223 £2.54 51.68 £0.95
(75.93 +4.96) (67.83 +4.41) (65.58 +8.10) (85.52 £1.63) (87.64 £0.64) (49.06 +£5.98) (48.83 £3.12)
SHA FedEx 79.83 £2.59 72.02 #4.91 69.69 +7.03 81.19 £3.24 82.76 +0.54 51.79 £1.25 51.26 +2.73
(77.04 £1.45) (70.81 +4.65) (67.02 £7.65) (85.69 +1.91) (86.79 £2.89) (51.89 £1.30) (51.01 +£3.36)
FedPop 81.47 £1.24 76.42 £3.04 74.88 +£2.06 84.33 +0.57 83.26 +0.86 53.48 +0.57 53.07 £0.97
(78.96 +0.87) (75.03 £2.56) (72.41 £1.87) (86.84 +0.98) (88.33 £0.79) (52.66 £1.91) (52.79 £0.36)

Table 2: Evaluation results of different hyperparameter tuning algorithms on three benchmark datasets. We report the global
and locally finetuned (in the brackets) model performance with mean +s«d from 5-trial runs. The best results are marked in bold.

we present convergence analysis of FedPop and its promis-
ing scalability by training ResNets from scratch on full-sized
ImageNet-1K with Non-IID label distribution. Finally, we
demonstrate the applicability of FedPop when combined
with different federated optimization methods.

Benchmark Experiments

Datasets Description We conduct experiments on three
benchmark datasets on both vision and language tasks: (1)
CIFAR-10 (Krizhevsky, Hinton et al. 2009), which is an im-
age classification dataset containing 10 categories of real-
world objects. (2) FEMNIST (Caldas et al. 2018), which in-
cludes gray-scale images of hand-written digits and English
letters, producing a 62-way classification task. (3) shake-
speare (Caldas et al. 2018) is a next-character prediction task
and comprises sentences from Shakespeare’s Dialogues.
We investigate 2 different partitions of the datasets: (1)
For i.i.d (IID) setting, we randomly shuffle the dataset and
evenly distribute the data to each client. (2) For non-i.i.d
(NIID) settings, we follow (Khodak et al. 2021; Caldas et al.
2018) and assume each client contains data from a specific
writer in FEMNIST, or it represents an actor in Shakespeare.
For CIFAR-10 dataset, we follow prior arts (Zhu, Hong,
and Zhou 2021; Lin et al. 2020) to model Non-IID label
distributions using Dirichlet distribution Dir,, in which a
smaller x indicates higher data heterogeneity. We set the
communication budget (R;, R.) to (4000, 800) for CIFAR-
10 and shakespeare, while (2000, 200) for FEMNIST fol-
lowing (Khodak et al. 2021; Caldas et al. 2018). Besides,
We adopt 500 clients for CIFAR-10, 3550 clients for FEM-
NIST, and 1129 clients for Shakespeare. For the coefficients
used in FedPop, we set the initial perturbation intensity
€® to 0.1, the initial resampling probability p?, to 0.1, and
the quantile coefficient p to 3. The perturbation interval T,
for FedPop—-G is set to 0.1R,.. Following (Khodak et al.
2021), we define « € R3 and B8 € R7, ie., we tune
learning rate, scheduler, and momentum for server-side ag-
gregation (Agg), and learning rate, scheduler, momentum,
weight-decay, the number of local epochs, batch-size, and
dropout rate for local clients updates (Loc), respectively.
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More details about the HP search space, dataset descriptions,
and model architectures are provided in Appendix.

Results and Discussion In Table 2, we report the test-
ing accuracy achieved by the final model after performing
hyperparameter tuning with different algorithms on three
benchmarks. Hereby, we report the results of the global
model, which is the server model w after the execution of
the final communication round, and the finetuned model
(in the brackets), which is the final global model fine-
tuned on clients local data via Loc(,@o,w,Tk). We ob-
serve that FedPop, combined with either RS or SHA as
a wrapper, outperforms all the competitors on all bench-
marks. For IID settings, the global model tuned on CIFAR-
10 with FedPop, with RS or SHA as a wrapper, outperforms
the baseline by 2.14% and 2.90%, respectively. Likewise,
FedPop yields the highest average accuracy on FEMNIST
and Shakespeare. For Non-IID settings, FedPop achieves
a significant improvement of 3.85% and 4.79% on average
compared with FedEx in CIFAR-10, when combined with
RS and SHA, respectively. Moreover, we find that the perfor-
mance improvement of the finetuned model using FedPop
surpasses the other baselines. Additionally, we observe that
during the tuning procedures, certain trials in the baselines
and FedEx fail to converge. We attribute this to their pre-
defined and fixed hyperparameter search spaces and values,
resulting in higher sensitivity to the hyperparameter initial-
ization that could not be mitigated during the tuning process.
This phenomenon is observed via their larger accuracy devi-
ation compared with FedPop, which further highlights the
tuning stability of FedPop.

Validation on Real-World Cross-Silo FL Systems

As described in Section , previous hyperparameter tuning
algorithms focused on small-scale benchmarks and sim-
ple model architectures. To indicate the effectiveness of
FedPop on real-world FL applications, we further conduct
experiments on three large-scale benchmarks: (1) PACS (Li
et al. 2017), which includes images that belong to 7 classes
from 4 domains Art-Painting, Cartoon, Photo, and Sketch.



Tuning Algorithm PACS OfficeHome DomainNet
SHA 68.71 £7.38 38.65 £14.82 71.41 +6.56
(76.53 £12.54) (57.64 £12.21) (79.41 £11.81)
73.47 £3.06 42.99 +8.72 71.68 +6.13
FedEx
(80.61 +£5.68) (58.40 £10.77) (78.96 +10.71)
75.17 +1.18 45.71 £7.64 73.59 +3.58
FedPop
(85.37 £2.12) (62.76 +7.38) (81.78 £3.14)

Table 3: Evaluation results on three real-world cross-silo FL
benchmarks with feature space distribution shifts.

(2) OfficeHome (Venkateswara et al. 2017), which contains
65 different real-world objects in 4 styles: Art, Clipart, Prod-
uct, and Real. (3) DomainNet (Peng et al. 2019), which is
collected under 6 different data sources: Clipart, Infograph,
Painting, Quickdraw, Real, and Sketch. All images are re-
shaped with larger sizes, i.e., 224x224. Following the set-
ting proposed by (Li et al. 2021; Chen et al. 2023), we apply
cross-silo (Li et al. 2020) FL settings and assume each client
contains data from one of the sources (domains), but there
exist feature distributions shift across different clients (fea-
ture space NIID (Li et al. 2021)). We use a more complex
network architecture, i.e., ResNet-18, as the classification
backbone. We set the tuning budget (R;, R..) to (1000, 200).
More details about the settings are provided in Appendix.

In Table 3, we report the evaluation results of the target
model after tuning by SHA or its combination with FedEx
or FedPop. We highlight the performance improvements
achieved by the proposed method compared with the com-
petitors, where FedPop surpasses the others up to 2.72%
and indicates smaller accuracy deviations. These results in-
dicate the effectiveness of FedPop on real-world FL sce-
narios with a smaller number of clients, large-scale private
datasets, and more complex network architectures.

Ablation Study

To illustrate the importance of different FedPop compo-
nents, we conduct an ablation study on CIFAR-10 bench-
mark considering IID and NIID settings. The results are
shown in Table 4. We first notice that applying only one
population-based tuning algorithm, i.e., either FedPop-L
or FedPoP-G, already leads to distinct performance im-
provements on the baselines, especially when the client’s

(a) ResNet-18 (b) ResNet-50
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Figure 5: Convergence analysis of different tuning algo-
rithms on full-sized Non-IID ImageNet-1k.

Tuning CIFAR-10
Algorithm 11D NIID (Diry.0) NIID (Dirg.s5)
RS 69.04 £7.38 63.47 +£3.14 62.88 +8.13
FedPop-G 70.61 £3.21 66.81 +3.24 65.63 +4.67
FedPop-L 70.03 £2.13 67.50 £2.06 64.24 +£5.96
FedPop 71.18 +4.68 68.25 +5.03 67.01 +4.98

Table 4: Ablation study for different components in
FedPop on CIFAR-10 benchmark.

data are Non-IID. Moreover, employing both functions
together significantly improves the tuning results, which
demonstrates their complementarity.

Analysis on Full-sized NIID ImageNet-1k

To further demonstrate the scalability of FedPop, we dis-
play the convergence analysis of FedPop on full-sized
ImageNet-1K, where we distribute the data among 100
clients with Non-IID label distributions using Dirichlet dis-
tribution Diry o. Hereby, we set (R, R.) = (5000, 1000)
and report the average local testing results of the active
clients after communication round r. We provide more de-
tails about the experimental setup in Appendix.

As shown in Figure 5, we discover that FedPop already
outperforms the others from the initial phase, indicating its
promising convergence rate. Besides, we also observe a re-
duced performance variation in FedP op, which further sub-
stantiates the benefits of evolutionary updates in stabiliz-
ing the overall tuning procedure. Most importantly, FedPop
achieves comparable results with centralized training of the
networks, indicating its scalability to tuning HPs for large-
scale FL applications.

Conclusion and Outlooks

IIn this study, we introduce a novel population-based al-
gorithm, FedPop, designed for hyperparameter tuning in
distributed federated learning (FL) systems. Unlike conven-
tional “training-after-tuning” approaches, FedPop adopts a
“tuning-while-training” paradigm, making it uniquely suited
for FL applications. The algorithm leverages evolutionary
updates to optimize hyperparameters based on the perfor-
mance of population members at both the client and server
levels. Its global component FedPop—G, is applicable for
tuning hyperparameters used in both server aggregation and
client local updates. For a more detailed tuning of hyper-
parameters specific to client updates, we apply the fine-
grained component, FedPop-L. Empirical results demon-
strate that FedP op—G achieves state-of-the-art performance
across three widely used FL benchmarks, handling both IID
and non-IID data distributions. Furthermore, its promising
performance on real-world FL tasks with feature distribution
shifts underscores its effectiveness for complex applications.
Finally, experiments on large-scale FL systems, including
full-sized non-IID ImageNet-1K, validate its scalability and
practical utility for real-world scenarios.
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Notation Summary

In Table 1, we provide the detailed notations and their ex-
planations used in the main paper.

FedPop Details

For completeness, we present the pseudo code of FedPop
wrapped with SHA in Algorithm 1. We set the number
of active clients at each communication round to 10. We
execute 3 times elimination and set the number of initial
HP-configurations to 27 for SHA following (Khodak et al.
2021). The power-law decay used in the computation of the
weighted sum for the validation scores list {s;} is described
as following:

s===*
> 0.97
where r is index of score in the score list, R is the length
of the validation score list.

The number of tried o and 3

In this section, we provide the computation of the numbers
of tried & and 3 shown in Figure 2 of the main paper. Specif-
ically, we set N. = 5 for RS and N, = 27 for SHA, where
each tuning process is assigned with one HP-configuration,
i.e., one o and one 3. For FedEx wrapped with RS, we
follow the settings provided in the original paper and as-
sign each tuning process one HP-configuration and 27 addi-
tional 3, which leads to in total (27 x 5 =)135 tried 3. For
FedPop wrapped with RS, we provide the computation of
the numbers in the following:

1 R,
#oftrieda = N, + - N, - —,
p

@

= &3

#oftried3=N. - K+T,—.
TP

Following the experimental settings described in the main
paper, we observe that FedPop experiments more HP-
vectors compared with other methods.

Annealing process of € and p,..

In this section, we describe the cosine annealing process for
the values of perturbation intensity € and resampling proba-
bility p,.. described in the main paper. For €, we apply

3

. G- (L+cos(m)), r<ro
0, r>Trg

where ¢ is set to 0.1 for all experiments. For € used in
FedPop-L, we set 19 = 0.27. Specifically, we stop the
local search of 3 after the first 0.27,, communication rounds
of a newly initialized (perturbed) HP-configuration to save
local computation costs at each client. We observe that this
early-stopping of FedPop-L leads to comparable results
as executing FedPop-L for all rounds. Therefore, we ap-
ply this strategy to save local computational costs without
huge performance decrease. For € used in FedPop-G, we

set g = R, i.e., FedPop-G will be executed throughout
the overall tuning process.

For p;.., we apply
Pe

S 1+ cos(wL)) 4)

DPre = Rc

where p?, is set to 0.1 for all experiments.

Local search space for 3°

In this section, we describe the process of the selection
criterion of local search space for ,@f in the ¢-th HP-
configuration. Following previous work (Khodak et al.
2021), we sample ﬁf inside a A-ball centered by ﬂ?. Specif-
ically, for hyperparameters sampled from discrete uniform
distribution, e.g., epoch_num, we define the search space
as its neighboring discrete values, i.e., {z;_1,%;,2 41},
where j is the index of the current value. For hyperparam-
eters sampled from continuous uniform distribution, e.g.,
learning_rate, we define the search space as [x; — 0.2(b —
a),z; +0.2(b—a)], where a and b are the upper- and lower-
bound of the original distribution.

Experimental Details
Visualization of Benchmark Datasets

In this section, we show example images in different do-
mains from the adopted benchmark datasets, i.e., PACS
(Figure 5a), OfficeHome (Figure 5b), and DomainNet (Fig-
ure 5c¢). We can see that there exists strong appearance vari-
ation and distribution shifts across different domains, e.g.,
in PACS and DomainNet there exists both photo-like real-
istic pictures (Photo) and highly abstract human sketches
(Sketch). Therefore, by assigning data from one of the do-
mains to each client, we are able to simulate the experimen-
tal setting with features distribution shift in FL.

ImangeNet-1k Experimental Setup

In this section, we provide more details for our analysis
on ImageNet-1K (Deng et al. 2009) dataset. We first split
the original training set into training and validation set
with a ratio of 9:1 for our experiment and use the origi-
nal validation set as the testing set since the original test
set is unlabelled. Afterwards, we split the training and val-
idation set using the Dirichlet distribution with coefficient
of 1.0. Here, we split the data into 100 subsets and as-
signing each subset to one client, leading to 100 clients
joining the FL. We set the active clients per communica-
tion round as 10 and use the same hyperparameter search
space as other datasets. For the centralized training, we
adopt the hyperparameters used in the PyTorch repository
https://github.com/pytorch/examples/tree/main/imagenet.

Hyperparameter Search Space

For all optimization, we use stochastic gradient descent
(SGD) optimizer. We sample all hyperparameters from Uni-
form distribution (U), where U{...} indicates discrete dis-
tribution and Ula, b] indicates continuous distribution. The



Table 1: Summary of notations used in the main paper.

Method Parameter Explanation
Agg Server aggregation function
Loc Client local update function
«, B HP-vector used in Agg, Loc
Concat(at, B) HP-configuration
H,, Hy Distribution for HP-vector o, 3
Hyperparameter .
Tuning w Model wel.ght
System C # of Fotal clients
K, k # of active clients, index of client
Tk Vk E* Training, validation and testing subset
R: Total tuning budget
N, Number of initial HP-configurations
R, Tuning budget for each HP-configuration
SHA Quantile for elimination
{Ro, R1,...,Re} Communication round indices for elimination
sf Validation score for k., active client in i, tuning process
€ Perturbation intensity in Evo
Probability for resampling a hyperparameter
Pre from its original distribution
p Quantile for Evo
FedPop Indices of HP-configurations within
Qu, Qv the top, bottom-performing quantile
PP Indices of active clients within
t b the top, bottom-performing quantile
Ty Perturbation interval for FedPop-G

Algorithm 1: FedPop wrapped with SHA.

Input: Number of active clients per round K, number of HP-configurations N., maximum communication budget for each
HP-configuration R., perturbation interval for FedPop—-G Ty, model weight w, N, server HP-vectors & = {1, ..., an, }, Ne
client HP-vectors 3 = {39, ..., B}, }. elimination rate n.n, € N, elimination rounds {Ro = 0, Ry, ..., Rg}

Copy the model weights w; <— w for all N, tuning processes.

for elim. step t <— 1to E do

for comm. round r < R;—_1 to R; do

for i < 1to N. do

// in parallel

iflen(8,) == 1 then
| Randomly sample {8¥}/_, inside A-ball of 3.

for Client k < 1 to K do

// in parallel
w! — Loc(BF,w;, T")
s¥ — val(w¥, VF)

ﬁi < FedPop-L (Bu {S?}fzh K)

wi — Agg(ay, wi, {wi}il)
1 k

L Si ¢ & Dh=1 i

if r%T, = 0 then
L {aia Bia w’i}qjj\gl — FedPop—G ({ah /Bia Wi, Si}iich NC)

{;757“’} — {{eu, By, wi} s < —L—-quantile({s; }1%,)}

N Nsha
Ne = =<

Nsha

return w




HP-distributions used for server HP-vector (a) is listed in
the following:
logiplr :  U[-1,1]
momentum :  U[0,0.9]
logio(1 —v): U[—4,-2]

where ~ is the multiplicative factor of Ir decay. The HP-
distributions used for client local HP-vector (3) is listed in
the following:

logiolr 1 U[—4,0]

momentum :  UJ0, 1.0]
logio(\) : U[=5,1]
epoch: U{1,..,5}
logs(batch) :  U{3,..,7}

dropout :  U[0,0.5]

where ) is the weight decay for SGD optimizer. All exper-
iments are executed in the GPU GeForce GTX TITAN X
with 12GB memory.

For the experiments of tuning HPs for FedProx (Li
et al. 2020), we additionally add a hyperparameter in 3 with
the initial distribution U[0, 1.0] to control the strength for
the regularization proximal term. For SCAFFOLD (Karim-
ireddy et al. 2020), we add additional learning rate and
scheduler, i.e., log1o(Ir_control) : U[—1,1] and log19(1 —
~-control) : U[—4, —2] in a for the optimization of control
variants.

Model Architecture and Dataset Details

In this section, we provide details about the model architec-
ture used for different benchmark datasets. We adopt 500
clients for CIFAR-10, 3550 clients for FEMNIST, and 1129
clients for Shakespeare datasets. The settings we adopt are
following previous work (Caldas et al. 2018; Khodak et al.
2021).

Following (Khodak et al. 2021), we use a 6-layer CNN
with its details listed in Table 2, 3, and 4, for CIFAR-10,
FEMNIST, and shakespeare dataset, respectively. For the
convolutional layer (Conv2D), we list parameters with the
sequence of input and output dimensions, kernel size, stride,

Table 2: Model architecture for CIFAR-10.

Layer Details
1 Conv2D(@3, 32,3, 1, 1)
ReLU(), MaxPool2D(2, 2)
) Conv2D(32,64,3,1, 1)
ReLU(), MaxPool2D(2, 2)
3 Conv2D(64, 64,3, 1, 1)
ReLU(), MaxPool2D(2, 2)
4 Dropout(p)
5 FC(1024, 64)
ReLU()
6 FC(64, 10)

Table 3: Model architecture for FEMNIST.

Layer Details
| Conv2D(3,32,3,1,1)
ReLU(), MaxPool2D(2, 2)
Conv2D(32, 64,3, 1, 1)
ReLU(), MaxPool2D(2, 2)
Conv2D(64, 64, 3,1, 1)
ReLU(), MaxPool2D(2, 2)
Dropout(p)
FC(9216, 1024)
ReLU()
Dropout(p)
FC(1024, 62)

2

AN W | W

Table 4: Model architecture for shakespeare.

Layer Details
1 Embedding(95, 8)
2 LSTM(8, 256)
3 FC(256, 10)

and padding. For the max-pooling layer (MaxPool2D), we
list kernel and stride. For the dropout layer (Dropout), we
list dropout probability (hyperparameter in hyp-vector (3).
For the fully-connected layer (FC), we list input and out-
put dimensions. For the Batch Normalization layer (BN), we
list the channel dimension. For the embedding layer (Em-
bedding), we list the number of embedding and embedding
dimension. For the LSTM layer (LSTM), we list the input
dimension and hidden dimension.

For the classification models on OfficeHome, PACS and
DomainNet datasets, we use the widely adopted the back-
bone ResNet18 (He et al. 2016) and change the output di-
mension of the last fully-connected layer (FC) to match the
number of categories in the dataset.

Additional Results

Comparison under Different System Designs

In this section, we analyze the tuning methods under dif-
ferent system designs. Hereby, we demonstrate the effec-
tiveness of FedPop with different tuning budgets. To adapt
the tuning process according to different R;, we consider 2
possibilities of resource allocations: (1) Varying the num-
ber of tuning processes N, from {5,10,15,20} and fix-
ing the per process tuning budget R, to 800 rounds (200
for FEMNIST). (2) Varying R, and fixing N, to 5 (10 for
FEMNIST). Here, we select R, from {200, 400, 800, 1600}
({100, 200, 300, 400} for FEMNIST).

We report the results in Figure 1. First, we observe that
FedPop outperforms both FedEx and the baseline RS in
all experimental setups, indicating its robustness against dif-
ferent system designs. Also, we observe that a larger com-
munication budget per process 7. leads to better tuning re-
sults, while initializing more tuning processes (larger NV.)
does not lead to obvious performance improvement. This re-
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Figure 1: Evaluation results with varying the communica-
tion budget for each configuration R, (top), and varying the
number of tuning processes N, (bottom).

veals the importance of having a sufficient tuning budget for
each configuration.

Ablation Study on Score Computation

In Table 5, we provide an ablation study on the computation
methods for the score list {s°}. Hereby, we compare 3 dif-
ferent methods: (1) average (avg) which takes the average of

R r
all scores in the list: s = %, (2) last score (last) which
takes the last score in the list: s = sf, and (3) power-lay
decay which is described in Equation 1.

We observe that simply taking the average of the scores
in the list leads to worse results leads to worse results. We
assume this is due to the fact that the scores increase with
higher rate at the initial stage. Using power-law decay gen-
erally leads to the most promising results among all the 3
methods.

Perturbation Intensity in FedPop

In this section, we analyze the impact of initial perturba-
tion intensity used in FedPop, i.e., €y. Hereby, we select €,
from {1072,1071-5,1071,1079-5,10°}. As shown in Fig-
ure 2, we observe that using smaller values of ¢; leads to
stable performance and smaller accuracy variations, where

Table 5: Ablation study for different score computation
methods in FedPop.

CIFAR-10
Computation Method 1D Non-IID Non-IID

(Dir1.0) (Dirg.5)

78.97 £2.14 75.68 £3.51 74.41 £2.08
ave (7584 £141) (7372 £1.68) (72.54 £1.99)

last 80.03 £1.05 77.58 £1.68 73.76 £1.45
(77.12 £2.47)  (75.46 +0.56) (71.88 +0.99)

81.47 +1.24 76.42 £3.04 74.88 +£2.06

power-law

(78.96 £0.87) (75.03 £2.56) (72.41 £1.87)

(a) i.i.d. CIFAR-10 (b) non-i.i.d. FEMNIST

0 (c) non-i.i.d. shakespeare
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Figure 2: Effects analysis of initial perturbation intensity €
in FedPop.

FedPop always outperforms the baseline SHA.

Perturbation Interval 7, for FedPop-G

In this section, we provide the results of FedPop with
different choices of T, for the perturbation interval of
FedPop-G. We conduct the experiments on FedPop and
SHA on i.i.d. CIFAR-10 and non-i.i.d. CIFAR-10. We select
T, from {5%, 10%, 15%, 20%} of R, (total communication
budget of each HP-configuration). From the box plot in Fig-
ure 3, we observe that applying only limited numbers of
FedPop-G already leads to promising results. Most impor-
tantly, FedPop, executing FedPop-G with different fre-
quency, always outperforms the baseline method, indicating
its promising performance.

Visualization of Hyperparameter Evolution

In Figure 4, we demonstrate the evolution of the client lo-
cal hyperparameters, i.e., learning rate and momentum, in
FedPop-L. We observe that with the help of our Evo func-
tion, both hyperparameter explores multiple possible val-
ues and eventually converges to an intermediate value. Note
that these search steps are also executed when the local HP-
vectors 3 are reinitialized via FedPop—G throughout the
overall tuning process.
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ABSTRACT

One-Shot Federated Learning (OSFL), a special decentralized machine learning
paradigm, has recently gained significant attention. OSFL requires only a sin-
gle round of client data or model upload, which reduces communication costs
and mitigates privacy threats compared to traditional FL. Despite these promising
prospects, existing methods face challenges due to client data heterogeneity and
limited data quantity when applied to real-world OSFL systems. Recently, Latent
Diffusion Models (LDM) have shown remarkable advancements in synthesizing
high-quality images through pretraining on large-scale datasets, thereby present-
ing a potential solution to overcome these issues. However, directly applying
pretrained LDM to heterogeneous OSFL results in significant distribution shifts
in synthetic data, leading to performance degradation in classification models
trained on such data. This issue is particularly pronounced in rare domains, such
as medical imaging, which are underrepresented in LDM’s pretraining data. To
address this challenge, we propose Federated Bi-Level Personalization (FedBiP),
which personalizes the pretrained LDM at both instance-level and concept-level.
Hereby, FedBiP synthesizes images following the client’s local data distribution
without compromising the privacy regulations. FedBiP is also the first approach
to simultaneously address feature space heterogeneity and client data scarcity in
OSFL. Our method is validated through extensive experiments on three OSFL
benchmarks with feature space heterogeneity, as well as on challenging medical
and satellite image datasets with label heterogeneity. The results demonstrate the
effectiveness of FedBiP, which substantially outperforms other OSFL methods.

1 INTRODUCTION

Federated Learning (FL) (McMahan et al., 2017) is a decentralized machine learning paradigm,
in which multiple clients collaboratively train neural networks without centralizing their local data.
However, traditional FL frameworks require frequent communication between a server and clients to
transmit model weights, which would lead to significant communication overheads (Kairouz et al.,
2021). Additionally, such frequent communication increases system susceptibility to privacy threats,
as transmitted data can be intercepted by attackers who may then execute membership inference
attacks (Lyu et al., 2020). In contrast, a special variant of FL, One-Shot Federated Learning (OSFL)
(Guha et al., 2019), serves as a promising solution. OSFL requires only single-round server-client
communication, thereby enhancing communication efficiency and significantly reducing the risk of
interception by malicious attackers. Therefore, we focus on OSFL given its promising properties.

Despite these promising prospects, existing methods for OSFL face significant challenges when ap-
plied to real-world scenarios. Previous works (Guha et al., 2019; Li et al., 2020) require additional
public datasets, presenting challenges in privacy-critical domains such as medical data (Liu et al.,
2021), where acquiring data that conforms to client-specific distributions is often impractical. Al-
ternatively, they can involve the transmission of entire model weights (Zhang et al., 2022) or local

*Corresponding to haokun.chen@ siemens.com and jindong.gu@ outlook.com



training data (Zhou et al., 2020), which are inefficient and increase the risk of privacy leakage. More-
over, these approaches overlook the issue of feature space heterogeneity, wherein the data features
across different clients exhibit non-identically distributed properties. This presents an important and
prevalent challenge as emphasized in (Li et al., 2021; Chen et al., 2023). Another vital challenge in
(One-Shot) FL is the limited quantity of data available from clients (McMahan et al., 2017). This
problem is particularly notable in specialized domains, such as medical or satellite imaging (So
et al., 2022) where data collection is time-consuming and costly.

Data augmentation constitutes a

promising strategy to address these — e real

challenges in traditional FL (Zhu - \(ng | o pretrained /
et al, 2021; Li et al, 2022) by || Bl 3 | | o FedsP \
optimizing an auxiliary generative Lo 1

model. However, its reliance on mul- | = ﬁ o real
tiple communication rounds makes °| ° pretrained

it unsuitable for OSFL. Recently, -l ; : : fedBlP“ . : : - -
diffusion models (HO et al.’ 2020)’ (a) DomainNet, airplane, quickdraw (b) DermaMNIST, dermatofibroma class
particularly Latent Diffusion Model  Figure 1: Feature map visualization of original client im-
(LDM) (Rombach et al., 2022), have  ages (real), synthetic images by prompted pretrained LDM
gained significant attention due t0  (pretrained), and our method (FedBiP) on two datasets.
their capability to synthesize high- FedBiP effectively mitigates the strong distribution shifts

quality images after being pretrained  between pretrained LDM and client local data.
on large-scale datasets. They are pro-

ven effective in various tasks, including training data augmentation (Yuan et al., 2023; Azizi et al.,
2023) and addressing feature shift problems (Niemeijer et al., 2024; Gong et al., 2023) under cen-
tralized settings. However, directly applying a pretrained LDM for specialized domains presents
challenges. As demonstrated in Figure 1, there is a noticeable feature distributional shift and visual
discrepancy between real and synthetic data. This mismatch could lead to performance degradation
when incorporating such synthetic data into the training process, especially in heterogeneous OSFL
settings, where each client possesses data with varying distributions.

Therefore, in this paper, we propose Federated Bi-Level Personalization (FedBiP), a framework
designed to adapt pretrained LDM for synthesizing high-quality training data that adheres to client-
specific data distributions in OSFL. FedBiP incorporates personalization of the pretrained LDM
at both instance and concept levels. Specifically, instance-level personalization focuses on adapting
the pretrained LDM to generate high-fidelity samples that closely align with each client’s local data
while preserving data privacy. Concurrently, concept-level personalization integrates category and
domain-specific concepts from different clients to enhance data generation diversity at the central
server. This bi-level personalization approach improves the performance of classification models
trained on the synthesized data. Our contributions can be summarized as follows:

* We propose a novel method FedBiP to incorporate pretrained Latent Diffusion Model
(LDM) for heterogeneous OSFL, marking the first OSFL framework to tackle feature space
heterogeneity via personalizing LDM.

* We conduct comprehensive experiments on three OSFL benchmarks with feature space
heterogeneity, in which FedBiP achieves state-of-the-art results.

* We validate the maturity and scalability of FedBiP on real-world medical and satellite
image datasets with label space heterogeneity, and further demonstrate its promising capa-
bility in preserving client privacy.

2 RELATED WORKS

2.1 ONE-SHOT FEDERATED LEARNING

A variety of efforts have been made to address One-Shot Federated Learning (OSFL), primarily
from two complementary perspectives: one focuses on model aggregation through techniques such
as model prediction averaging (Guha et al., 2019), majority voting (Li et al., 2020), conformal pre-
diction method (Humbert et al., 2023), loss surface adaptation (Su et al., 2023), or Bayesian methods
(Yurochkin et al., 2019; Chen & Chao, 2020; Hasan et al., 2024). These approaches may not fully



exploit the underlying knowledge across different client data distributions. Another aims to transmit
training data instead of model weights: data distribution (Kasturi et al., 2020; Beitollahi et al., 2024;
Shin et al., 2020), Generative Adversarial Networks (GANs) (Goodfellow et al., 2020; Zhang et al.,
2022; Kasturi & Hota, 2023; Kang et al., 2023; Dai et al., 2024), or distilled dataset (Zhou et al.,
2020; Song et al., 2023) are optimized and transmitted to the central server for subsequent model
training. Given the success of diffusion models (Rombach et al., 2022), (Zhang et al., 2023; Yang
et al., 2024b) suggests transmitting image captions to reproduce training data at the server, while
(Yang et al., 2024a) focuses on one-shot semi-supervised FL. However, these approaches are either
inefficient or pose risks of client information leakage. In contrast, FedBiP functions as an OSFL
algorithm, offering enhanced efficiency and robust privacy-preserving capabilities.

2.2 DIFFUSION MODELS FOR IMAGE SYNTHESIS

Diffusion models (Ho et al., 2020), especially Latent Diffusion Model (LDM) (Rombach et al.,
2022), have attracted significant attention due to their capability to generate high-resolution natural
images. They have demonstrated effectiveness in various applications, including image stylization
(Guo et al., 2023; Meng et al., 2021; Kawar et al., 2023) and training data generation (Yuan et al.,
2023; Sanyildiz et al., 2023; Azizi et al., 2023). We refer readers to (Croitoru et al., 2023; Yang
et al., 2023b) for a comprehensive overview of recent progress on diffusion models. Pretrained
LDM has been adopted to address client data scarcity in OSFL (Zhang et al., 2023; Yang et al.,
2024b). However, these methods often overlook the feature distribution shift between the LDM
pretraining dataset and the clients’ local data. This challenge is particularly pronounced in complex
domains such as medical and satellite imaging. To address this issue, we propose FedBiP, which
personalizes the pretrained LDM to synthesize data that is aligned with the clients’ data distributions.

3 PRELIMINARIES

3.1 HETEROGENEOUS ONE-SHOT FEDERATED LEARNING

In this section, we introduce our problem setting, i.e., heterogeneous One-Shot Federated Learning
(OSFL). Following (Zhang et al., 2023), we focus on image classification tasks with the goal of
optimizing a C-way classification model ¢ utilizing the client local data, where C' € N denotes the
number of categories. We assume there are K € N clients joining the collaborative training. Each
client k owns its private dataset D¥ containing N* € N (image, label) pairs: {z*¥,y*},. Only
one-shot data upload from the clients to the central server is allowed.

As described in (Kairouz et al., 2021), OSFL with data heterogeneity is characterized by distribution
shifts in local datasets: P)’?y #* P)]?"y with k1 # ks, where Pf{,y defines the joint distribution of input
space X’ and label space ) on D¥. Data heterogeneity can be decomposed into two types: (1) label
space heterogeneity, where P varies across clients, while Px\y remains the same, and (2) feature
space heterogeneity, where Py or Px|y varies across clients, while Py y or Py remains the same.

3.2 LATENT DIFFUSION MODEL PIPELINE

In this section, we introduce the training and inference pipelines for Latent Diffusion Model (LDM).
We provide a schematic illustration in Figure 2. Given an image x € R7*W*3the encoder £
encodes z into a latent representation z(0) = £(z), where z(0) € R"*w*<_Besides, the decoder D
reconstructs the image from the latent, giving & = D(z(0)) = D(E(x)). The forward diffusion and
denoising processes occur in the latent representation space, as described below.

In the forward diffusion of LDM training, random noise € ~ A/ (0, I) is added to z(0), producing

z(t) = 8(t, 2(0)) = arz(0) + V1 — ae, (1)
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In the inference stage, latent representation z(7") will be Figure 2: Schematic illustration of the La-
sampled directly from (0, I), and multiple denoising tent Diffusion Model pipeline with textual
steps are executed to obtain Z(0). The image is then prompt conditioning.

decoded via & = D(2(0)).

4 METHODOLOGY

4.1 MOTIVATIONAL CASE STUDY

To substantiate the necessity of the proposed method, we present an empirical analysis to address the
following research question: Can pretrained Latent Diffusion Model (LDM) generate images that
are infrequently represented in the pretraining dataset using solely textual conditioning? Specifi-
cally, we adopt two datasets, namely DomainNet (Peng et al., 2019) and DermaMNIST (Yang et al.,
2023a), which contain images indicating different styles and images from challenging medical do-
mains, respectively. We prompt LDM with "A quickdraw style of an airplane.” to generate airplane
images in quickdraw style for DomainNet dataset, and "A dermatoscopic image of a dermatofi-
broma, a type of pigmented skin lesions.” for DermaMNIST. We synthesize 100 images for each
setting and adopt a pretrained ResNet-18 (He et al., 2016) to acquire the feature embeddings of real
and synthetic images. Finally, we visualize them using UMAP (Mclnnes et al., 2018).

As shown in Figure 1, we observe markedly different visual characteristics between synthetic and
real images. Specifically, for DomainNet, there exist significant discrepancies between the “quick-
draw” concept demonstration in the original dataset and the pretrained LDM. For DermaMNIST, the
pretrained LDM is only able to perceive the general concepts of dermatoscopic” and ”skin lesion”,
failing to capture category-specific information. This further highlights the difficulties in reproduc-
ing medical domain data via LDM. Additionally, there is a substantial gap in the extracted feature
embeddings between real and synthetic images. Most importantly, despite the high visual quality of
the synthetic images, they may not contribute to the final performance of the classification model.
As demonstrated by our experimental results (Table 5.3), directly applying such prompts to generate
images for server-side training sometimes yields worse results than baseline methods. Therefore,
it is essential to design a more sophisticated method to effectively personalize the pretrained LDM
to the specific domains of client local datasets. These observations motivate our proposed method
FedBiP, which mitigates the distribution shifts between pretrained LDM and the client local data.
We introduce FedBiP in the following.

4.2 PROPOSED METHOD

A schematic overview of the proposed method is provided in Figure 3. Additionally, the pseudo-
code of the proposed method is presented in Algorithm 1. We begin by introducing the bi-level
personalization in the local update of k*" client, omitting the subscript & for simplicity in the fol-
lowing description.

4.2.1 INSTANCE-LEVEL PERSONALIZATION

While the traditional Latent Diffusion Model (LDM) employs a Gaussian distribution to initialize
the latent vector z(T) ~ N(0, I), we directly compute z(7") from the local training set D* of each
client. Specifically, we leverage the VAE encoder £ from pretrained LDM to obtain z;(7") for each
specific real sample z;. We first extract the low-dimensional latent representation by feeding the
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Figure 3: Schematlc illustration of Federated Bi-Level Personalization (FedBiP). (D) Each client
executes bi-level personalization and obtains latent vectors z*(T') and concept vectors S*, V¥, (@)
The central server integrates the vectors into the generation process of the pretrained Latent Diffu-
sion Model 0. (®) The classification model ¢ is optimized using synthetic images.

training image into VAE encoder: z;(0) < £(x;). We implement additional measures to enhance
client privacy. First, we interpolate z;(0) with another latent representation, z;/(0), from the same
class, thereby reducing the risk of exact sample reconstruction. Second, we add T'-steps of random
noise to obtain z;(T"), which corresponds to the maximum noise intensity in LDM. A comprehensive
privacy analysis is provided in Section 5.5 and 5.6. The overall process can be formalized as

2i(T) < 6(T,v2;(0) + (1 — ) 2i(0)), 8.ty 0 # i, y; = yar, 3)
where v ~ N(0.5,0.1%) and clipped to [0, 1]. After the computation, we store z;(T’) and its corre-
sponding ground truth label y; for all training images in the k*" client as the instance-level personal-
ization. We emphasize that this level of personalization does not require any additional optimization,
making the process computationally efficient.

4.2.2 CONCEPT-LEVEL PERSONALIZATION

Solely applying instance-level personalization results in reduced diversity in image generation. To
mitigate this limitation, we enhance personalization by incorporating domain and category concepts
into the LDM generation process. Specifically, “domain” denotes the feature distribution within a
client’s local dataset, such as an image style in the DomainNet dataset. To avoid the costly finetuning
of the LDM weights 6, we finetune only the textual guidance. Specifically, we randomly initialize
the domain concept vector S € R™*%w and category concept vector V € RE*"*dw “where n,
and n, are the number of tokens for domain concept and category concept, respectively, and d,, is
the token embedding dimension of the textual conditioning model 7y. Subsequently, specific tokens
in the textual template P are substituted with the concept vectors S and V), corresponding to a
specific category y. For instance, this could result in textual prompts like ”A [ ] style of a [V,)]” for
DomainNet dataset. Following this, 7y encodes these modified prompts, transforming the textual
embeddings into intermediate representation for the denoising UNet €g.

To jointly optimize both concept vectors S and V,,, we adopt the following objective function:

Ly = Eg(a(0)).g,e~n(0,1).¢ L€ = €0(2(2),1,70(S, Vy)II5] )
where timestep ¢ is sampled from Uniform({1, ...,T}).

After the local optimization of each client, the latent vectors {z;(T), yl}f\;kl, along with the opti-
mized concept vectors .S, V, are uploaded to the central server. To further increase the generation
diversity, we introduce a small perturbation to the domain concept vector S. Specifically, we define
S=8+ n with n ~ N(0, 0,,), where o, controls the perturbation intensity. The central server then
integrates these vectors into the same pretrained LDM and generates synthetic images with

Zi = Dleo((T), T, 79(5,V;,))). (5)
The data sample (z;, y;) is appended to the synthetic set Ds,,. It is crucial to note that FedBiP
performs image generation asynchronously, eliminating the need to wait for all clients to complete

their local processes. Once the server receives the vectors uploaded from all clients and completes
the image generation, we proceed to optimize the target classification model ¢ with the objective:

Lcls = LCE((ZS(i‘)yy) (6)



Algorithm 1 Training process of FedBiP

ServerUpdate

1: Initialize Latent Diffusion Model with pretrained weights 6, classification model ¢, synthetic dataset

Dgyn <+ @

2: for client k = 1 to K do {in parallel}

3: k'™ client execute ClientUpdate(k) and upload {zF(T), y¥}* | {VFYSL,, s*

4 for i =1to N do

5 e < 1o("A [S¥] style of a [Vykk}”)

6: 2(0) + €9 (2F(T),t,€), T + D(3(0))

7: Dy .append([E, y¥])

8: Optimize ¢ using D, (Equation 6)

ClientUpdate(k)
1: Initialize Latent Diffusion Model with pretrained weights 6, randomly initialize {Vf }jczl, Sk,
2: fori=1to N* do
3:  Randomly sample an image =¥ with i # i/, y; = yur

2(0) = E(27) + (1 = 1)E(ay,

28(T) + 6(T,%(0))

: for local step st = 1 to Nitep do

Sample one mini-batch {z}, y¥} from D*, timestep ¢

e+ T({"A [S*] style of a [Vukg,]”})

Optimize S*, {V}"}5_, (Equation 4)
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5 EXPERIMENTS AND ANALYSES

We conduct extensive empirical analyses to investigate the proposed method. Firstly, we compare
FedBiP with other baseline methods on three One-Shot Federated Learning (OSFL) benchmarks
with feature space heterogeneity. Next, we evaluate FedBiP using a medical dataset and a satellite
image dataset adapted for OSFL setting with label space heterogeneity, illustrating its effectiveness
under challenging real-world scenarios. Finally, we perform an ablation study on FedBiP and
further analyze its promising privacy-preserving capability.

5.1 BENCHMARK EXPERIMENTS

Datasets Description: We adapt three common image classification benchmarks with feature dis-
tribution shift for our OSFL setting: (1) DomainNet (Peng et al., 2019), which contains six domains:
Clipart (C), Infograph (I), Painting (P), Quickdraw (Q), Real (R), and Sketch (S). We select 10 cate-
gories following (Zhang et al., 2023). (2) PACS (Li et al., 2017), which includes images that belong
to 7 classes from four domains: Art (A), Cartoon (C), Photo (P), and Sketch (S). (3) OfficeHome
(Venkateswara et al., 2017) comprises images of daily objects from four domains: Art (A), Clipart
(C), Product (P), and Real (R). Each client is assigned a specific domain. To simulate local data
scarcity described in previous sections, we adopt 16-shot per class (8-shot for OfficeHome) for each
client, following previous works (Li et al., 2021; Chen et al., 2023).

Baseline Methods: We compare FedBiP with several baseline methods, including FedAvg and
Central, i.e., aggregating the training data from all clients. We note that Central is an oracle method
as it infringes on privacy requirements, while FedAvg requires multi-round communication and is
not applicable to OSFL. Besides, we validate concurrent generation-based methods for OSFL: (1)
FedD3 (Song et al., 2023), where distilled instances from the clients are uploaded. (2) DENSE
(Zhang et al., 2022), where client local models are uploaded and distilled into one model using
synthetic images. (3) FedDEO (Yang et al., 2024b), where the optimized category descriptions are
uploaded and guide pretrained diffusion models. (4) FGL (Zhang et al., 2023), where captions of
client local images, extracted by BLIP-2 (Li et al., 2023), are uploaded and guide pretrained LDM.

Implementation Details: We adopt the HuggingFace open-sourced ”Comp Vis/stable-diffusion-v1-
4” as the pretrained Latent Diffusion Model, and use ResNet-18 pretrained on ImageNet (Deng et al.,
2009) as the initialization for the classification model. We investigate three variants of FedBiP,



Table 1: Evaluation results of different methods on three OSFL benchmarks with feature space
heterogeneity. We report the meanssd classification accuracy from 3 runs with different seeds. The
best and second-best results are marked with bold and underline, respectively.

Dataset || FedAvg Central (oracle) | FedD3 DENSE  FedDEO FGL || FedBiP-S FedBiP-M FedBiP-L

C 73.12 £1.54 73.63 £0.91 61.21 £1.46 63.84 +2.51 72.33 £1.26 67.71 £3.15 || 68.07 £0.96 74.01 +1.67 77.52 +0.67

I |[59.85%151  61.76+094 |50.39+1.64 52.87 %038 57.39+0.84 59.83 %155 || 54.06 +2.56 58.4242.05 60.94 +2.08

P ||6377+112  69.18 174 | 60.50£1.09 62.07£0.97 63.17 105 68.56 £2.51 || 58.24 2022 63.01 £225 65.20 £0.78
D‘;\I“::‘“ Q || 1626260 72.83:082 2825311 29.92+1.62 37.86+247 19.83+2.99 || 51.09£2.05 49.64 +5.05 51.85+3.24
R 87.90 +0.09 87.86 +0.24 79.15 £1.44 81.69 +1.14 81.51 £1.03 87.09 +0.88 || 80.44 +1.38 82.20 £0.67 83.16 +0.60

S ||68.07+467 75284096 |58.07+1.35 59.2042.12 62.86 +1.61 67.15+3.97 || 57.17 +1.50 61.92£135 68.24%0.78

Avg || 61.49 0.58 73.42 +0.53 56.26 £0.74 58.26 £1.33 62.52 £1.56 61.69 £1.56 || 61.51 £0.62 64.86 +0.49 67.82 +0.56

52.68+322  53.06+053 |42.42+1.81 44.64£0.14 49.80 £0.91 55.04 £1.79 || 43.01 £1.80 50.15 £1.86 53.26 +2.54
68.27 422  71.43 £1.61 60.47 246 63.10 £1.47 68.31 £1.41 69.94 +1.43 || 64.58 £3.23 67.71 £0.93 70.90 +2.97
PACS | P |[86.31+1.03 81.556.16 |72.08+225 7470081 71.96+0.56 76.47 +0.68 || 70.24 +2.73 73.07 +1.80 74.85 +1.36

S |[31.25+994 6324335 |30.40+1.99 31.40+2.06 48.95+134 41.82+6.26 || 48.66+4.26 50.30+220 51.70 +1.69
Avg |[59.63+3.13  67.32£236 |51.34 251 53.46+1.62 59.78 +1.07 60.82 +1.90 || 56.62 +1.23 60.30 £0.42 62.67 +0.45

A [|5448 160  58.68 +1.72 |50.71 £1.30 52.37 +0.96 49.37 +2.06 48.48 +3.18 || 39.80 +0.88 45.06 +0.75 55.41 +0.55
C || 47.63£1.08  51.09£1.17 | 44.06 £0.86 46.24 +1.74 42.92 +0.81 36.58 +2.36 || 36.79 +1.15 40.86 +£0.80 48.62 +0.42
P [|73.94+127 7779083 |71.09+1.69 73.76+2.07 73.81 +0.46 59.38 £0.66 || 69.20 £1.17 73.23 £0.69 76.63 +0.20
R |[63.94056  69.97+0.63 |60.25+0.88 61.86+1.45 61.77 +0.51 62.08 +2.37 || 56.57 £1.01 61.94 £1.32 65.43 +0.96
Avg || 60.00 £0.88 64.38 £1.06 56.52 £1.07 58.55 £1.35 56.96 £1.71 51.63 £1.71 || 50.59 £0.70 55.27 £0.73 61.52 +0.39
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namely ”’S”, ”M”, and ”L”, which corresponds to generating 2x, 5x, 10x the number of images
in the original client local dataset, respectively. Note that synthesizing more images does not affect
the client’s local optimization costs. We optimize the concept vectors for 50 epochs at each client.
For FGL, 3500 samples per class per domain are generated. For FedDEO, the total number of
synthetic images is identical to FedBiP~-L for a fair comparison. Further details about training
hyperparameters are provided in the Appendix.

Results and Analyses: We report the validation results in Table 1, where we observe FedBiP-L
outperforms all baseline methods in average performance, indicating an average performance im-
provement of up to 5.96%. Notably, FedBiP—-S achieves comparable performance to FGL by
generating only 16 images for DomainNet per class and domain, while FGL requires 3500 images.
This further highlights the efficiency of our proposed method. Additionally, FedBiP excels in
challenging domains, such as Quickdraw (Q) of DomainNet and Sketch (S) of PACS, showcasing
its effectiveness in generating images that are rare in the Latent Diffusion Model (LDM) pretraining
dataset. However, FedBiP slightly underperforms in certain domains, e.g., Real (R) in Domain-
Net. We attribute this to the overlap between these domains and the LDM pretraining dataset, where
adapting LDM with the client local datasets reduces its generation diversity. Nevertheless, FedBiP
narrows the gap between the generation-based methods and oracle Cent ral method.

5.2  VALIDATION ON MEDICAL AND SATELLITE IMAGE DATASETS

To illustrate the effectiveness of FedB1iP on challenging real-world applications, we adopt a medical
dataset, DermaMNIST (Yang et al., 2023a), comprising dermatoscopic images of 7 types of skin
lesion, and a satellite image dataset, UC Merced Land Use Dataset (UCM) (Yang & Newsam, 2010),
which includes satellite images representing 21 different land use categories. We assume there
are 5 research institutions (clients) participating in the collaborative training. To construct local
datasets for each client in OSFL, we employ the Dirichlet distribution Dirg to model label space

Table 2: Evaluation results of different methods on real-world medical and satellite OSFL bench-
marks with varying levels of label space heterogeneity. The best results are marked with bold.

Dataset| Split || FedAvg Central (oracle)| FedD3  DENSE  FedDEO  FGL || FedBiP-S FedBiP-M FedBiP-L

1D 63.82+0.67  68.44 £0.52 |59.37 £1.24 64.08 £0.95 63.15 +0.86 52.65 +1.74 || 61.58 +0.76 63.74 +0.47 65.59 +1.01
UCM | Dirg.5 |[62.96+1.41 68442052 |56.86+0.81 61.41 £1.51 61.04 £0.34 52.65 £1.74 || 61.02 £1.03 62.37 +0.84 64.41 +0.88
Dirg.o1 ||57.47 176 68.44 £0.52 | 50.24 £0.49 54.16 £0.77 55.81 £1.05 52.65 £1.74 || 54.48 +1.24 56.19 +0.65 59.84 +0.47

11D 53.47 £1.49  60.08 +0.98 50.26 £0.67 52.91 £0.34 54.29 +1.12 40.82 +2.56 || 53.84 +1.52 54.91 +0.71 56.10 +1.34
Dirg.s [|51.98 052  60.08 £0.98 |49.52 £1.46 50.83 £0.61 52.61 +0.84 40.82 +2.56 || 51.47 +1.32 53.26 +0.84 55.03 +1.02
Dirg.o1 ||43.99£2.07  60.08 £0.98 [40.25 £1.91 41.08 £2.30 42.14 £0.96 40.82 £2.56 || 45.32 £0.91 46.71 £1.31 48.15 +1.67
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heterogeneity, in which a smaller § indicates higher data heterogeneity. Following (Zhou et al.,
2022), we use the textual template "A dermatoscopic image of a [CLS], a type of pigmented skin
lesions.” and ”A centered satellite photo of [CLS].” for DermaMNIST and UCM, respectively.

In Table 2, we report the validation results of different methods on real-world OSFL benchmarks
with varying levels of label space heterogeneity. We observe that FedBiP—-L consistently outper-
forms all baseline methods across all settings, with an average performance increase of up to 4.16%
over FedAvg. Furthermore, we notice that the most lightweight version, FedBiP-S, surpasses the
method with pretrained LDM, FGL, by a substantial margin. This demonstrates the importance of
our LDM personalization schema, particularly in scenarios involving significant feature distribution
shifts compared to the pretraining dataset of LDM.

5.3 ABLATION STUDY

To illustrate the importance of different
FedBiP components, we conduct an ablation
study on three OSFL benchmark datasets. The

Table 3: Ablation study for different components
of FedBiP on three benchmarks.

results are shown in Table 5.3. First, we ob- Instance Concept Domain Office
serve that simply prompting LDM with A 2(T) $ vo | Nee  PASS T Home
[STY] style of a [CLS]” and synthesizing im- FedAvg (multi-round) 6149  59.63  60.00
ages at central server is ineffective. Next, we 6022 5890  53.23
notice that optimizing only the category con- v | 6171 5915 5581
cept vector V. leads to only minimal perfor- v 6396  60.08 5632
mance improvements. We hypothesize that v 66.08  61.83  59.35
this is because the categories in these bench- v (no p;/r wby ¥ 67.09 6278  60.84
marks are general objects, such as ’person” or v v T o6 6 6z

“clock”, which are already well-captured by
LDM during pretraining. In contrast, optimiz-
ing the domain concept vector S produces visible performance gain. This can be attributed to the
mismatch between the textual representation of domain concepts and LDM’s pretraining. For exam-
ple, as described in Motivation section (Figure 1), ”Quickdraw” in DomainNet encompasses images
characterized by very simple lines, while LDM tends to generate images with finer details. Further-
more, applying instance-level personalization with z(T") yields a performance boost, highlighting
the importance of fine-grained personalization in improving LDM. Finally, combining both levels
of personalization further improves the results, which demonstrates their complementarity.

5.4 SCALABILITY ANALYSIS OF FEDBIP

To show the scalability of FedBiP under various application scenarios, we validate FedBiP in
systems with varying client numbers and analyze the effects of synthetic image quantity.

Varying Number of Clients: We split each domain of the DomainNet dataset into 5 subsets, ensur-
ing that each subset contains 16 samples per category to simulate the local data scarcity described in
previous sections. Each subset is then assigned to a specific client. In our experiments, we select 1 to
5 clients from each domain, resulting in a total of 6 to 30 clients participating in federated learning.

The validation results are presented in Figure 4. We observe that the performance of the baseline
method FedAvg remains unchanged with the addition of more clients to FL. In contrast, the valida-
tion performance of FedBiP consistently increases, narrowing the gap between distributed opti-
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Figure 4: Validation results of
FedBiP with varying number of
clients on DomainNet.

Figure 5: Validation results of FedBiP with synthesizing dif-
ferent numbers of images at central server.
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Figure 6: FedBiP privacy analysis: (1) Visual: The reproduced images are notably dissimilar to
the original images x; and ;.. Besides, the retrieved images exhibit visual discrepancies compared
to synthetic ;. (2) Statistical: The pixel value histogram of z(T") resembles a standard Gaussian
distribution more closely compared to Z(0), making it hard to extract private information from z(T").

mization and Central optimization. Furthermore, FedBiP outperforms FedAvg by 9.51% when the
largest number of clients join FL, further indicating its scalability for real-world complex federated
systems with more clients.

Varying Number of Synthetic Images: We synthesize varying quantities of images for each cate-
gory and domain, scaling from 1x to 20x the size of the original client local dataset. The results
for the DomainNet and OfficeHome benchmarks are presented in Figure 5. Our analysis reveals
that increasing the number of synthetic images enhances the performance of the target classification
model, significantly outperforming the baseline method (FedAvg) by up to 6.47%. Furthermore, we
observe that synthesizing images at 10x the original dataset size emerges as the most effective ap-
proach, when considering the trade-off between generation time and final performance. This finding
is consistent with the design principles of FedMLA-L.

5.5 PRIVACY ANALYSIS

In this section, we present a comprehensive privacy analysis of FedBiP, encompassing both quali-
tative and quantitative evaluations, as illustrated in Figure 6.

Visual discrepancy between synthetic and real images: We visualize both synthetic image Z;,
and its corresponding real images, i.e., x;, ;;. Besides, we use the pretrained ResNet-18 to extract
the feature map of &, and retrieve the top-3 real images which indicate the largest cosine similarities
in the feature space. We observe differences in both background (e.g., textual and color) and fore-
ground (e.g., the exact object shape, position, and pose) between real and synthetic images. These
visual discrepancies indicate that the synthetic images do not closely resemble any individual real
images, thereby reducing the risk of revealing sensitive information about the original client data.

Pixel Value Histogram Analysis: To further analyze FedBiP from a statistical perspective, we
provide histograms of both Z(0) (the interpolated latent vectors of input images) and the corre-
sponding z(T') (z(0) with T-steps of random noise added). We observe that z(T') closely resembles
a standard Gaussian distribution, which contains less information about the original input images
compared to Z(0). This indicates that transmitting the noised z(T") is more private than Z(0), and
would not significantly compromise privacy regulations. Additionally, we notice that Z(0) could be
further replaced with the average latent vectors of all samples from a specific class, i.e., categorical
prototypes (Tan et al., 2022). This substitution might further protect client privacy and is appropriate
for applications with stringent privacy requirements. We leave this for future work.



Membership Inference Attack (MIA)

Analysis:  Finally, we analyze the re- Table 4: Membership Inference Attack (MIA) analysis

silience of FedBiP against MIA. Follow-  op different benchmarks. A lower metric corresponds
ing (Yeom et al., 2018; Salem et al., 2018), (o better MIA privacy.

we compute the average loss and entropy

of the final model on both training mem- Dataset MIA Metric | FedAvg FedBiP
ber and non-member data, and report the DomainNet E‘]‘d‘“’PYj g-;;;é g'?é?? f;g-gg"
. 0SS . . 0%
difference between the two averages. A 5 0.0807 00551 13867
: DermaMNIST ntropy : 0551 438.6%
smaller difference corresponds to better Loss | 0.5860 0.4127 129.6%
membership privacy preservation. From PACS Entropy | 0.1635 0.0338 1793%
the MIA Analysis in Table 4, we can ob- Loss | 0.4459 0.1244 172.1%

serve that FedBiP demonstrates superior
resilience against MIA.

5.6 VISUALIZATION WITH VARYING v

In this section, we visualize the synthetic image Z; using different interpolation coefficients v for
DomainNet benchmark. Specifically, we compute the interpolated latent vector Z;(0) using vyz;(0) +
(I —)zi(0). As shown in Figure 7, we observe that the synthetic images exhibit distinct visual
characteristics compared to the real images, even when +y is set to 0.0 or 1.0, corresponding to the
direct use of latent vectors from the original images. We attribute these differences to the sampling
process involved in the denoising phase of Latent Diffusion Model. Additionally, applying v values
near 0.5 offers the most effective privacy protection. Most importantly, varying ~y produces diverse
images, which enhances generation diversity and is beneficial for training the classification model.
Therefore, we use a Gaussian distribution A/(0.5, 0.12) to sample y in FedB1iP.

. T T
> | ! - »‘L M
i Jwam.ﬂmg

0.6 0.5
Interpolation Coefficient y

Figure 7: Synthetic images generated with varying  for latent embedding interpolation.

5.7 VISUALIZATION FOR CHALLENGING DOMAINS

In this section, we present the synthetic images generated for the challenging domains, i.e., Quick-
draw (DomainNet) and Sketch (PACS), as shown in Figure 8. Our observations indicate that
FedBiP achieves superior generation quality by more accurately adhering to the original distri-
bution of clients’ local data compared to the diffusion-based method FGL (Zhang et al., 2023). This
visualization further highlights the effectiveness of our bi-level personalization approach.

) p! J AN
FedBiP : ‘ )ﬁﬂ & 5

(a) DomainNet, Quickdraw domain 1 (b) PACS, Sketch domain

Figure 8: Comparison of synthetic images for challenging domains.

10



6 CONCLUSION

In this work, we propose the first framework to address feature space heterogeneity in One-Shot Fed-
erated Learning (OSFL) using generative foundation models, specifically Latent Diffusion Model
(LDM). The proposed method, named FedBiP, personalizes the pretrained LDM at both instance-
level and concept-level. This design enables LDM to synthesize images that adhere to the local data
distribution of each client, exhibiting significant deviations compared to its pretraining dataset. The
experimental results indicate its effectiveness under OSFL systems with both feature and label space
heterogeneity, surpassing the baseline and multiple concurrent methods. Additional experiments
with medical or satellite images demonstrate its maturity for challenging real-world applications.
Moreover, additional analysis highlights its promising scalability and privacy-preserving capability.
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Table 5: Detailed hyperparameters for each dataset. The highlighted words ([STY]) in the textual
prompt will be replaced by the domain concept vectors. The [CLS] will be replaced by the class
concept vectors.

Dataset prompt ns | ne | C Class Names
intraepithelial carcinoma,
basal cell carcinoma,
A dermatoscopic image benign keratosis,
of a [CLS], a type of 2 4 110 dermatofibroma,
pigmented skin lesions. melanoma,
melanocytic nevi,
vascular skin
agricultural, dense residential,
medium residential,
sparse residential,
parking lot, buildings, harbor,
mobile homepark, storage tanks,
freeway, intersection, overpass,
golf course, baseball diamond,
runway, tenniscourt, beach,
forest, river, chaparral,
airplane
airplane, clock, axe,
Domain basketball, bicycle, bird,
Net A [STY] of [CLS]. 1 1 10 strawberry, ﬁov};er, pizza,
bracelet
Marker, Spoon, Pencil,
Speaker, Toys, Fan, Hammer,
Office Notebook, Telephone, Sink,
Home A [STY] of [CLS]. 1 1120 Chair, Fork, Kelt)tle, Bucket,
Knives, Monitor, Mop, Oven,
Pen, Couch
dog, elephant, giraffe,
PACS A [STY] of [CLS]. 1 1 7 guitar, horse, house,
person

Derma
MNIST

A centered satellite photo

ucM of [CLS].

A EXPERIMENTAL DETAILS

We use 1 NVIDIA RTX A5000 with 24GB RAM to run the experiments. We use PyTorch (Paszke
et al., 2019) to implement our algorithm. For the baseline FedAvg, the total communication round
is set to 50. For FGL (Zhang et al., 2023), we generate 3500 images per class per domain. For
the optimization of the classification model, we use SGD with momentum as the optimizer, where
the learning rate is set to 0.01 and the momentum is 0.9. The optimization epoch is set to 50. The
training image resolution is set to 512 x 512 for all datasets.

For FedD3 (Song et al., 2023), we adopt Kernel Inducing Points (KIP) to distill the original dataset
into 1 image per class per domain and transmit them to the central server. For DENSE (Zhang
et al., 2022), we first finetune the pretrained ResNet-18 (He et al., 2016) at each client and then
optimize a Generator to conduct model distillation at central server. The hyperparameters used in
these methods are following their original papers. For FedMLA, we use Adam optimizer to optimize
the concept vectors. The learning rate is set to 0.1 and beta is set to (0.9, 0.999). The total training
epochs is set to 30. We adopt the Pseudo Numerical Diffusion Model (PNDM) (Liu et al., 2022) in
the Latent Diffusion Model. The perturbation intensity for domain concept vector o, is set to 0.1
for all dataset. More dataset specific hyperparameters are provided in Table 5.
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B SYNTHETIC IMAGE VISUALIZATION

We provide synthetic images for all benchmarks in the following figures, where we observe that the
synthetic images generally follow the distribution and characteristics of the original training datasets
at each client. Besides, the visual quality of the generated images, e.g., the detailed features of the
objects, is also promising.
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Figure 9: Synthetic Images for DomainNet benchmark.
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Figure 10: Synthetic Images for PACS benchmark.
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Figure 11: Synthetic Images for OfficeHome benchmark.
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Figure 12: Synthetic Images for UCM benchmark.
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Synthetic Images for DermaMNIST benchmark.

Figure 13
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Chapter 6
Conclusion

This thesis investigates the interplay between federated learning (FL) and core challenges arising
from heterogeneous, distributed, and resource-constrained data environments. As FL gains
traction in privacy-preserving and decentralized machine learning, practical deployment remains
limited by issues such as non-identically distributed data across clients, limited communication
budgets, and the need for personalized and adaptive modeling. To address these challenges,
we develop methods that enhance FL systems across multiple fronts, including feature space
alignment, multi-modal model adaptation, hyperparameter optimization, and efficient training
under communication constraints.

The first part of this thesis explores the underexamined intersection of FL and feature
space heterogeneity problems. In this learning scenario, clients possess data with differing
feature distributions, which is a practical challenge arising from variations in data collection
environments across clients. To address this, we propose a data augmentation method to
augment the feature space of different clients. This is achieved by optimizing multiple generative
models tailored to this scenario. We further provide both theoretical and empirical analyses of
the proposed method. Experiments conducted on three public benchmarks and a real-world
medical dataset demonstrate its effectiveness.

The second part focuses on the intersection of FL and fine-tuning vision-language founda-
tion models. The objective is to fine-tune a vision-language model using distributed datasets
while accounting for distribution shifts across modalities (vision and language) among clients.
To address this, we adapt the conventional parameter-efficient fine-tuning (PEFT) approach,
specifically using adapters, to FL systems. Meanwhile, we design a specialized architecture that
effectively retains both client-specific and client-agnostic knowledge within the system. Empiri-

cal evaluations demonstrate that our method not only surpasses existing PEFT approaches but
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also achieves promising communication and computation efficiency.

In the third part, we explore the intersection of FL and Hyperparameter Tuning (HPT).
Similar to conventional machine learning algorithms, FL is highly sensitive to hyperparameter
selection. However, existing HPT methods designed for centralized ML are inadequate for FL
due to the limited computational resources available at clients and the presence of distribution
shifts across clients. To address these challenges, we propose a novel HPT method based
on population-based evolutionary algorithms to optimize hyperparameters for both client-side
and server-side learning processes. Our approach employs an online "tuning-while-training"
framework, which enhances computational efficiency and broadens the hyperparameter search
space. Through empirical evaluations on standard FL benchmarks and real-world datasets,
including the full-scale Non-1ID ImageNet1K, we demonstrate that our method significantly
surpasses state-of-the-art HPT techniques in FL scenarios.

In the fourth part, we address the problem of One-Shot Federated Learning (OSFL), a
paradigm designed to minimize communication costs and privacy risks by requiring only a single
round of client data or model upload. Despite its advantages, OSFL is hindered by client
data heterogeneity and limited data availability. Latent Diffusion Models (LDMs) provide a
promising solution by generating high-quality synthetic images. However, directly applying
pretrained LDMs in heterogeneous OSFL scenarios leads to distribution shifts and performance
degradation, particularly in specialized domains such as medical imaging. To address these
issues, we propose a novel method to personalize pretrained LDMs, enabling the synthesis
of images that align with each client's local data distribution while preserving privacy. This
represents the first approach to address feature space heterogeneity and data scarcity in OSFL.
Extensive experiments on OSFL benchmarks and demanding datasets, including those in medical
and satellite imaging, validate the effectiveness of our method, FedBiP, which surpasses existing
OSFL techniques.
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