
Computational Approaches to Enhance the
Integrity of Social Media: From Detection to

Intervention

Dissertation
an der Fakultät für Mathematik, Informatik und Statistik

der Ludwig-Maximilians-Universität München

Eingereicht von
Dominik Bär

München, 28.05.2025





Computational Approaches to Enhance the
Integrity of Social Media: From Detection to

Intervention

Dissertation
an der Fakultät für Mathematik, Informatik und Statistik

der Ludwig-Maximilians-Universität München

Eingereicht von
Dominik Bär

München, 28.05.2025



1. Berichterstatter: Prof. Dr. Stefan Feuerriegel
2. Berichterstatter: Prof. Dr. Nicolas Pröllochs
3. Berichterstatter: Prof. Dr. Niklas Kühl
Tag der mündlichen Prüfung: 28.07.2025



Acknowledgments

This dissertation seeks to advance our understanding of integrity and accountability in
digital platforms—a topic that sits at the intersection of computer science, social science,
and public interest. Tackling such complex questions would not have been possible without
the support and collaboration of many people to whom I am deeply grateful.

First and foremost, I thank Stefan Feuerriegel, my doctoral advisor, for his outstanding
mentorship and unwavering support throughout this journey. His guidance and trust gave
me the freedom to explore ambitious questions, while his insightful feedback pushed me
to refine my thinking and sharpen my contributions.

I am also sincerely grateful to Nicolas Pröllochs, a trusted collaborator and co-author,
for the many enriching discussions and his generous engagement with my work. I thank
Niklas Kühl for serving as a referee and for his thoughtful evaluation of this dissertation.
I further thank Sven Mayer for chairing my defense and Barbara Plank for kindly joining
the committee as a substitute examiner.

My thanks extend to my colleagues and co-authors at LMU and MCML, especially at
the Institute of AI in Management, for their camaraderie, thoughtful feedback, and daily
inspiration. I am equally grateful to my collaborators at other institutions, whose open-
ness and insight have broadened this work and made collaboration a true pleasure. In
particular, I would like to thank Abdurahman Maarouf, Francesco Pierri, and Gianmarco
De Francisci Morales, with whom I collaborated on essential parts of this dissertation.

I also acknowledge the academic mentors during my Bachelor’s and Master’s studies, who
encouraged me early on and shaped my path toward research.

Finally, my heartfelt thanks go to my family. To my parents, Maria and Michael, for their
love and constant encouragement. To my siblings, Matthias and Isabel, and to Kathrin,
for your constant encouragement and support throughout this journey. And to my friends
and extended family—thank you for your belief in me and your support through every
stage of my academic journey.





Computational Approaches to Enhance the Integrity of Social Media: From Detection to Intervention

Abstract

Social media has profoundly transformed society. However, the proliferation of harm-
ful content — such as hate speech, misinformation, and conspiracy theories — chal-
lenges platform integrity and poses a significant threat to society. Enhancing the
integrity of social media is thus of utmost importance. In this dissertation, we pro-
pose a computational approach to improve the integrity of social media along three
key dimensions: (1) the detection and understanding of harmful content, (2) au-
dits of social media platforms, and (3) interventions to counter abusive behavior.
To achieve this, we combine state-of-the-art methods from computer science with
insights from the social sciences and explore each dimension through distinct case
studies in three parts.
The first part focuses on detecting and understanding harmful content. Specifically,
we employ a machine learning approach to identify QAnon conspiracy theorists on
Parler and profile their characteristics compared to other users. We then statistically
analyze the diffusion dynamics of online rumors to gain deeper insights into how
harmful content spreads on social media.
The second part shifts attention to auditing social media platforms. Here, we exam-
ine how proprietary algorithms, often beyond societal control, can perpetuate biases.
As a case study, we analyze the delivery of political ads on Meta during the 2021
German Federal Election.
The third part explores interventions aimed at countering harmful content and
fostering civil behavior on social media. This includes results from a large-scale,
pre-registered field experiment evaluating the effectiveness of AI-generated counter-
speech, employing large language models, in reducing online hate speech.
By combining computational methodologies with interdisciplinary perspectives, this
dissertation advances the understanding of social media vulnerabilities and deliv-
ers actionable solutions for cultivating safer digital environments. Scientifically, it
demonstrates the practical application of machine learning, natural language pro-
cessing, and social media analytics in detecting harmful content, auditing opaque al-
gorithms, and evaluating scalable interventions. These contributions extend compu-
tational social science literature and inform strategies for algorithmic accountability
and fair content delivery. On a societal level, the results emphasize the importance
of transparency in social media platforms and highlight both the potential and risks
of automated interventions, such as AI-generated counterspeech, in curbing online
harms. Overall, this dissertation provides a roadmap for platform providers and pol-
icymakers committed to promoting equity, inclusivity, and democratic values within
social media ecosystems.
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Zusammenfassung

Soziale Medien haben unsere Gesellschaft tiefgreifend verändert. Die Verbreitung
schädlicher Inhalte –– wie Hassrede, Fehlinformationen und Verschwörungstheorien
— stellt jedoch eine große Herausforderung für die Integrität von Plattformen dar
und bedroht unsere Gesellschaft. Die Verbesserung der Integrität sozialer Medien ist
daher von höchster Bedeutung. In dieser Dissertation schlagen wir einen computerge-
stützten Ansatz vor, um die Integrität sozialer Medien in drei wesentlichen Bereichen
zu stärken: (1) die Erkennung und das Verständnis schädlicher Inhalte, (2) Audits
von Social-Media-Plattformen und (3) Interventionen zur Bekämpfung von schäd-
lichem Verhalten. Um dies zu erreichen, kombinieren wir modernste Methoden der
Informatik mit Erkenntnissen aus den Sozialwissenschaften und untersuchen jeden
dieser Bereiche in separaten Fallstudien, die in drei Teilen dargestellt werden.
Der erste Teil konzentriert sich auf die Erkennung und das Verständnis schädlicher
Inhalte. Konkret verwenden wir maschinelles Lernen, um QAnon-Verschwörungs-
theorethiker auf der Plattform Parler zu identifizieren und deren Nutzungsverhalten
im Vergleich zu “normalen” Nutzern zu analysieren. Anschließend analysieren wir
statistisch die Dynamik der Verbreitung von Online-Gerüchten, um tiefere Einblicke
in die Verbreitung schädlicher Inhalte in sozialen Medien zu gewinnen.
Der zweite Teil beschäftigt sich mit Audits von Social-Media-Plattformen. Hier un-
tersuchen wir, wie proprietäre Algorithmen, die sich oft der gesellschaftlichen Kon-
trolle entziehen, Verzerrungen verstärken können. Als Fallstudie analysieren wir die
Verbreitung politischer Werbung auf Meta während der deutschen Bundestagswahl
2021.
Der dritte Teil befasst sich mit Interventionen, um schädlichen Inhalten entgegen-
zuwirken und respektvolles Verhalten in sozialen Medien zu fördern. Dazu erörtern
wir die Ergebnisse eines groß angelegten, präregistrierten Feldexperiments, in dem
die Wirksamkeit von KI-generierter Gegenrede (Counterspeech) unter Verwendung
großer Sprachmodelle (Large Language Models) bei der Reduzierung von Online-
Hassrede untersucht wird.
Durch die Kombination von Methoden aus der Informatik mit interdisziplinären An-
sätzen erweitert diese Dissertation unser Verständnis für Schwachstellen von sozialen
Medien und präsentiert Lösungen für die Schaffung eines sichereren digitalen Um-
felds. Auf wissenschaftlicher Ebene demonstriert diese Arbeit die praktische Anwen-
dung von maschinellem Lernen, natürlicher Sprachverarbeitung (Natural Language
Processing) und Social-Media-Analysen zur Erkennung schädlicher Inhalte, der Prü-
fung von Algorithmen und der Bewertung skalierbarer Interventionen. Diese Beiträge
erweitern die Computational Social Science Literatur und liefern wertvolle Erkennt-
nisse zum verantwortungsvollen Umgang mit Algorithmen und fairer Verbreitung
von Inhalten auf Sozialen Medien. Auf gesellschaftlicher Ebene unterstreichen die
Ergebnisse die Bedeutung von Transparenz auf Social-Media-Plattformen und ver-
deutlichen sowohl das Potenzial als auch die Risiken automatisierter Interventionen,
wie z.B. KI-generierte Gegenrede, zur Eindämmung von Online-Hassrede. Insgesamt
liefert diese Dissertation damit konkrete Vorschläge für Plattformbetreiber und po-
litische Entscheidungsträger zur Förderung von Gerechtigkeit, Inklusivität und de-
mokratischen Werten in sozialen Medien.
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Introduction

1 Introduction

Social media has profoundly transformed society. Globally, there are around 5.2 billion
social media users, which amounts to 64% of the world’s population [1]. These users
spend, on average, more than two hours a day on platforms such as Facebook, Instagram,
and X (formerly Twitter) [2]. Consequently, social media exerts a substantial influence
on individuals and society at large [3–6].

Social media has brought numerous societal benefits. Social media has significantly en-
hanced global connectedness and enabled rapid communication across geographic and
cultural boundaries [7]. These capabilities have fostered both social and political change,
as digital platforms provide new channels for civic engagement and collective action [7].
For example, social media has played a pivotal role in organizing political protests [3, 8]
and increasing political participation [9]. Moreover, social media has been leveraged to
raise awareness about climate change [5], tackle gender inequality [4], and promote public
health measures during the COVID-19 pandemic [6]. As such, social media has positively
impacted the offline world across a wide range of domains.

However, there are also concerns about the negative impact of social media on society.
In particular, the proliferation of harmful content, such as hate speech, misinformation,
and conspiracy theories, challenges platform integrity and poses a significant threat to
society [10]. On an individual level, exposure to harmful content may cause detrimental
consequences for individuals’ mental and physical well-being [11–16]. On a societal level,
harmful content may undermine democratic institutions [10, 17, 18], increase polarization
and hostility between groups [19–24], or even lead to real-world violence [21–25]. Overall,
enhancing the integrity of social media is thus of utmost importance for society.

In response to the proliferation of harmful content, platform owners, NGOs, and policy-
makers have launched initiatives to enhance the integrity of social media. Platforms have
tackled harmful content by combining manual and automated content moderation with
features encouraging users to flag and report content [10, 26, 27]. NGOs support these
efforts by promoting human rights on social media and supporting victims of harmful
content [28, 29]. Lastly, policymakers have established regulatory frameworks that hold
platforms accountable for hosting harmful content (e.g., the Digital Services Act in the
European Union) [30–32].

In addition to platform- and policy-driven initiatives, academic research plays a vital role
in enhancing the integrity of social media. Prior work has contributed by documenting
the prevalence and consequences of harmful content [33–38], auditing opaque algorithms
and moderation practices [39–46], and evaluating interventions to mitigate online harms
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[21, 47–51]. Building on this foundation, this dissertation adopts a holistic computational
approach to improve platform integrity across three key dimensions: (1) the detection
and understanding of harmful content, (2) audits of social media platforms, and (3) in-
terventions to counter harmful behavior.

This dissertation contributes to each of these dimensions by proposing a holistic com-
putational approach to enhance the integrity of social media. Specifically, we adopt an
interdisciplinary framework combining state-of-the-art methods from computer science,
such as machine learning and natural language processing, with theoretical and empirical
insights from the social sciences. This combination enables both scalable analysis of on-
line behavior and a nuanced understanding of its societal implications. We demonstrate
the utility of this approach across five case studies, each addressing a core challenge in
the detection and understanding, auditing, and mitigation of harmful content on social
media.

The first part of this dissertation focuses on the detection and understanding of harmful
content. Accurate detection is a prerequisite for analyzing key dimensions of harmful
content, such as its spreading dynamics or offline impact, and for developing effective
countermeasures [52]. In this context, we review state-of-the-art computational methods
that enable the detection of harmful content at scale. We also discuss how we can reliably
identify users who have frequently shared harmful content (see Section 3). As a practical
example, we present findings from a case study on detecting QAnon conspiracy theorists
on the fringe social media platform Parler (see Section 7).

Once harmful content can be reliably identified, the next step is understanding its dynam-
ics and consequences. We will thus continue with a review on how such content spreads
on social media and discuss its individual and societal effects online and offline. In this
context, we present two case studies: The first case study analyzes how emotional lan-
guage affects the spread of online rumors (Section 8). The second case study examines
differences in the diffusion patterns between true and false rumors (Section 9).

The second part of this dissertation turns to auditing social media platforms. As con-
tent delivery and moderation processes are largely opaque and governed by proprietary
algorithms, biases can distort content exposure or even amplify harmful content [41–43,
53–55]. Auditing is, therefore, essential for promoting transparency, ensuring fair con-
tent delivery, and holding platforms accountable for their societal impact [44, 45, 56].
Although third-party access to platform data remains limited, increasing public and regu-
latory pressure is opening new avenues for independent research to hold platform owners
accountable for algorithmic decisions that shape user experiences and public discourse
(see Section 4). In this context, we present a case study examining how the algorithmic
delivery of political advertisements on Meta during the 2021 German Federal Election may
affect political campaigns, highlighting both the challenges and the necessity of auditing
in democratic societies (see Section 10).

The third part addresses interventions to counter harmful behavior. These can be top-
down (platform-enforced policies such as content bans or changes to feed algorithms)
or bottom-up (community-based mechanisms such as user flagging and peer feedback)
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strategies to moderate user-generated content. We discuss how top-down strategies offer
consistency and scalability but may provoke backlash or be perceived as censorship [57,
58]. Moreover, we analyze bottom-up strategies that promote user engagement and cul-
tural sensitivity but may lack reliability and may even reinforce existing biases [57, 59]
(see Section 5). As a case study, we evaluate the effectiveness of counterspeech gener-
ated by state-of-the-art large language models (LLMs) to reduce online hate speech (see
Section 11).

Overall, this dissertation offers a holistic approach to enhancing the integrity of social
media (see Fig. 1 for an overview). By combining computational methods with inter-
disciplinary perspectives, it advances our understanding of platform vulnerabilities and
provides actionable solutions for creating safer digital environments. Scientifically, the
work demonstrates the application of machine learning, natural language processing, and
social media analytics in detecting harmful content, auditing opaque algorithms, and test-
ing scalable interventions. These contributions extend the computational social science
literature and inform strategies for algorithmic accountability and equitable content de-
livery. Societally, the findings underscore the importance of transparency and highlight
both the potential and limitations of automated interventions in curbing online harm.
Overall, this work provides a roadmap for platform owners and policymakers seeking to
foster inclusive, democratic, and equitable social media ecosystems.

This thesis is structured around a general introduction (see Chapter 1) that outlines the
broader scientific context and methodological approaches to enhancing the integrity of
social media, followed by five case studies corresponding to each part of the proposed
framework (see Chapter 2 to Chapter 4): detection and understanding (see Section 7 to
Section 9), auditing (see Section 10), and intervention (see Section 11).

In the remainder of this introduction, we first review the concept of harmful content and
its individual and societal impact (see Section 2). We then discuss computational ap-
proaches to detecting and understanding harmful content (see Section 3), followed by a
review of research focused on auditing social media platforms (see Section 5) and devel-
oping interventions to mitigate online harms (see Section 4). Finally, we conclude with
a discussion (see Section 6) of the dissertation’s contributions, broader implications, and
future directions for platform owners, policymakers, and researchers aiming to enhance
the integrity of social media.

3
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Integrity of 
social media

Intervention

Understanding Auditing

Case studies:
• “Emotions in online rumor 

diffusion”
• “Emotions explain 

differences in the diffusion of 
true vs. false social media 
rumors”

Case study:
• “Systematic discrepancies 

in the delivery of political 
ads on Facebook and 
Instagram”

Case study: “Generative AI may backfire for counterspeech”

Detection

Case study: “Finding Qs: Profiling QAnon supporters on Parler”

Harmful content

Figure 1: Computational approaches to enhance the integrity of social media:
This dissertation presents a holistic computational approach aimed at improving the in-
tegrity of social media along three key dimensions: (1) detection and understanding of
harmful content, (2) audits of social media platforms, and (3) interventions to counter
harmful behavior. We illustrate each part with distinct case studies. Detecting harmful
content serves as the foundation and prerequisite for subsequent analyses. Understanding
harmful content dives into its dynamics and consequences, while auditing examines the
role of social media platforms and their content delivery mechanisms. Insights from both
understanding and auditing inform targeted interventions to mitigate harmful content.
Together, this framework strengthens the integrity of social media platforms.
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2 Harmful content on social media and its individual
and societal effects

We define harmful content on social media as any type of content, including posts, replies,
or media, that can cause harm to individuals or society as a whole. Prominent examples
of harmful content include hate speech, misinformation, conspiracy theories, or extremist
content [22, 30, 60–64]. In recent years, the spread of harmful content has increased
tremendously [65–67], especially through social media platforms and algorithmic content
delivery [39, 68–70]. This growing prevalence has led to heightened concerns regarding
the individual and societal consequences of exposure to such content, prompting research,
policy discussions, and public debates on how best to mitigate its impact [30–32, 60–65,
71].

Harmful content on social media can impact individuals in multiple ways. Initially, ex-
posure to harmful content often triggers immediate psychological and emotional reac-
tions, such as distress, anxiety, feelings of offense, or perceived discrimination [11, 12, 15].
Persistent exposure to harmful content can escalate these emotional responses into long-
term mental health conditions, including depression, anxiety disorders, or even physical
health consequences (e.g., incorrect medical decisions based on misinformation) [11–16,
72]. These severe health impacts frequently result in behavioral changes. For example,
users may withdraw from online interactions, engage in self-censorship, or become sus-
ceptible to radicalization and extremism [13, 19, 25]. Addressing and mitigating harmful
content is thus crucial, not only for individual well-being but also to preserve societal
cohesion.

At the societal level, harmful content on social media undermines the stability of demo-
cratic societies [10, 19, 20, 22, 73–75]. Exposure to harmful content, such as misinfor-
mation, conspiracy theories, and propaganda, erodes trust in crucial societal institutions,
including the media, scientific communities, and government bodies [10, 18, 64, 75, 76].
For example, the spread of misinformation during the COVID-19 pandemic played a cen-
tral role in vaccine hesitancy and undermined compliance with public health measures [14,
16, 77]. Moreover, harmful content contributes to the increasing polarization of political
discourse [23, 24, 78, 79], particularly by amplifying uncivil content and reinforcing echo
chambers through algorithmic curation [38, 46, 69]. Such polarization impedes construc-
tive debate and threatens the cohesion of democratic systems [20, 21, 74, 80]. In extreme
cases, the consequences of harmful content on social media can even lead to real-world
violence [19], as seen in the Christchurch mosque shooting in 2019 and the storming of
the U.S. Capitol on January 6, 2021 [73, 81, 82]. Therefore, addressing harmful content is
vital not only to protect public health and safety but also to preserve democratic integrity
and societal cohesion.

In this dissertation, we contribute to the growing body of literature by focusing on three
key categories of harmful content: (1) online hate speech, (2) misinformation, disinforma-
tion, and propaganda, and (3) conspiracy theories. Each of these content types presents
unique challenges and implications for both individuals and society. In the following
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sections, we provide a detailed review of each category, exploring their individual and
societal effects, and discussing efforts by policymakers, platform owners, and researchers
to mitigate their impact.

2.1 Online hate speech

The United Nations defines hate speech as “any kind of communication in speech, writ-
ing, or behavior that attacks or uses pejorative or discriminatory language with reference
to a person or a group on the basis of who they are – in other words, based on their
religion, ethnicity, nationality, race, color, descent, gender, or other identity factor” [65].
The prevalence of online hate speech has risen considerably in recent years [65, 83]. Ad-
dressing and mitigating online hate speech is, therefore, a critical step toward enhancing
the integrity of social media and preserving democratic values in digital spaces.

Online hate speech poses a serious threat to both individual well-being and broader so-
cietal cohesion [11–13, 15, 20, 21]. Individuals who are exposed to online hate speech
frequently experience psychological consequences that adversely affect their mental and
physical health [11–13, 15, 72]. For instance, encountering hate speech can foster feelings
of insecurity [15]. Among adolescents, experiences of online discrimination have been as-
sociated with elevated levels of stress, as well as higher rates of depression and anxiety [11,
12]. Moreover, efforts to speak out against hate speech are often suppressed by both social
media algorithms and user behavior, further exacerbating social isolation and impeding
the formation of support networks [13]. Exposure to hate speech also affects interpersonal
behavior by diminishing individuals’ capacity for empathy and their ability to recognize
and respond to others’ suffering [72]. Collectively, these findings underscore the impact
of online hate speech on individuals, which may eventually lead to societal consequences.

Online hate speech also poses substantial risks to societal cohesion. Deterioration of indi-
viduals’ capacity for empathy, resulting from repeated exposure to hate speech, can neg-
atively impact prosocial behavior and weaken solidarity [72]. More broadly, hate speech
propagates additional hatred [84], fostering hostility between social groups [20, 21]. For
instance, ongoing geopolitical conflicts, such as those in the Middle East, have been as-
sociated with sharp increases in antisemitic and anti-Muslim hate speech on social media
[83, 85]. Consequently, online hate speech contributes to political and social polarization
[21] and, in extreme cases, can even motivate real-world violence [20]. Examples include
the 2018 Pittsburgh synagogue shooting [86], the 2019 Christchurch mosque shooting [81],
and the role of Facebook in exacerbating violence during the 2017 Rohingya genocide in
Myanmar [87]. Countering the spread of online hate speech is therefore essential for pre-
serving social cohesion, maintaining democratic discourse, and preventing the escalation
of online hostility into real-world violence.

Regulators, platform owners, and researchers have implemented various measures to
counter online hate speech. Nevertheless, according to the United Nations, existing leg-
islative frameworks for prosecuting hate speech often remain insufficient [31]. In addition,
social media companies have shown only limited commitment to effectively addressing hate
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speech on their platforms [31]. In response, researchers have studied multiple aspects of
online hate speech, including its virality [88], the characteristics of users disseminating
hateful content [36, 89], and the development of automated detection systems [36, 90, 91].
Furthermore, considerable efforts have been devoted to identifying strategies to curb the
spread of hate speech, with counterspeech emerging as a promising intervention [21, 47–
49]. Counterspeech involves replying to hateful content to challenge harmful narratives
and encourage more civil behavior among users [92]. Building on this concept, we later
propose a scalable framework that generates contextualized counterspeech using large lan-
guage models (LLMs) and evaluate its effectiveness through a large-scale, pre-registered
field experiment (see Section 11).

2.2 Misinformation, disinformation, and propaganda on social
media

Misinformation generally refers to the unintentional dissemination of false or misleading
information [60, 66]. In contrast, disinformation involves the deliberate spread of false
information with the intent to deceive or cause harm to individuals or society [60]. Thus,
the distinction between the two lies in the element of intent. Propaganda is also typically
intentional and is used to influence, persuade, or manipulate public opinion [93]. Unlike
disinformation, propaganda does not necessarily rely on falsehoods but often presents
information selectively or in a biased manner to promote a specific agenda [19].

Despite these conceptual differences, misinformation, disinformation, and propaganda are
all considered harmful. In fact, the individual and societal consequences are often compa-
rable, as negative consequences can arise regardless of the sender’s motivation. Generally,
misinformation, disinformation, and propaganda can threaten individuals’ health, under-
mine public trust, distort democratic discourse, and contribute to social division [14, 16,
19, 34, 60, 66, 67, 88, 94]. Researchers also often use the term “online rumor” to emphasize
the unverified and potentially misleading nature of claims disseminated on social media
[37]. Safeguarding social media platforms against the spread of such content is therefore
essential to protecting democratic values and maintaining a well-informed public.

Misinformation, disinformation, and propaganda can adversely affect individuals’ health,
beliefs, and behaviors. For instance, the World Health Organization (WHO) has em-
phasized that the widespread dissemination of misleading content can pose serious risks
to individual health [14]. During the COVID-19 pandemic, misinformation was directly
associated with non-compliance with public health measures and vaccine hesitancy, both
of which contributed to preventable health complications and increased mortality [16].
Beyond health, propaganda can influence individuals’ beliefs, attitudes, and behaviors by
appealing to emotion, exploiting existing biases, and eroding trust in credible sources [19].
More broadly, repeated exposure to misleading or manipulative content distorts informa-
tion processing and weakens the perceived credibility of factual information [95–97]. Even
individuals with high levels of knowledge and media literacy may struggle to distinguish
facts from falsehoods when repeatedly exposed to false or emotionally charged narratives
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[98]. These dynamics illustrate how misinformation, disinformation, and propaganda
can harm individual decision-making, with potentially far-reaching societal consequences
when such harms scale across populations.

The societal effects of misinformation, disinformation, and propaganda are far-reaching
and detrimental [10, 19, 75, 99]. These forms of harmful content affect critical domains
such as sustainability [75, 97, 100], public health [10, 14, 16], and public safety [19, 25]. For
example, climate misinformation undermines public understanding of environmental chal-
lenges and hampers collective action toward sustainability goals [97, 100, 101]. Similarly,
misinformation related to public health reduces compliance with preventive measures and
facilitates the spread of disease [16]. In the realm of public safety, misinformation and
propaganda have been linked to radicalization and the incitement of violence [19, 25].

Moreover, misinformation, disinformation, and propaganda is frequently deployed to ma-
nipulate public opinion and interfere with democratic processes [62], such as during the
2016 U.S. presidential election [94] or in shaping public sentiment during the 2022 Russian
invasion of Ukraine [34, 88]. These dynamics are especially concerning because structural
inequalities not only facilitate the spread of misinformation but also amplify its dispro-
portionate impact, often resulting in severe risks for disadvantaged communities [102].
Finally, the erosion of public trust and the amplification of polarization threaten the
foundations of democracies [10]. These risks underscore the urgent need for coordinated
efforts by policymakers, platform owners, and researchers to safeguard the integrity of
social media.

A wide range of measures to counter misinformation, disinformation, and propaganda has
been proposed and implemented by policymakers, social media platforms, and researchers.
In the European Union, for example, the Digital Services Act mandates that large online
platforms such as Facebook and Instagram take action to mitigate the spread of false
or misleading content [32]. In response, platforms have implemented interventions such
as human and automated content moderation, where problematic posts are downranked
or deleted [26, 103]. Features that encourage users to flag or verify content complement
these efforts [10, 26]. For instance, X (formerly Twitter) allows users to collaboratively
add context to misleading posts through its “Community Notes” feature [27].

Researchers have extensively studied the effectiveness of various interventions against mis-
information, disinformation, and propaganda. Prominent examples include (1) accuracy
nudges, which nudge users to consider the reliability of information before posting [51,
104–108]; (2) media literacy tips, which aim to educate users about how to recognize
misinformation [50, 107–109]; (3) debunking or rebuttal strategies, which correct false
claims by providing factual information [76, 107, 109, 110]; and (4) deplatforming of users
that spread misinformation [73, 111]. In addition, scholars have evaluated the prevalence
and reach of misinformation and propaganda [34, 94, 112–116], as well as the mechanisms
by which such content spreads on social media [37, 38, 46, 117, 118]. Understanding
the diffusion dynamics is particularly important since it helps to develop effective coun-
termeasures. This dissertation contributes to this literature by examining how emotions
affect the spread of online rumors (see Section 8 and Section 9).

8
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2.3 Conspiracy theories on social media

A conspiracy theory is defined as an explanation for societal events that alleges the involve-
ment of a powerful and malevolent group acting in secret [23, 24]. Conspiracy theories
are often propagated on social media [22, 119–125] and, unlike healthy skepticism toward
governments and elites, belief in conspiracies can pose serious threats to democracy and
public safety [23, 24]. For example, belief in conspiracy theories has been linked to neg-
ative public health outcomes [125, 126], political extremism [24], racism [23], and even
violence [127]. Overall, this highlights the harmful nature of conspiracy theories and the
importance of limiting their spread on social media.

Conspiracy theories can negatively affect individuals at psychological, behavioral, and
social levels. Psychologically, belief in conspiracy theories is associated with heightened
feelings of powerlessness and a diminished sense of control and autonomy over one’s life
[18]. Individuals who endorse conspiracy theories also tend to exhibit higher levels of
distrust, not only in governmental institutions and science, but also in interpersonal rela-
tionships [17, 18]. These beliefs are often rooted in cognitive biases, such as the tendency
to perceive agency in random events or to overestimate the likelihood of rare and extreme
outcomes [18]. Behaviorally, conspiracy beliefs are linked to lower civic engagement and
reduced participation in democratic processes, such as voting [18]. This disengagement
often originates from a belief that institutional mechanisms are fundamentally corrupt
or manipulated. Such beliefs can also have severe health risks: For example, conspiracy
beliefs led to vaccine hesitancy during the COVID-19 pandemic and jeopardized individ-
ual health outcomes [77]. Socially, belief in conspiracy theories can foster alienation and
social withdrawal. Individuals who endorse such beliefs may disengage from mainstream
communities and face stigmatization, particularly when their views are perceived as ex-
treme or irrational [18]. This social exclusion can, in turn, reinforce reliance on alternative
communities and contribute to a cycle of isolation and radicalization [18, 22]. Overall,
the psychological, behavioral, and social consequences of conspiracy beliefs are not only
concerning at the individual level but may also scale up to contribute to broader societal
challenges.

Conspiracy theories can have severe societal consequences. From a public health per-
spective, beliefs in conspiracy theories are often associated with non-compliance with
collective health measures [126]. For example, conspiracy beliefs fueled vaccine hesitancy
and thereby contributed to the spread of COVID-19 [126]. Similarly, exposure to con-
spiracy theories has been shown to undermine public support for sustainability policies
[128]. From a democratic perspective, conspiracy beliefs reduce political participation [18,
128] and erode trust in democratic institutions [17, 129], thereby facilitating the rise of
anti-democratic movements. Conspiracy theories also provide fertile ground for political
extremism and foster societal polarization [23, 24, 78, 79]. In addition, they often pro-
mote hostility, racism, and radicalization [22–24]. In extreme cases, conspiracy theories
may even incite real-world violence [22–24]. For example, the “replacement theory,” which
claims that a secret elite seeks to replace white Americans with non-white populations,
was a motivating factor for the perpetrator in the 2022 Buffalo shooting, in which ten
people were killed [22]. Similarly, conspiracy theories alleging widespread election fraud
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during the 2020 U.S. presidential election contributed to the storming of the U.S. Capitol
on January 6, 2021, an unprecedented attack on American democracy [73, 82]. Given that
social media often facilitates the spread of conspiracy theories [22, 119–125], it is crucial
to understand how these platforms can be effectively safeguarded against the influence of
conspiratorial content.

Mitigating conspiracy theories poses a particular challenge. In contrast to misinformation,
conspiracy theories often embed false information within broader ideological narratives
[130]. For example, the QAnon conspiracy theory, which alleges that a secret elite controls
global politics, operates a child exploitation network, and seeks to undermine societal
order, is considered a “meta-narrative” [130] or “super-conspiracy theory” [131], as it
connects multiple conspiracy narratives [120, 132, 133].

Regulators generally address conspiracy theories in ways similar to misinformation and
disinformation, i.e., by issuing public education campaigns [61] and holding platforms
accountable for monitoring harmful content, for instance, under the Digital Services Act
in the European Union [32]. Platforms also employ similar moderation tools, including
automated detection and content removal. Additionally, many have enacted large-scale
bans on users and groups associated with promoting conspiracy theories [22, 111, 120,
124, 127, 131].

Research has investigated various dimensions of conspiracy theories. One line of work
focuses on defining and categorizing specific conspiracy narratives [130, 132, 134, 135].
Others have examined the evolution and spread of conspiracy theories across mainstream
platforms such as YouTube [123, 136], Reddit [121], and X (formerly Twitter) [124], as
well as fringe platforms like Gab [125, 127, 137], Voat [131], Parler [120], and messaging
services such as Telegram [122]. Furthermore, recent work has explored how artificial
intelligence in the form of large language models can be used to reduce conspiratorial
beliefs or election myths [138, 139]. In this dissertation, we contribute to this literature
by developing machine learning methods to detect conspiracy theorists and by analyzing
how conspiracy theorists differ from other users in their online behavior (see Section 7).
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3 Detecting and understanding harmful content

3.1 Detecting harmful content on social media

Detecting harmful content is a crucial first step in identifying and addressing its societal
threat. Specifically, detection enables the quantification of online threats, such as the
prevalence of hate speech, misinformation, or conspiracy theories, and, thereby, enables
downstream analyses, including studies about diffusion dynamics and audits of social
media platforms. Detection thus provides an empirical foundation for understanding
harms that might otherwise remain anecdotal or under-researched [52]. As such, detection
builds the foundation to enhance the integrity of social media.

Detection typically focuses on identifying single instances of harmful content. These may
include hateful posts or comments, misleading images or videos, or multimodal content
that combines text and visuals. Accordingly, computational methods for the detection
of harmful content are usually tailored to the modality of the input, ranging from text-
based to image-based and multimodal approaches. While the majority of prior research
has focused on text [33, 35, 88, 90, 140–149], there is a growing body of work addressing
visual or multimodal content, such as fake images [150] or memes that combine text with
visual elements [151].

In the case of text-based detection, early methods relied on simple heuristics, such as
identifying predefined lists of hateful terms [90]. These approaches were later extended
with feature-based models incorporating lexical patterns (e.g., n-grams), stylistic indi-
cators (e.g., punctuation, word length), user-level metadata (e.g., account age, follower
count), and diffusion characteristics (e.g., how far and how fast a post spreads) [33, 35,
90, 140–142, 152]. Methodologically, these detection tasks are typically framed as super-
vised classification problems and addressed using machine learning models such as support
vector machines, random forests, or gradient boosting [140, 152]. More recent work has
employed deep learning architectures [35, 141–145], as well as probabilistic and statistical
models [33]. Currently, the state of the art in the detection of harmful content relies on
pre-trained large language models, which demonstrate strong performance in identifying
subtle or context-dependent harmful content [88, 146–149].

Another stream of research focuses on detecting harmful accounts [36, 91, 153–157]. This
includes accounts that systematically spread misinformation, hate speech, or other types
of content that violate platform guidelines. Harmful accounts can be broadly categorized
into two types: (1) social bots, i.e., automated accounts that algorithmically disseminate
content [153], and (2) harmful users, i.e., accounts operated by humans who intentionally
or repeatedly share harmful content.

Social bots may serve benign purposes (e.g., news aggregation or entertainment), but they
are also frequently deployed to amplify hate speech, misinformation, or propaganda [34,
153, 158, 159]. For example, social bots played a considerable role in disseminating pro-
Russian propaganda during the 2022 Russian invasion of Ukraine [34]. A substantial body
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of work has focused on bot detection [91, 153–156]. However, bots cannot be influenced
through interventions such that downstream analyses typically focus on comparing bots
to other users [91].

In contrast, harmful users are human-operated accounts that consistently violate plat-
form rules. These users may engage in behaviors such as posting hate speech, inciting
violence, or spreading misinformation [36, 91, 160]. The methodology used to detect these
users is similar to that applied for identifying bots, but the downstream implications dif-
fer. Previous studies have developed methods to detect users who consistently propagate
harmful content, such as hate speech or misinformation [36, 91, 161]. Unlike bots, harm-
ful users can, in principle, respond to interventions, making their identification crucial for
implementing interventions. Therefore, accurate detection of harmful users is essential
for timely content moderation and for developing scalable, user-specific interventions.

To identify social bots and harmful users, researchers rely on a diverse set of features that
characterize social media behavior. Specifically, five main feature groups are commonly
used: (1) user features, (2) linguistic features, (3) network features, (4) content features,
and (5) temporal features.

Each feature group is constructed to describe a specific characteristic of social media users:
(1) User features include metadata such as account age, posting frequency, or properties
of a user’s friendship and follower networks. (2) Linguistic features describe patterns
in a user’s language use, including sentiment, syntactic complexity, hashtag frequency,
or lexical diversity. (3) Network features capture the structural properties of a user’s
connections, such as centrality within a reshare or mention network. (4) Content features
refer to the actual messages, posts, or media shared by the account. (5) Temporal features
capture patterns of activity over time, such as heightened posting activity or engagement
across specific hours or days.

These features have been employed in various machine learning pipelines to detect different
types of accounts [36, 91, 153–157]. Methodologically, the task is typically framed as a
supervised classification problem. Common models include logistic regression, random
forests, support vector machines, and gradient boosting [36, 91, 153, 154, 157], ensembles
of these classifiers [156], as well as deep learning models such as neural networks [155].

Evaluating methods for detecting harmful content is essential for assessing their ability to
reliably distinguish between harmful and non-harmful content. Typically, evaluations are
conducted using curated datasets annotated with ground-truth labels for classification
tasks [88, 144, 162–167]. These labels are often generated through human annotation,
which is considered the gold standard [88]. However, alternative approaches have been
developed that infer so-called weak labels based on contextual cues, such as comments or
user behavior [144]. To promote comparability, researchers also organize shared tasks and
evaluation challenges where detection models are tested on benchmark datasets under
standardized conditions [162, 168].

The performance of models to detect harmful content is commonly evaluated using stan-
dard classification metrics, including accuracy, precision, recall, F1-score, and the area
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under the receiver operating characteristics curve (ROC-AUC) [33, 36, 88, 154]. An
overview of the most common metrics, including the formula to compute them as well as
a short description, is in Table 1.

Table 1: Performance Metrics for Model Evaluation: Let TP , FP , TN , and FN
denote the number of true positives, false positives, true negatives, and false negatives,
respectively. The table shows the classification metric (Metric), formula to compute the
metric (Formula), and a description of the metric (Description).

Metric Formula Description

Accuracy TP+TN
TP+TN+FP+FN

Measures the overall proportion of correct
predictions. It can be misleading in imbal-
anced datasets where the majority class dom-
inates.

Precision
(Specificity)

TP
TP+FP

Indicates the proportion of predicted positive
instances that are actually positive. High
precision means fewer false positives, impor-
tant when false accusations are costly.

Recall
(Sensitivity)

TP
TP+FN

Measures the proportion of actual positive
instances correctly identified. High recall is
crucial when missing harmful content is risky.

F1-score 2 · Precision·Recall
Precision+Recall

The harmonic mean of precision and recall,
providing a balanced metric useful in cases
of class imbalance.

ROC-AUC
∫ 1
0 TP (FP ) dFP

The ROC-AUC measures the area under the
receiver operating characteristic curve and
provides a trade-off between the true posi-
tive rate and the false positive rate across
thresholds.

The choice of metric depends on the application. For example, when detecting misin-
formation, minimizing false negatives (high recall) may be prioritized to prevent harmful
content from spreading. In contrast, in hate speech detection, high precision may be
emphasized to avoid censoring benign posts.

A key challenge in evaluating methods for detection is the issue of class imbalance, as
harmful content typically represents only a small fraction of social media data [88, 167].
As a result, evaluation metrics must be chosen with care. For instance, accuracy is gener-
ally a poor measure in imbalanced settings, as it may yield high values by predominantly
predicting the majority class [169]. To address this, researchers often rely on alternative
metrics such as precision, recall, F1-score, and ROC-AUC, which provide a more nuanced
view of classifier performance under imbalance [169]. In addition, many studies employ re-
sampling techniques such as upsampling the minority class or downsampling the majority
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class [169]. Alternatively, one can apply cost-sensitive learning to penalize misclassifi-
cation of harmful content more heavily [169]. However, these strategies may artificially
alter class distributions and thereby distort the model’s real-world performance [167, 169],
where the actual share of harmful content remains low. Consequently, evaluations must
be interpreted in light of both metric selection and class distribution to ensure reliable
assessment of model effectiveness.

Additional challenges result from the need to continuously update detection models in
response to linguistic or cultural shifts, such as the use of new expressions or hashtags
[58, 167, 170]. Annotator bias is another concern, particularly in subjective classification
tasks [171]. This is typically mitigated by employing multiple annotators per instance
and measuring inter-annotator agreement [36, 88, 152]. Moreover, definitions of harmful
content may vary across cultures, underscoring the need for culturally sensitive classifiers
[167, 170]. A related limitation is the dominance of English-language datasets in current
research, which mandates the development of detection models for additional languages
to tackle harmful content across the globe [172].

Overall, detection constitutes the foundation for addressing the societal risks posed by
harmful content on social media. By enabling the identification of harmful content and
users, detection serves as the basis for downstream tasks such as understanding, auditing,
and interventions. It also allows researchers and policymakers to quantify emerging threats
and document harms that may otherwise remain anecdotal or invisible [52]. Yet, detection
is not without challenges, ranging from dataset bias and class imbalance to evolving
cultural norms and language diversity [88, 167, 169, 170]. Despite these limitations,
advances in computational methods, especially those leveraging large language models,
have significantly improved our ability to detect harmful content and users [88, 146–149].

We illustrate detection methods in our first case study, demonstrating how state-of-the-
art machine learning methods can be applied to identify conspiracy theorists on social
media platforms. Specifically, we profile QAnon supporters on the fringe platform Parler,
thereby showcasing the use of machine learning for detection as a tool to enhance platform
integrity and accountability. The complete case study is in Section 7.

3.2 Understanding harmful content on social media

To understand how harmful content poses a threat to society, it is essential to examine how
such content operates on social media. Beyond detecting and quantifying the prevalence
of hate speech, misinformation, or conspiracy theories, it is crucial to study the underlying
characteristics of harmful content, how it spreads across networks, and how it influences
both online interactions and offline behavior. This deeper understanding is fundamental
for evaluating which types of content warrant scrutiny, how content should be audited,
and what interventions are most effective [52]. In this sense, understanding serves as a
key dimension for enhancing the integrity of social media platforms by informing auditing
and intervention strategies.
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Understanding harmful content is often concerned with who is sharing hate speech, mis-
information, or propaganda. In this vein, research has examined the differences between
harmful and non-harmful users. For instance, hateful users on X (formerly Twitter) tend
to be more active and exhibit stronger connections within the social network [36]. Sim-
ilarly, users who engage with conspiracy theories often display higher posting frequency
and maintain larger friendship networks, suggesting greater influence and reach [119].
However, the dissemination of harmful content is not always intentional. The sharing
of false information is frequently habitual and shaped by the platform mechanics of so-
cial media [173]. These findings suggest that harmful users can exert a disproportionate
impact on social media discourse [119], making them important targets for both audits
and intervention strategies. At the same time, these results underscore the potential
of platform-level changes to reduce harmful behavior by addressing structural incentives
[173].

Understanding is further concerned with studying why and how content is propagating
through online environments. To this end, research has studied the diffusion dynamics
of harmful content [33, 37, 38, 46, 118, 174, 175]. This body of work typically models
resharing cascades to examine how content propagates, providing insights into the speed,
breadth, and depth of diffusion, essentially, its virality [37, 38, 174, 176]. Overall, harmful
content tends to exhibit greater virality than non-harmful content [37, 174]. For example,
false information has been found to spread six times faster and reach a given number of
users twenty times earlier than true information [37]. Homogeneous friendship networks,
or so-called “echo chambers,” may further amplify this effect by reinforcing like-mindedness
and limiting exposure to corrective content [38, 46]. Similarly, content characteristics,
such as negativity, drive online news consumption [177], which may facilitate the spread
of misinformation.

User characteristics also influence the virality of harmful content [174]. On X (formerly
Twitter), hateful posts from verified users are more likely to spread than those from
non-verified accounts [174]. However, some scholars argue that the greater virality of
false information may primarily stem from differences in cascade size, rather than content
properties [176]. Despite these nuances, the diffusion patterns of harmful content have im-
portant implications for platform governance. For instance, interventions could prioritize
users whose content is more likely to spread broadly, or aim to reduce the “infectiousness”
of harmful posts through structural interventions [174, 176]. In this way, understanding
diffusion dynamics supports the design of targeted interventions to enhance the integrity
of social media.

Understanding the online effects of harmful content is essential for assessing how it shapes
user behavior, social dynamics, and platform-level discourse. Studies show that exposure
to harmful content, such as hate speech or misinformation, triggers immediate psycholog-
ical responses, including stress, anxiety, and perceived discrimination, especially among
vulnerable populations [11–13]. Over time, this exposure can contribute to behavioral
changes, such as reduced participation in online discussions, increased self-censorship,
or a decline in empathy and civility [13, 72]. These effects are further exacerbated by
platform mechanics [68, 69]. For example, research has found that algorithmic curation
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tends to amplify emotionally charged and uncivil content [68, 69]. This amplification may
facilitate the creation of echo chambers, which intensify polarization and accelerate the
spread of misinformation and hate speech [38, 46]. Additionally, users who frequently
disseminate harmful content tend to be more active and well-connected, enhancing their
capacity to shape online discourse [36, 119]. These findings highlight that harmful con-
tent does not exist in isolation but systematically alters platform dynamics and social
norms. Understanding these dynamics is critical to developing platform-level interven-
tions that go beyond content removal to address the structural incentives that sustain
harmful behavior [173].

Research also aims to understand how the consequences of harmful content extend beyond
digital spaces and affect the offline world [14, 16, 19, 77, 126]. For example, studies link
misinformation and conspiracy theories to adverse public health outcomes [14, 16, 77].
During the COVID-19 pandemic, for example, such content was associated with vaccine
hesitancy and non-compliance with protective health measures, ultimately contributing
to preventable illness and mortality [16, 126]. Similarly, hate speech and online radicaliza-
tion have been implicated in real-world acts of violence, such as the Christchurch mosque
shooting in 2019 and the storming of the U.S. Capitol in 2021 [19, 81, 82]. Beyond iso-
lated incidents, harmful content has been shown to erode trust in democratic institutions,
polarize political attitudes, and weaken collective decision-making [10, 17, 25]. These
effects are often disproportionately borne by marginalized communities, who face greater
exposure to discrimination, misinformation, and targeted attacks [11, 102]. Collectively,
these studies provide a better understanding of the societal threats from harmful content
and its capacity to influence the offline world. This emphasizes the importance of holistic,
evidence-based interventions that account for both the digital and societal dimensions of
online harm.

Understanding how harmful content spreads and shapes both online and offline environ-
ments is essential for safeguarding the integrity of social media. Research has shown that
harmful content tends to be more viral [37, 176], exerts disproportionate influence on
user behavior and platform dynamics [11–13], and contributes to serious offline conse-
quences, ranging from public health risks to the erosion of democratic values [10, 16, 19,
25]. These findings highlight that effective interventions to counter harmful content must
be grounded not only in detection, but also in a nuanced understanding of how harmful
content functions within social media [52].

This dissertation contributes to this literature by presenting two case studies: the first
examines how emotional language influences the virality of online rumors on X (formerly
Twitter), and the second compares how emotional cues affect the diffusion of true versus
false rumors. Together, these studies outline key mechanisms behind the spread of harmful
content and provide insights for developing more targeted and scalable interventions. The
case studies are in Section 8 and Section 9, respectively.
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4 Auditing social media platforms

Social media platforms exert substantial influence over the content that users encounter
online [46, 69, 73, 178]. Therefore, it is essential not only to detect and understand
harmful content hosted on these platforms but also to audit how this content is delivered.
In the early stages of platform development, content was typically displayed in reverse
chronological order, showing posts from users’ followers [69]. However, content delivery
has since evolved, with algorithms now governing the ranking of content in users’ feeds
[40, 69]. Despite this shift, it remains unclear how harmful content is managed or even
amplified by these algorithms [68, 69]. Since the content presented to users can signif-
icantly shape both online behavior and real-world actions [3–6], auditing social media
platforms—particularly the algorithms that govern content delivery—is crucial. Ensuring
that these algorithms align with democratic principles such as transparency, fairness, and
accountability is vital to maintaining the integrity of social media platforms.

Algorithmic content delivery has increasingly come under scrutiny from researchers, pol-
icymakers, and the public in recent years [44, 45, 69]. On an individual level, privacy
concerns are eminent, as content delivery often relies on private or even sensitive user
data [179–181]. On a societal level, fears persist that algorithmic content delivery may
create filter bubbles and echo chambers, reinforcing stereotypes, polarizing societies, and
facilitating the spread of harmful content [38, 46, 69, 70, 182]. For example, Facebook
has been blamed for promoting divisive content harmful to democratic processes [94, 183].
Furthermore, algorithms may introduce bias by favoring certain content [40] or dispro-
portionately targeting specific audiences [41–43, 53–55, 184, 185]. This is particularly
problematic as it limits content providers’ ability to reach diverse audiences and restricts
users’ access to a balanced range of perspectives. However, the algorithms responsible for
content delivery are often opaque, proprietary, and beyond societal control [41, 42, 53, 54,
69]. These concerns underscore the urgent need for greater transparency, fairness, and
accountability in the delivery of content by social media algorithms.

Concerns about algorithmic bias and the integrity of democratic processes have led to calls
for greater monitoring of algorithmic content delivery on social media [40, 44–46, 69, 186,
187]. However, granular data that would enable independent audits, such as view counts,
reactions, or engagement metrics, is often inaccessible or unreliable [44, 45]. This lack of
transparency complicates efforts to hold platforms accountable and may even facilitate
misconduct [44, 70, 94]. This is especially concerning given evidence suggesting that
social media content can significantly influence offline behaviors such as voting patterns
[188–191] and, in extreme cases, contribute to real-world violence [19, 81, 87]. As such,
monitoring and auditing content delivery on social media platforms has become essential
for ensuring the integrity of democratic processes and maintaining public trust.

In response to public and regulatory pressure, social media platforms have begun im-
proving transparency around content delivery. Legislative initiatives such as the Digital
Services Act in the European Union [32] or the Platform Accountability and Transparency
Act in the United States [192] have mandated greater transparency from major platforms
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[32, 56, 192]. Consequently, platforms like Meta (i.e., Facebook and Instagram) [193],
YouTube [194], TikTok [195], and X (formerly Twitter) [196] have launched research
platforms that provide access to internal data, facilitating external audits [56, 191]. Re-
searchers have utilized these tools to examine various aspects of social media, including
advertising [43, 53], political communication [191, 197–202], and harmful content [36, 37,
91].

There have also been collaborative efforts between social media companies and researchers
to audit platforms and enhance platform integrity [39, 40, 68, 69, 203, 204]. For example,
Meta has partnered with researchers to analyze how social media and algorithmic content
delivery on Facebook and Instagram influenced attitudes and behaviors before the 2020
U.S. presidential elections [39, 68, 69, 203, 205]. Similarly, teams at X (formerly Twitter)
have collaborated with researchers to audit how algorithms amplify political content on
their platform [40]. Other efforts have focused on evaluating the impact of automated
content moderation on adherence to platform guidelines [204]. While these collaborations
have provided valuable insights into the inner workings of social media platforms, they
have also faced criticism regarding the independence of researchers, particularly when
they are funded by the companies or lack full control over the research design and imple-
mentation [206].

To complement these efforts, community-driven auditing initiatives have emerged, often
relying on data donations and volunteer participation from social media users [207–209].
These initiatives have been used to monitor political advertising [207, 208], detect online
risks for adolescents [210], and assess the spread of misinformation or propaganda [94,
112]. While these analyses offer an independent view of social media platforms, they
face significant challenges in monitoring content or users at scale and often lack access to
critical data points such as engagement metrics and reach. Furthermore, the community-
driven nature of these initiatives introduces biases toward the community donating the
data, which can affect the representativeness of the findings [211].

Auditing social media platforms typically pursues three primary goals. First, researchers
are often interested in who views the content delivered by social media algorithms [41–43,
53–55, 184]. This involves studying biases in content delivery, such as whether certain
groups, based on gender, age, or socio-cultural factors, are disproportionately exposed
to specific types of content. For example, research on the delivery of paid advertising
has revealed that minority groups are particularly likely to be shown problematic ads
[55]. In contrast, content providers may also abuse such features to discriminate against
certain user groups [179, 184]. Second, scholars focus on what content is amplified by
social media algorithms. Studies have shown that algorithms tend to amplify certain
types of content, such as uncivil discourse or politically biased (e.g., right- or left-leaning)
content [39, 40, 46, 68, 203]. Finally, auditing addresses how algorithmic content delivery
shapes user attitudes and behaviors. Research has demonstrated that algorithmic delivery
influences not only the time users spend online but also their political engagement and
news knowledge [39, 69]. Overall, auditing aims to address a broad set of goals that are
critical to enhancing the integrity of social media platforms.
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Methodologically, auditing social media platforms involves both experimental and obser-
vational approaches. Experimental approaches, for example, often alter users’ experience
on a platform by intervening in content delivery, such as modifying feed algorithms [39,
68, 69]. Other experiments induce content, such as paid advertisements, to evaluate how
content is delivered [41, 212]. However, ethical considerations may limit the applicabil-
ity of experiments, particularly when interventions withhold information or favor certain
audiences [191]. Moreover, experimental studies are typically conducted over a limited
time period, which restricts their ability to assess long-term effects or audit platforms
continuously [39, 68, 69]. Additionally, experiments often focus on specific audiences or
contexts, which may not generalize to the platform as a whole [69, 191, 213].

In contrast, observational studies can audit platforms over extended periods and at scale,
reducing the risk of sampling or selection bias. These studies typically rely on data col-
lected from platform APIs or publicly available content [42–46, 53–55, 184, 185, 197, 199,
202]. Observational methods are particularly useful for large-scale audits, as they allow
researchers to study real-world interactions at the population level without interfering
with the platform’s operations. However, a key limitation of observational studies is that
they rely on strict assumptions to establish causal relationships [191]. These assumptions
are often difficult to justify, making it challenging to draw causal conclusions [191].

Overall, both types of studies are essential for auditing social media platforms. Experi-
mental studies facilitate the testing of hypotheses about causal mechanisms, while obser-
vational studies provide valuable insights into real-world behavior and large-scale trends.
Together, they offer a complementary approach for understanding the complex dynamics
of algorithmic content delivery and ensuring that platforms are held accountable for their
societal impact.

Auditing social media platforms is essential for enhancing their integrity and accountabil-
ity [44, 45, 56]. Concerns regarding transparency, algorithmic bias, and unfair content de-
livery are prevalent and often conflict with democratic values such as fairness, inclusivity,
and open discourse [44, 45, 56, 69, 70]. Addressing these issues requires a comprehensive
approach involving regulatory frameworks, collaborations between social media compa-
nies and researchers, and independent, community-driven initiatives. Methodologically,
auditing demands diverse empirical strategies, including both experimental and obser-
vational studies, to reliably detect, understand, and mitigate threats to the integrity of
social media.

In this dissertation, we illustrate a social media audit through a case study examining
political advertising on Meta’s platforms, Facebook and Instagram, during the 2021 Ger-
man federal election. Specifically, we evaluate the use of targeting features for political
advertising and audit discrepancies between targeted and actual audiences due to the
algorithmic delivery of political ads. This case study highlights the importance of au-
diting as a critical tool for safeguarding democratic processes against potential misuse of
targeted political ads. The complete case study is in Section 10.
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5 Interventions to counter harmful content

Content moderation and effective interventions are essential for enhancing the integrity
of social media platforms. While detection, understanding, and auditing are critical for
identifying and analyzing threats posed by harmful content, they do not directly offer
strategies for mitigating such content. Content moderation refers to the broader, ongo-
ing process of curating user-generated content on a platform to ensure compliance with
community standards and societal norms [58, 59]. In contrast, interventions are specific,
targeted measures designed to address particular issues [10]. For instance, platforms may
deploy interventions such as accuracy prompts or automated content removal to counter
the spread of misinformation [10, 51]. Each of these constitutes a distinct intervention,
but together they form an integral part of a platform’s overall content moderation strat-
egy. Developing effective content moderation practices, therefore, relies on designing, im-
plementing, and evaluating individual interventions that collectively safeguard platforms
from harmful content.

Interventions to address harmful content typically follow two main strategies: (1) top-
down strategies, where enforcement is carried out by the platform itself, and (2) bottom-
up strategies, which encourage users to take an active role in countering harmful content.
Importantly, users generally agree that content moderation is necessary and support mea-
sures to counter harmful content [103], providing legitimacy to interventions and moder-
ation efforts.

Top-down interventions are directly enforced by platforms and are guided by predefined
policies and community standards. Examples include the downranking of harmful posts
to reduce their visibility, the removal of content, or the suspension of users who violate
community standards [26]. These interventions are appealing because they ensure consis-
tency in enforcement and can be scaled to manage the vast volume of content generated
on social media platforms [58]. Typically, platforms define a set of rules that are opera-
tionalized through automated systems or human moderators to address harmful content
[57, 59]. However, top-down measures may also be perceived as intrusive or censorship,
particularly when enforcement lacks transparency or when moderation errors occur [58].
For example, satirical or ironic content may be misclassified as harmful [214, 215], leading
to unjustified content removal or account penalties. Such errors can undermine user trust
and spark criticism over bias, censorship, or opaque decision-making processes [57].

In contrast to top-down strategies, bottom-up strategies, often referred to as community-
based interventions, encourage users to actively participate in content moderation [57].
For example, users can flag posts for violating community standards, report inappropri-
ate behavior, or respond to harmful content by offering corrective information or coun-
terspeech [27, 49, 57, 59]. These mechanisms grant considerable agency to users and
are typically perceived as less invasive, as they promote community self-regulation and
support freedom of expression [57]. Despite their advantages, bottom-up strategies also
face significant challenges. They often lack consistency and scalability, making them less
effective in addressing the vast volume of content generated on large platforms [57, 58].
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Moreover, such approaches may inadvertently reinforce existing biases within online com-
munities [57]. For instance, majority groups may disproportionately flag content from
minority users, potentially silencing marginalized voices. These limitations highlight the
need for carefully designed mechanisms that balance user empowerment with safeguards
against abuse and bias.

Content moderation is typically implemented using two main approaches: (1) man-
ual moderation carried out by human moderators [216], and (2) automated moderation
through algorithms [58]. Manual moderation offers flexibility and the ability to tailor
decisions to the specific context of abusive content or behavior [58]. However, it requires
substantial human labor, which limits scalability on large social media platforms [57].
Moreover, exposure to harmful content may adversely affect the well-being of human
moderators [58, 216]. In addition, manual decisions can be subject to individual biases,
which may compromise the consistency and fairness of moderation outcomes [217, 218].

In contrast, automated moderation relies on algorithms, typically machine learning mod-
els, to identify and manage harmful content [57, 204]. Automated systems are highly
scalable and can ensure more consistent application of moderation policies [57]. Yet, they
often struggle to capture the nuanced context of online communication. For instance,
detecting irony, sarcasm, or coded language remains a persistent challenge for automated
classifiers [214, 215]. Consequently, such systems face an inherent trade-off between pre-
cision and overreach, where overly strict models risk removing benign posts, while lenient
models may fail to address harmful content [57, 219]. Moreover, automated systems may
also exhibit biases that result in disproportionate moderation for specific types of content
or user groups [218].

To leverage the strengths of both manual and automated approaches, many social media
platforms have adopted hybrid moderation systems [58]. In such systems, automated
algorithms are used for the initial detection of potentially harmful content, while human
moderators review edge cases or high-impact decisions [57]. This combination allows
platforms to scale moderation efforts while retaining the contextual judgment and flex-
ibility that human reviewers provide [57]. For example, machine learning models may
flag posts for containing hate speech [204], but final decisions about content removal or
account suspension may be delegated to human moderators [57]. Hybrid systems can thus
improve both the efficiency and the fairness of content moderation. However, they also
introduce coordination challenges, such as aligning algorithmic thresholds with human
standards [204] and ensuring accountability in decision-making chains [57]. As moder-
ation becomes increasingly complex, hybrid systems are likely to remain central to the
evolving architecture of content moderation on social media [58].

Policymakers have introduced a range of frameworks to address harmful content on social
media platforms [32, 192]. Early regulatory approaches often relied on voluntary commit-
ments, wherein platforms collaborated with governments and civil society to self-regulate
harmful content [52]. However, growing public pressure and continued evidence of plat-
form inaction [69, 220–222] have led to the development of more robust legal mandates
with clear enforcement mechanisms [223]. For instance, the Digital Services Act (DSA)
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in the European Union requires large platforms to actively mitigate harmful content and
increase transparency around their moderation practices [32, 224]. While the DSA sets
standards on what content needs to be monitored, it also grants platforms the flexibility to
design and implement tailored content moderation and intervention strategies that align
with their specific operational and community contexts [223].

Social media platforms play a pivotal role in implementing interventions against harm-
ful content [52, 57, 59]. For example, Meta has adopted a “Remove, Reduce, Inform”
policy aimed at mitigating content that violates its community standards [26]. This
strategy includes downranking content from users or groups that frequently disseminate
misinformation and collaborating with external experts to develop new interventions [26].
Similarly, X (formerly Twitter) has removed accounts associated with conspiracy theories
or misinformation [73, 124] and introduced the “Community Notes” feature, which allows
users to collaboratively add context to potentially misleading posts [27]. The latter has
been deemed effective for reducing the engagement and diffusion of false content [175]. In
addition, platforms have deployed automated systems to identify and suppress harmful
content at scale [204], while also enabling users to report or flag abusive behavior [57]. De-
spite these efforts, platforms have faced consistent criticism from both non-governmental
organizations [221, 222] and policymakers [32, 60] for failing to moderate harmful content
adequately. In this context, academic research can play a crucial role by developing, test-
ing, and refining evidence-based content moderation policies and interventions to support
platform efforts.

A large body of research has examined the design and efficacy of content moderation
policies on social media platforms [111, 204, 218, 225–228]. Scholars have explored how
platform norms and governance structures evolve over time [225, 226], as well as how
different moderation strategies, i.e., manual [227, 229, 230], automated [204], and hybrid
systems [228], shape user behavior and content quality. Overall, these studies suggest that
content moderation can effectively reduce the visibility and spread of harmful content.
However, this literature also highlights implementation challenges, including algorithmic
biases [218], moderator well-being [58, 216], and the difficulty of establishing universally
accepted norms across diverse user communities [57, 227, 229, 230]. These findings un-
derscore the need for nuanced, adaptable interventions that balance efficacy, fairness, and
transparency.

In response to the diverse types of harmful content, researchers have developed and eval-
uated a range of targeted interventions. For instance, to combat misinformation, common
strategies include accuracy prompts that nudge users to consider the veracity of informa-
tion before sharing [51, 104–108], media literacy tips that educate users on identifying
false or misleading claims [50, 107–109], and debunking or rebuttal techniques that pro-
vide corrective information [76, 139]. Similarly, interventions against conspiracy theories
challenge beliefs in conversations with chatbots [138]. Interventions against online hate
speech have focused on counterspeech, responses intended to challenge or neutralize hate-
ful content [21, 47–49]. These studies have analyzed both the source of counterspeech
(e.g., whether the intervention is delivered by in-group or out-group members) [21, 48]
and the conversational strategy of the response (e.g., empathy vs. humor) [49]. Recently,
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interventions are frequently relying on large language models to be flexible and scalable
[138, 139, 231, 232]. This illustrates the importance of tailoring interventions to the social
dynamics between users and the context of harm.

Methodologically, the evaluation of interventions to counter harmful content predomi-
nantly relies on experimental research designs. This results from two major limitations
of observational studies in this context: First, internal platform data necessary to track
intervention effects is often inaccessible to external researchers [228]. Second, causal in-
ference in observational settings is challenging [111, 191, 230], as it is typically unclear
which users or content were exposed to interventions [204]. In contrast, experimental
designs offer the advantage of yielding robust causal evidence regarding the effectiveness
of interventions.

To assess the efficacy of interventions, researchers have employed both laboratory [51, 76,
104–106, 108] and field experiments [21, 47–49, 51, 107]. Laboratory experiments offer
high internal validity and allow for precise control over experimental conditions. They
also pose fewer ethical concerns, as participants provide informed consent in a controlled
setting. However, their external validity may be limited, as behaviors in lab settings
do not always generalize to real-world social media environments [51]. For example, the
social desirability bias suggests that individuals may report prosocial attitudes, such as
disapproval of hate speech, under lab conditions due to perceived social pressure, but
fail to act accordingly in actual online settings [233]. Field experiments, by contrast,
offer stronger external validity by testing interventions in actual platform contexts [51].
However, they face technical and ethical challenges: access to platform infrastructure
and data may be restricted, and participants are often unaware they are part of a study,
raising concerns about informed consent and user safety [234, 235]. Moreover, both lab
and field experiments frequently rely on non-representative samples, which may limit the
generalizability of findings [191]. Despite these limitations, experiments remain the gold
standard for understanding causal mechanisms and are critical for assessing the real-world
impact of interventions aimed at mitigating harmful content on social media.

Content moderation encompasses a broad set of efforts aimed at enhancing the integrity
of social media platforms [57, 59]. In contrast to detection, understanding, and auditing,
which focus on identifying and analyzing harmful content, interventions shift the perspec-
tive toward how harmful content can be effectively mitigated. Achieving this requires a
combination of clear platform policies and active community engagement, enabling mod-
eration systems that can both scale to the volume of online content and account for diverse
community standards [57]. As such, collaboration between policymakers, platform own-
ers, and researchers is essential [52]. Policymakers must define the regulatory framework
and normative boundaries for interventions, which platform owners can then operational-
ize through technological and procedural measures. This process should be informed by
empirical research that helps strike a balance between effective mitigation and the risk of
overreach, while also delivering evidence-based interventions that can be implemented at
scale [52].

In line with this objective, this dissertation discusses whether contextualized counter-
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speech generated by large language models can effectively mitigate online hate speech.
We evaluate this in a large-scale field experiment on X (formerly Twitter) and discuss
how different conversational strategies, such as empathy and warning-of-consequences,
may influence the effectiveness of counterspeech. The complete case study is provided in
Section 11.
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6 Discussion

Social media has become an integral part of our online ecosystem, shaping both individ-
ual communication and public discourse [3–6]. However, the widespread dissemination
of harmful content, such as hate speech, misinformation, and conspiracy theories, poses
significant challenges to platform integrity and constitutes a serious threat to society [10,
17–25]. Empirical evidence shows that harmful content undermines individual well-being
[11–16, 72], exacerbates societal polarization [21, 23, 24, 78, 79], threatens democratic
principles [10], and, in extreme cases, incites real-world violence [21–25]. These develop-
ments underscore the urgent need for effective and scalable approaches to mitigate the
proliferation of harmful content and to enhance the integrity of social media.

In this dissertation, we propose a computational approach to enhance the integrity of
social media platforms. By integrating state-of-the-art methods from computer science
with theoretical and empirical insights from the social sciences, we develop a holistic
framework to address the challenges posed by harmful content. Along five case studies,
this dissertation demonstrates how to (1) detect and understand harmful content, (2) audit
social media platforms, and (3) design and evaluate effective interventions to mitigate
online harm.

Specifically, we show how (1) machine learning can be used to detect QAnon conspiracy
theorists among regular users (Section 7) and study the influence of emotions for the
spread of online rumors to gain a better understanding of the diffusion dynamics of harmful
content (see Section 8 and Section 9). (2) We demonstrate how computational methods
can be applied to audit the algorithmic delivery of political advertisements and uncover
systematic discrepancies in the delivery of ads by different political parties (see Section 10).
(3) We design and evaluate a scalable intervention based on large language models to
mitigate online hate speech, where our findings warrant caution when implementing AI-
based solutions for platform moderation (see Section 11).

The interdisciplinary approach adopted in this dissertation underscores the necessity of
integrating computational and social science perspectives to effectively address the spread
of harmful content on social media. Computational methods provide the analytical foun-
dation to detect harmful content and examine diffusion patterns at scale. For instance, in
the first case study on QAnon conspiracy theorists, machine learning techniques are used
to classify conspiratorial accounts (see Section 7), while the second and third case study
on rumor diffusion rely on emotion detection and cascade modeling to understand how
harmful content spreads (see Section 8 and Section 9). Similarly, scalable interventions
such as AI-generated counterspeech in the fifth case study depend on advanced natural
language processing to produce contextualized responses to hateful posts (see Section 11).

At the same time, social science contributes essential theoretical and normative insights.
It informs which types of content warrant scrutiny, generates hypotheses about their so-
cietal impact, and explains how users may respond to moderation and intervention. For
example, the design of the counterspeech builds on behavioral theories related to empa-
thy and warning-of-consequences (see Section 11), while the audit of political ad delivery
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draws on democratic theory to assess fairness and accountability (see Section 10). More-
over, social science perspectives draw attention to ethical risks, including the potential for
backfiring effects, reinforcement of stereotypes, and bias introduced through training data.
Ultimately, this dissertation demonstrates how interdisciplinary research enables the de-
velopment of empirically grounded, ethically responsible tools to enhance the integrity of
social media.

This dissertation employs a range of methodological approaches, including exploratory
analyses (e.g., quantifying QAnon conspiracy theorists), explanatory studies (e.g., iden-
tifying drivers of rumor diffusion), and experimental designs (e.g., testing counterspeech
interventions against online hate). This reflects the breadth of empirical strategies neces-
sary to effectively address harmful content, while also highlighting the inherent challenges
of social media analysis. As outlined previously, exploratory and explanatory approaches
often rely on observational data that offer a comprehensive perspective on specific phe-
nomena [191]. For instance, our audit of political advertising during the 2021 German
federal election draws on a complete dataset of ads published on Facebook and Instagram
throughout the campaign period (see Section 10). However, identifying causal effects in
observational settings is challenging [111, 191, 230], which warrants caution in interpreting
the findings.

In contrast, experimental approaches offer stronger causal evidence for the mechanisms
under investigation. Our counterspeech experiment, for example, provides a robust in-
dicator of how AI-generated interventions may backfire on social media platforms (see
Section 11). Nevertheless, experimental studies are inherently limited in scope [191].
Even large-scale experiments involving millions of users [188] may not generalize to the
global scale of social media platforms, which host billions of users across diverse sociocul-
tural contexts [1, 52]. Additionally, the long-term effectiveness of interventions remains
difficult to assess when outcomes can only be observed over a restricted time horizon [39,
68, 69]. Overall, the combination of exploratory, explanatory, and experimental method-
ologies is, therefore, essential for generating robust, policy-relevant evidence to inform
effective countermeasures against harmful content.

This dissertation presents a series of studies with important implications for both platform
owners and policymakers. Across all case studies, we demonstrate that harmful content
is widespread on social media and has detrimental societal consequences [10, 17–25, 119,
197, 236–238]. We further propose and empirically evaluate interventions to mitigate these
harms, situating them within a broader computational framework aimed at enhancing
platform integrity. This research relies on access to data controlled by private companies
such as Meta, as well as on the regulatory environments shaped by policymakers. As
such, the collaboration of both platforms and policymakers with academia is critical for
enabling impactful and ethically responsible research to mitigate threats from harmful
content [52].

Platforms play an essential role in enhancing the integrity of social media, as they set the
rules, boundaries, and infrastructure that enable research and intervention to enhance the
integrity of social media [57, 59]. While many platforms have implemented measures to
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mitigate harmful content [26, 27], they have also faced persistent criticism for inadequate
moderation policies [44, 69, 87, 179, 221, 222]. In response to public pressure [69, 87, 179,
220–222], some platforms have introduced transparency tools [196, 239, 240] and begun
collaborating with independent researchers [39, 68, 69, 205]. These efforts have enabled
important research on platform design, content moderation, and political communication
[39, 68, 198, 204], and have facilitated novel studies that were previously infeasible due
to data restrictions [54, 191, 198–202, 241, 242]. Our own work auditing the delivery
of political ads during the 2021 German federal election contributes to this line of work
enabled through transparency measures (see Section 4). However, platforms should adopt
a more proactive stance in fostering transparency and academic collaboration. Systematic
engagement with the research community could help improve platform design, strengthen
content moderation systems, and ultimately enhance the user experience and the overall
integrity of social media ecosystems.

In recent years, policymakers have taken an increasingly active role in regulating so-
cial media platforms [32, 60, 65, 192]. New regulations, such as the Digital Services Act
(DSA) in the European Union [32], mandate that platform owners take concrete measures
to mitigate harmful content or face significant fines [32]. Importantly, these regulations
also facilitate academic research by requiring platforms to provide data access [56, 191],
thereby enabling the study of societal threats emerging from digital ecosystems. Such
regulatory developments have made research like our experiment on the effectiveness of
counterspeech possible (see Section 5). However, the current regulatory frameworks often
lack specificity, leaving loopholes that allow platforms to meet formal obligations without
enabling meaningful oversight [223]. To address this, policymakers should actively en-
gage with researchers to close these gaps and foster research that informs evidence-based
interventions. Conversely, researchers must collectively advocate for stronger regulatory
mandates by emphasizing both the societal harms of harmful content and the empirical
needs required to study and address them. This collaborative effort becomes even more
urgent in light of recent trends, including announcements by some platform owners to re-
duce or abandon content moderation efforts [243, 244] or political shifts calling for fewer
interventions against harmful content [103, 245], often under false pretense of free speech
[245]. In this context, sustained cooperation between policymakers and the research com-
munity is critical to ensuring that platform regulation remains robust, informed, and
democratically accountable.

This dissertation offers a comprehensive framework to detect and understand, audit, and
intervene against harmful content on social media. In doing so, it provides a broad founda-
tion to guide future research. One important direction concerns the distinction between
illegal and legally permissible yet socially harmful content (e.g., misinformation about
climate change). While illegal content requires interventions based on established legal
standards, socially harmful content demands more nuanced approaches that respect free-
dom of expression while mitigating potential harms [103]. Another promising direction
involves the development of new data collection methods. For instance, data donation
platforms represent a novel yet underexplored mechanism for obtaining user-level insights
while preserving privacy and ethical standards [207–209]. Similarly, advances in psycho-
logical science could inspire innovative experimental designs such as the use of mock social
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media platforms to study how users interact with and spread harmful content in controlled
environments [232, 246–248]. This could inform specific designs of social media platforms
that foster pro-democratic values [249]. Moreover, novel methodological approaches such
as causal machine learning [250–259] or sensitivity analysis [260–263] may be a promising
avenue for inferring causal effects from observational data in the context of social me-
dia analysis. Finally, future research should expand its scope to include understudied or
emerging platforms. TikTok, for example, has transformed into an important platform of
today’s online ecosystem [264] that requires different computational tools to be analyzed
[59]. Likewise, messenger platforms such as WhatsApp and Telegram are increasingly
adopting social media-like features (e.g., broadcast channels), which raise new challenges
for transparency, moderation, and accountability [122, 265–268].

Overall, this dissertation contributes to a growing body of research that combines compu-
tational methods with insights from the social sciences to better understand and address
harmful content on social media. By integrating detection and understanding, auditing,
as well as interventions within a unified framework, we offer practical tools and perspec-
tives for researchers studying the societal impact of digital platforms. Moreover, this
work demonstrates how evidence-based approaches can help reduce online harms and fos-
ter healthier public discourse. It also emphasizes the importance of collaboration among
platform owners, policymakers, and researchers to enhance the integrity of social media
and promote equity, inclusivity, and democratic values within digital ecosystems.
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Part I: Detecting and Understanding harmful
content

7 Finding Qs: Profiling QAnon supporters on Parler

Title: Finding Qs: Profiling QAnon supporters on Parler

Abstract: The social media platform “Parler” has emerged into a prominent fringe com-
munity where a significant part of the user base are self-reported supporters of QAnon, a
far-right conspiracy theory alleging that a cabal of elites controls global politics. QAnon is
considered to have had an influential role in the public discourse during the 2020 U.S. pres-
idential election. However, little is known about QAnon supporters on Parler and what
sets them aside from other users. Building up on social identity theory, we aim to pro-
file the characteristics of QAnon supporters on Parler. We analyze a large-scale dataset
with more than 600,000 profiles of English-speaking users on Parler. Based on users’
profiles, posts, and comments, we then extract a comprehensive set of user features, lin-
guistic features, network features, and content features. This allows us to perform user
profiling and understand to what extent these features discriminate between QAnon and
non-QAnon supporters on Parler. Our analysis is three-fold: (1) We quantify the num-
ber of QAnon supporters on Parler, finding that 34,913 users (5.5% of all users) openly
report supporting the conspiracy. (2) We examine differences between QAnon vs. non-
QAnon supporters. We find that QAnon supporters differ statistically significantly from
non-QAnon supporters across multiple dimensions. For example, they have, on aver-
age, a larger number of followers, followees, and posts, and thus have a large impact on
the Parler network. (3) We use machine learning to identify which user characteristics
discriminate QAnon from non-QAnon supporters. We find that user features, linguistic
features, network features, and content features, can – to a large extent – discriminate
QAnon vs. non-QAnon supporters on Parler. In particular, we find that user features are
highly discriminatory, followed by content features and linguistic features.
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Abstract

The social media platform “Parler” has emerged into a promi-
nent fringe community where a significant part of the user
base are self-reported supporters of QAnon, a far-right con-
spiracy theory alleging that a cabal of elites controls global
politics. QAnon is considered to have had an influential role
in the public discourse during the 2020 U.S. presidential elec-
tion. However, little is known about QAnon supporters on
Parler and what sets them aside from other users. Building
up on social identity theory, we aim to profile the character-
istics of QAnon supporters on Parler. We analyze a large-
scale dataset with more than 600,000 profiles of English-
speaking users on Parler. Based on users’ profiles, posts,
and comments, we then extract a comprehensive set of user
features, linguistic features, network features, and content
features. This allows us to perform user profiling and un-
derstand to what extent these features discriminate between
QAnon and non-QAnon supporters on Parler. Our analysis is
three-fold: (1) We quantify the number of QAnon support-
ers on Parler, finding that 34,913 users (5.5 % of all users)
openly report supporting the conspiracy. (2) We examine dif-
ferences between QAnon vs. non-QAnon supporters. We find
that QAnon supporters differ statistically significantly from
non-QAnon supporters across multiple dimensions. For ex-
ample, they have, on average, a larger number of followers,
followees, and posts, and thus have a large impact on the Par-
ler network. (3) We use machine learning to identify which
user characteristics discriminate QAnon from non-QAnon
supporters. We find that user features, linguistic features, net-
work features, and content features, can – to a large extent
– discriminate QAnon vs. non-QAnon supporters on Parler.
In particular, we find that user features are highly discrimina-
tory, followed by content features and linguistic features.

Introduction
The social media platform “Parler” has emerged into a
prominent fringe community, where a significant user base
identifies with far-right viewpoints. Parler was founded in
August 2018 and promotes open self-expression and free
speech (Aliapoulios et al. 2021; Otala et al. 2021). Its user
base grew during the 2020 U.S. presidential election and,
in January 2021, counted 13.255 M users (Aliapoulios et al.
2021).

Copyright © 2023, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

In recent years, Parler gained widespread public interest
when conservative thought leaders endorsed the platform as
an alternative to mainstream social media platforms (Ali-
apoulios et al. 2021). As such, a large portion of the con-
tent on Parler is characterized by conservative viewpoints.
For example, many discussions revolve around former U.S.
President Donald Trump, the 2020 U.S. presidential elec-
tion, and religion (Aliapoulios et al. 2021). In addition, Par-
ler users were associated with the storming of the U.S. Capi-
tol on January 6, 2021 (Hitkul et al. 2021). The latter even-
tually led to the removal of the Parler app from both the
Google Play Store and Apple’s App Store, as well as Ama-
zon stopping to host the website (Aliapoulios et al. 2022).
As a result, Parler went offline on January 11, 2021 but was
reinstated on February 15, 2021 after finding a new hosting
service (Robertson 2021).

Besides conservative viewpoints, Parler users frequently
identify with various conspiracy theories (Aliapoulios et al.
2022; Hitkul et al. 2021). Different from (necessary) healthy
skepticism of government and elites, beliefs in false narra-
tives and conspiracies can pose serious threats to democracy
and public safety (Geissler et al. 2022; Sternisko, Cichocka,
and van Bavel 2020). As a particularly concerning example,
Parler users have been associated with QAnon, a far-right
conspiracy theory in which supporters allege that a cabal of
elites controls global politics, conspires in a pedophile ring,
and engages in destroying society (Aliapoulios et al. 2022;
Amarasingam and Argentino 2020; Hanley, Kumar, and Du-
rumeric 2022). QAnon combines several conspiracy theo-
ries, and, as such, research has characterized it as a “meta
narrative” (Zuckerman 2019) or “super-conspiracy theory”
(Papasavva et al. 2021) that quickly gained a large base of
supporters and expanded globally (Hoseini et al. 2021).

The prominence of QAnon has led to widespread con-
cerns. One reason is that QAnon supporters were frequently
associated with violent incidents (Hoseini et al. 2021).
For example, several QAnon supporters participated in the
storming of the U.S. Capitol on January 6, 2021 (Aliapoulios
et al. 2022). As a result, the U.S. Federal Bureau of Inves-
tigation (FBI) has labeled QAnon a national security threat
(Amarasingam and Argentino 2020). Moreover, major so-
cial media networks such as Reddit, Twitter, and Facebook
have banned QAnon-related content from their platforms
(Papasavva et al. 2021), and, as a consequence, QAnon sup-
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porters migrated – to a large extent – to fringe communities
such as Parler (Aliapoulios et al. 2022). However, a user-
centric view profiling QAnon supporters on Parler is missing
and presents our novelty.

Despite the above, the total size of the QAnon community
on Parler remains unclear. Yet, understanding the size of the
community is crucial to evaluate the security threat that em-
anates from QAnon on Parler and motivates us to quantify
the number of self-reported QAnon supporters on the plat-
form. Furthermore, little is known about characteristics that
discriminate QAnon supporters from non-supporters. Parler
is characterized by a largely right-leaning community (Otala
et al. 2021), which leads to a rather homogeneous user base
compared to mainstream platforms such as Twitter or Face-
book. As a consequence, QAnon supporters and other users
on Parler might – at least to some extent – share a simi-
lar social identity and might hardly be distinguishable. So-
cial identity theory argues that the behavior of people de-
pends on – and varies across – group membership (Tajfel
and Turner 1986), which can strengthen beliefs in conspir-
acy theories and drive behavior (Sternisko, Cichocka, and
van Bavel 2020). Adherents of conspiracy theories might,
for example, want to improve their self-image or the repu-
tation of the group they belong to and find explanations for
their beliefs (Sternisko, Cichocka, and van Bavel 2020). In
fact, previous research on Facebook and Twitter showed that
conspiracy theorists behave differently compared to other
users (Bessi et al. 2015; Sharma, Ferrara, and Liu 2022).
However, it is unknown if the same holds for QAnon users
on Parler. Gaining such knowledge would have important
practical implications as it might help surveillance of con-
spiracy theorists and improve early detection of upcoming
security threats.

Research Questions: In this paper, we profile self-
reported QAnon supporters on Parler based on a large-scale
public snapshot of the Parler network (Aliapoulios et al.
2021). In particular, we seek to answer the following re-
search questions (RQs):

• RQ1: How many users on Parler are self-reported
QAnon supporters?

• RQ2: How do user characteristics differ between self-
reported QAnon supporters and other users on Parler?

• RQ3: Which user characteristics allow machine learn-
ing to discriminate self-reported QAnon supporters from
other users on Parler?

Contributions: By addressing the above RQs, we aim at
profiling the characteristics of self-reported QAnon support-
ers on Parler. Our contribution is three-fold: (1) We quan-
tify the number of self-reported QAnon supporters on Par-
ler. (2) We make use of a user’s profile, friendships, posts,
and comments, based on which we extract a comprehen-
sive set of user features, linguistic features, network fea-
tures, and content features. We then compare QAnon vs.
non-QAnon supporters along these features to identify user
characteristics that distinguish both groups. (3) We use ma-
chine learning methods to identify which user characteris-
tics can be leveraged to discriminate QAnon supporters from
non-QAnon supporters.

Related Work
User Profiling: Social networks attract a large and diverse
user base. While users disclose some personal information,
other characteristics can be kept private. As a result, re-
search has leveraged data from social media platforms to
profile different user groups. For example, one study seeks
to understand what distinguishes verified from non-verified
users on Twitter (Paul et al. 2019). Other works use pub-
lic information of users to predict their gender, age, and
geographic origin, even if such information is kept private
(Burger et al. 2011; Rao et al. 2010). Even other works lever-
age personal information to learn about the socioeconomic
status and income of users (Lampos et al. 2016; Preoţiuc-
Pietro et al. 2015; Rao et al. 2010). Previous literature has
also studied the characteristics of users engaging in online
abuse (Chatzakou et al. 2017b,a; ElSherief et al. 2018; Gor-
rell et al. 2018; Hua, Naaman, and Ristenpart 2020; Maity
et al. 2018; Ribeiro et al. 2018). Here, we add by profiling
QAnon supporters.

Fringe Online Communities: Fringe online communities
(sometimes also referred to as alt-tech) are characterized
by open self-expression and free speech (Aliapoulios et al.
2021; Bär, Pröllochs, and Feuerriegel 2023; Papasavva et al.
2021). Examples of corresponding social media platforms
are Gab, 4chan, Voat, BitChute, Gettr, and Parler. Over the
last years, they attracted large numbers of new users that
were dissatisfied with or banned from mainstream commu-
nities such as Twitter or Facebook (i. e., de-platforming) as
many of these are increasingly invested in content moder-
ation efforts (Aliapoulios et al. 2021; Otala et al. 2021).
As such, fringe communities attract a different user base
compared to mainstream communities characterized by ex-
treme viewpoints. In particular, many fringe communities
host users from the far-right political spectrum or conspir-
acy theorists (Aliapoulios et al. 2021, 2022; Papasavva et al.
2021; Zannettou et al. 2018).

There is a growing interest in computational social sci-
ence to research the behavior of fringe communities at Gab
(Ali et al. 2021; Zannettou et al. 2018), 4chan (Hine et al.
2017; Papasavva et al. 2020), Voat (Papasavva et al. 2021),
BitChute (Trujillo et al. 2020), Gettr (Paudel et al. 2022), or
Parler (Aliapoulios et al. 2021; Baines, Ittefaq, and Abwao
2021; Jakubik et al. 2023; Munn 2021; Otala et al. 2021;
Pieroni et al. 2021). In this work, we focus on Parler due to
its alleged role in inciting violence, disseminating extreme
far-right content (Aliapoulios et al. 2021; Hitkul et al. 2021),
and its relevance for hosting conspiracy theories as is the
case for QAnon (Aliapoulios et al. 2021).

Parler: Parler operates as a microblogging service similar to
Twitter and has grown a significant fringe online community
over the last years. The Parler community is characterized
by extreme viewpoints and accused of partially coordinating
the storming of the U.S. Capitol on January 6, 2021 (Ali-
apoulios et al. 2021). Parler is subject to heavy political po-
larization (Munn 2021; Otala et al. 2021). In fact, previous
research has shown that many politicians from the Repub-
lican Party, as well as their followers, migrated from Twit-
ter to Parler during the 2020 U.S. presidential election and
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around the storming of the U.S. Capitol (Otala et al. 2021)
dissatisfied with increasing content moderation on Twitter.
The authors suggest that this migration has contributed to a
Parler community that is – to a large extent – right-leaning.

Research examining the social media platform Parler has
only recently received traction. One stream of literature is
interested in cross-platform comparisons, whereby content
from Parler is compared against, e. g., Twitter. Here, find-
ings suggest that Parler encompasses views and emotions
that differ from those shared on Twitter, especially with re-
gards to the storming of the U.S. Capitol on January 6, 2021
(Hitkul et al. 2021; Jakubik et al. 2023). For example, many
Parler users are supportive of the strongly conservative ide-
ology of the rioters, whereas most users on Twitter con-
demned the riots.

Another stream of literature has studied what content is
posted on Parler. On the one hand, content appears to fre-
quently reference former U.S. President Donald Trump (Ali-
apoulios et al. 2021). On the other hand, content on Parler
was found to cover various conspiracy theories (Aliapoulios
et al. 2021; Pieroni et al. 2021). In this regard, content on
Parler was also found to make frequent references to QAnon
(Aliapoulios et al. 2021; Sipka, Hannak, and Urman 2022).
However, other than that, there is a paucity of works analyz-
ing the online behavior of QAnon supporters on Parler.

QAnon: QAnon emerged supposedly in 2017 (Papasavva
et al. 2021), when an anonymous user named “Q” posted a
thread named “Calm before the storm” stating that former
U.S. President Donald Trump is leading the fight against a
cabal of elites (Aliapoulios et al. 2022). Ever since, cryp-
tic pieces of information have appeared online, which are
decrypted by QAnon supporters informing them about the
fight against the cabal of elites (Aliapoulios et al. 2022).

A large part of the literature on QAnon focuses on the
online diffusion of the conspiracy theory (Aliapoulios et al.
2022; Hanley, Kumar, and Durumeric 2022; Hoseini et al.
2021; Priniski, McClay, and Holyoak 2021). Scholars have
analyzed posts attributed to “Q” (so-called “Q drops”) from
different aggregation sites (Aliapoulios et al. 2022). How-
ever, they find only little agreement between the Q drops
from different websites, thus implying that Q drops are writ-
ten by multiple people. In this regard, prior literature has
provided a detailed overview of QAnon discussions on, e. g.,
Voat (Papasavva et al. 2021), or compared content across
platforms (Sipka, Hannak, and Urman 2022). Furthermore,
there exists evidence that the QAnon conspiracy theory is
also discussed on other platforms such as Twitter (Sharma,
Ferrara, and Liu 2022), YouTube (Miller 2021), 8kun (Ali-
apoulios et al. 2022), or Parler (Aliapoulios et al. 2022).

Previous research has also studied QAnon supporters (En-
gel et al. 2022; Papasavva et al. 2021; Priniski, McClay, and
Holyoak 2021; Sharma, Ferrara, and Liu 2022). In the case
of Twitter, QAnon supporters engage in active discussions
and effectively circumvent content moderation (Sharma,
Ferrara, and Liu 2022). Moreover, QAnon supporters tend to
disseminate rather than produce content (Priniski, McClay,
and Holyoak 2021). Similarly, QAnon supporters actively
participated in discussions on Reddit and frequently shared

low-quality links (Engel et al. 2022). For the QAnon-related
subverse on Voat, it was found that only a few users are re-
sponsible for writing the majority of posts, while comments
are made by a large base of subscribers (Papasavva et al.
2021). However, none of these studies profile QAnon sup-
porters on Parler, especially not with the objective of un-
derstanding which user characteristics discriminate QAnon
supporters from non-QAnon supporters.

Research Gap: Little is known about which user character-
istics can discriminate QAnon supporters from non-QAnon
supporters. In this paper, we close this research gap by pro-
filing the characteristics of QAnon supporters on Parler.

Data
Our analysis is based on a large-scale public snapshot of
the Parler social network (Aliapoulios et al. 2021). Specifi-
cally, we collect data from 638,865 English-speaking users
between the founding of Parler in August 2018 to its shut-
down on January 11, 2021. These users posted approxi-
mately 158 M posts and 42 M comments. Overall, the size
of our dataset is comparatively large-scale, especially when
compared with user profiling in other contexts (e. g., Lampos
et al. 2016; Matero et al. 2019; Preoţiuc-Pietro et al. 2015).

Our dataset contains information on a user’s friendship
network (i. e., followers, followees), online activity (i. e.,
number of posts, number of comments), and popularity
(i. e., number of upvotes per post, impressions per post,
up/downvotes per comment). Furthermore, for each account,
we collect information about the date on which users joined
Parler and the user bios. User bios on Parler are short self-
descriptions of Parler users. They appear on the front page
of a user’s profile and are similar to user bios on Twitter.
For the purpose of our study, we only focus on users with
non-empty bios. Our data also contains the content posted
by each user from August 2018 to January 11, 2021.

Methods1

Theoretical Motivation
In this work, we aim to quantify the number of self-
reported QAnon supporters on Parler (RQ1); compare them
to non-QAnon supporters across different user characteris-
tics (RQ2); and, eventually, examine which user characteris-
tics can discriminate both QAnon vs. non-QAnon supporters
using machine learning (RQ3).

There are several reasons why we may or may not find
differences with regard to RQ2/RQ3. On the one hand,
the political orientation on Parler is largely right-leaning
(Otala et al. 2021). This leads to a generally more homoge-
neous user base compared to mainstream communities such
as Twitter or Facebook (where, in the latter, users are still
exposed to diverse ideological content (Bakshy, Messing,
and Adamic 2015)). Within Parler’s right-leaning environ-
ment, users largely share similar views on many matters,
such as their support for Donald Trump. Hence, QAnon sup-
porters on Parler might exhibit – at least to some extent –

1Code is available via https://github.com/DominikBaer95/
Parler QAnon UserProfiling.
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the social identity of non-supporters. This would imply that
QAnon supporters and other users are non-distinguishable;
we would thus see no differences with regard to RQ2 and
RQ3. On the other hand, social identity theory argues that
the behavior of people varies across different groups (Tajfel
and Turner 1986). Hence, people are drawn towards conspir-
acy theories due to specific social identity motivators (Stern-
isko, Cichocka, and van Bavel 2020). Here, adherents might
want to improve their self-image or the reputation of the
group they belong to and find explanations for their envi-
ronment (Sternisko, Cichocka, and van Bavel 2020). Hence,
adherents of conspiracy theories might behave differently
to align with these motivations. In fact, previous research
on Facebook showed that conspiracy theorists behave dif-
ferently (e. g., share more content related to their views) as
compared to other communities (Bessi et al. 2015). In addi-
tion, research from Twitter points out that QAnon supporters
are particularly active in engaging on the platform (Sharma,
Ferrara, and Liu 2022). Overall, this would imply that there
are indeed differences with regard to RQ2 and RQ3. Re-
solving this opposition motivates our work to profile user
characteristics of QAnon supporters on Parler.

Identifying QAnon Supporters
To quantify the size of the QAnon community on Parler, we
first classify users into whether they self-report as QAnon
supporters. For this, we follow the approach in Sharma, Fer-
rara, and Liu (2022) and apply a keyword list to a user’s bio
in order to classify users. The theoretical reasoning behind
this approach is that the user bios are supposed to reflect
the personal and social identity of a user (Li et al. 2020;
Pathak, Madani, and Joseph 2021; Rogers and Jones 2021).
As such, user bios are predictive of one’s identity, includ-
ing gender (Burger et al. 2011; Pathak, Madani, and Joseph
2021), personal interests (Ding and Jiang 2014), and polit-
ical orientation (Pathak, Madani, and Joseph 2021; Rogers
and Jones 2021), while we here adapt the approach to sup-
porters of conspiracy theories.

We adopt an extensive list of QAnon-specific keywords
from prior literature (Sharma, Ferrara, and Liu 2022) to
identify QAnon supporters. These capture different aspects
of the underlying conspiracy theory, including the final fight
against the cabal (e. g., “thestorm”, “thegreatawakening”),
the alleged child sex trafficking ring run by the cabal (e. g.,
“saveourchildren”, “adrenochrome”), or related conspiracy
theories (e. g., “pizzagate”, “obamagate”). Hence, a user is
counted as a QAnon supporter if one of the keywords ap-
pears on a user’s bio. Otherwise, we refer to the user as non-
QAnon supporter. Example user bios of QAnon vs. non-
QAnon supporters are shown in Tbl. 1.

Validation Study: We validate the reliability of the above
keyword approach as follows. Specifically, we performed
a user study on the online survey platform Prolific (www.
prolific.co) with n = 7 participants in order to assess
whether our keyword approach leads to similar results as
human assessment. Prior to our user study, all participants
were trained in our task by providing them with background
information on the QAnon conspiracy theory (and what sets

it apart from conservative ideology). Subsequently, the par-
ticipants were shown 100 randomly sampled user bios (50
QAnon and 50 non-QAnon) and then asked to assess to what
extent the corresponding identifies with QAnon. For this, we
use a Likert scale ranging from −3 to +3, where −3 corre-
sponds to a user who does not identify with QAnon at all,
while +3 refers to a strong identification.

We find a statistically significant interrater agreement in
terms of Kendall’s W (W = 0.76; p < 0.01). We then eval-
uate to what extent the rater assessments and our keyword
approach agree. For this, we first map the Likert scale onto a
binary label (QAnon yes/no), whereby a user bio is classified
as QAnon (non-QAnon) if a rater has labeled the user bio
with a Likert rating of +1 or higher (zero or below). We find
a large overlap between our keyword approach and the hu-
man assessment. In fact, we find that only 4 % of QAnon and
2 % of non-QAnon supporters were classified incorrectly by
the keyword approach, whereas the majority of class labels
are in agreement2. Consequently, our keyword approach can
reliably discern (non-)QAnon supporters on Parler.

Class label Bios (examples)

QAnon

“Truth Seeking Psychic Passionate About Re-
vealing False Narratives Perpetrated by The 1 %
#WWG1WGA Here To Help Provide Insight And
Awaken Humanity #The Great Awakening”

“Lover of God, Family, Country, and First Re-
sponders. #TrumpTrain #WWG1WGA”

“Conservative. Trump supporter. Q army”

Non-QAnon

“a fair-minded thinker that believes in one con-
stitution and equal justice for all.”

“Believer, Patriot, Conservative, Father, Friend”

“I am a patriot, an American. I support our pres-
ident. I will never kneel before our flag...”

Table 1: Examples of user bios classified as QAnon and non-
QAnon supporters. Class labels via keyword matching.

Feature Extraction
We extract a comprehensive set of features that should char-
acterize our user base (see Tbl. 2), namely (1) user features,
(2) linguistic features, (3) network features, and (4) content
features as follows.

(1) User Features: To characterize users, we rely on in-
formation on a user’s friendship network. This information
was discriminatory in other research inferring verified status

2We find that misclassified accounts are related to other con-
spiracy theories, yet, with no other reference to QAnon. For ex-
ample, users reference the keyword “plandemic” which might not
provide enough evidence for human annotators to classify the pro-
file as QAnon. To quantify how this would extrapolate to the whole
sample, we checked for the number of profiles only mentioning the
keyword “plandemic” with no other reference to QAnon in their
bios: This only accounts for 99 of all accounts in our sample. This
thus corroborates the reliability of our approach.
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(Paul et al. 2019), the socioeconomic circumstances (Lam-
pos et al. 2016), or discriminating bots and human users
(Kudugunta and Ferrara 2018) on Twitter. Consistent with
(Kudugunta and Ferrara 2018; Lampos et al. 2016; Paul et al.
2019), we also include information on a user’s activity on
Parler, namely, the number of posts and comments as well
as the account age.

(2) Linguistic Features: We extract linguistic characteris-
tics that capture the style (i. e., the how) with which content
is written. Previously, such linguistic features were found to
be a reliable predictor of group membership in other settings
(Hu et al. 2016; Khalid and Srinivasan 2020). Analogous to
prior literature (Chatzakou et al. 2017a; Khalid and Srini-
vasan 2020; Lampos et al. 2016; Paul et al. 2019), we thus
control for handles, hashtags, external URLs, long words,
and part-of-speech tags (POS).

We also compute the sentiment and the levels of toxi-
city, identity attacks, insult, profanity, and threat of con-
tent on Parler. Here, we follow prior research (Aliapoulios
et al. 2022; Naumzik and Feuerriegel 2022; Papasavva et al.
2021; Pröllochs, Bär, and Feuerriegel 2021a,b; Pröllochs
and Feuerriegel 2023) and extract sentiment using the NRC
dictionary (Mohammad 2021) and use Google’s Perspective
API (Jigsaw and Google 2022) to extract the other features
(i. e., toxicity, identity attacks, etc.). Overall, this is moti-
vated by the fact that sentiment was found to be discrimina-
tory in similar applications and that different levels of tox-
icity and threat for QAnon users compared to non-QAnon
supporters were observed on other platforms (Aliapoulios
et al. 2022; Papasavva et al. 2021; Paul et al. 2019)

We further calculate the average stance of a user to-
wards QAnon. This accounts for the fact that sentiment and
stance are not necessarily correlated (AlDayel and Magdy
2021). Inspired by prior research (Kawintiranon and Singh
2021), we pre-trained BERT on a large corpus of ∼5 M
posts from Parler and added the most important stance
tokens towards/against QAnon to the original BERT vo-
cabulary. Overall, this should allow our model to capture
Parler-specific language more accurately compared to us-
ing standard BERT for the downstream task of stance de-
tection (Kawintiranon and Singh 2021). Subsequently, we
fine-tuned the new language model on a sample of 1250
stance-labeled posts and computed the average stance of a
user towards QAnon (details are in our GitHub).

Lastly, we include features extracted using the LIWC
2015 (Pennebaker et al. 2015) and the Empath library (Fast,
Chen, and Bernstein 2016), which provide a multifaceted
view on various lexical categories (e. g., negative/positive
emotions, aggression) and were used in various applications
studying online content (Kratzwald et al. 2018; Maarouf,
Pröllochs, and Feuerriegel 2022; Ribeiro et al. 2018; Robert-
son et al. 2023).

(3) Network Features: We extract network features as a
representation of how users are connected on Parler. Fol-
lowing prior research characterizing hateful users on Twitter
(Chatzakou et al. 2017a; Ribeiro et al. 2018), we compute
betweenness, eigenvector, and in-/out-degree centrality for
each user in the repost network.

(4) Content Features: For each post and comment, we ex-
tract text embeddings as a representation of the textual con-
tent. In doing so, each post and comment is cleaned and
tokenized; i. e., we replace contractions and remove hash-
tags, handles, emojis, and other alphanumeric characters.
Next, we extract text embeddings from the standard SBERT
model all-MiniLM-L6-v2 with mean pooling (Reimers and
Gurevych 2019). In particular, we map each post and com-
ment on a 383-dimensional vector. SBERT is based on
Google’s BERT model (Devlin et al. 2019) and is specif-
ically trained to create meaningful embeddings for short
text and chosen because it is computationally more efficient
and showed significantly better results on common bench-
marks (Reimers and Gurevych 2019). Subsequently, we fol-
low prior literature (Yu, Wan, and Zhou 2016) and average
all sentence embeddings corresponding to a specific user.
This provides a representation of the textual content posted
by each user.

Machine Learning Approach
We use machine learning in order to discriminate QAnon
from non-QAnon supporters based on the above features.
For this, we use extreme gradient boosting (XGBoost) (Chen
and Guestrin 2016). The outcome variable y is set to y = 1
if a user is classified as a QAnon supporter, and y = 0 oth-
erwise. The choice of XGBoost is consistent with research
performing user profiling in other settings (e. g., to predict
verified status on Twitter (Paul et al. 2019)). In our analysis,
we fit a classifier using the combination of all feature groups
to evaluate the overall performance. To study the predictive
power of the different feature groups individually, we further
fit separate classifiers to the respective set of user features,
linguistic features, network features, and content features.
Finally, we evaluate the performance based on the area un-
der the receiver operating characteristic curve (ROC AUC).

Our original sample is heavily skewed towards non-
QAnon supporters (see Tbl. 3). Therefore, we randomly se-
lected a balanced subsample of n = 62, 084 users. Before
training, we split our data into a training set (80 %) and a
hold-out set (20 %) for the model evaluation. XGBoost is
tuned using 10-fold cross-validation in combination with a
grid search (details are in our GitHub).

Results
Size of QAnon Community on Parler (RQ1)
To answer RQ1, we classify users on Parler into self-
reported QAnon supporters vs. others by matching user bios
against an extensive list of keywords that are characteristic
of QAnon. This allows us to quantify the size of the QAnon
community on Parler. Reassuringly, we remind that we refer
to all other users as “non-QAnon supporters.” The results
are shown in Tbl. 3. Out of all English-speaking users in our
sample, we find that a large number of Parler users (34,913)
are self-reported QAnon supporters. This amounts to 5.5 %
of all users, thus providing evidence that Parler hosts a com-
paratively large QAnon community.

In addition, we provide summary statistics on the number
of posts and comments associated with QAnon supporters
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Feature Group Dimension Description

User
features

Followers Number of followers per user
Followees Number of followees per user
Posts Number of posts per user
Comments Number of comments per user
Impressions (post) Average number of impressions per post
Upvotes (post) Average number of upvotes per post
Upvotes (comment) Average number of upvotes per comment
Downvotes (comment) Average number of downvotes per comment
Account age Time passed since a user joined Parler

Linguistic
Features

Handles Frequency of handles per post/comment
Hashtags Frequency of hashtags per post/comment
URLs Frequency of URLs per post/comment
Long words Frequency of long words (≥ 6 letters) per post/comment
POS Frequency of tokens per post/comment identified as part of speech after POS tagging1

Stance Average stance of user towards QAnon
Sentiment Sentiment, where sentiment scores are weighted over all posts and comments by length.
Toxicity Average toxicity by user
Severe toxicity Average severe toxicity by user
Identity attack Average level of identity attacks by user
Insult Average level of insults by user
Profanity Average level of profanities by user
Threat Average level of threat by user
LIWC features Average LIWC scores by user
Empath features Average Empath scores by user

Network
Features

Betweenness Betweenness centrality of user
Eigen Eigenvector centrality of user
In-degree In-degree centrality of user
Out-degree Out-degree centrality of user

Content Features Embeddings Text embeddings by user
1 Part-of-speech tags comprise nouns, pronouns, adjectives, verbs, adpositions, and determiners, thus counting words in “natural”
language.

Table 2: List of features extracted per user.

on Parler (see Tbl. 3). We find that QAnon supporters on
Parler shared approximately 21.55 M posts and 3.65 M com-
ments. This accounts for 14 %, and 9 %, respectively, of the
overall posts and comments shared by users in our sample.
Hence, QAnon supporters share proportionately more posts
and comments than non-QAnon supporters on Parler. In the
following, we will further study how user characteristics of
QAnon and non-QAnon supporters on Parler differ.

Class Label #Users [%] #Posts [%] #Comments [%]

QAnon 34,913 21,532,766 3,619,857
[5.5 %] [14 %] [9 %]

Non-QAnon 603,952 136,316,477 38,701,991
[94.5 %] [86 %] [91 %]

Overall 638,865 157,849,243 42,321,848
[100 %] [100 %] [100 %]

Table 3: Descriptives summarizing the QAnon community
on Parler.

Comparison of User Characteristics between
QAnon vs. non-QAnon Supporters (RQ2)
To answer RQ2, we now compare QAnon vs. non-QAnon
supporters on Parler across different user characteristics. For
this purpose, we analyze descriptive statistics with respect to
the extracted user features, linguistic features, network fea-
tures, and content features.

How active are QAnon supporters on Parler?
QAnon supporters are a bigger threat if they are especially

active. Abusive users tend to be more active on social me-
dia (Ribeiro et al. 2018), which might also apply to QAnon
users. Hence, we compare the number of posts and com-
ments shared by QAnon vs. non-QAnon supporters on Par-
ler. Specifically, we compute the complementary cumulative
distribution function (CCDF) for both variables and test for
statistically significant differences in the distributions using
a Kolmgorov-Smirnov (KS) test (Smirnov 1939). We find
that QAnon supporters share significantly more posts and
comments compared to non-QAnon supporters (p < 0.01)
(see Fig. 1a,b). In particular, the average number of posts
(comments) is 621.67 (104.51) for QAnon supporters vs.
227.04 (64.46) for non-supporters on Parler. Hence, QAnon
users have a large impact on the content discussed on Parler.
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Figure 1: Complementary cumulative distribution functions (CCDFs) for selected features.

When did QAnon supporters join Parler?
The timing of when QAnon supporters migrated to Parler

is important, as it informs which user base – Qanon support-
ers or non-supporters – drives the growth of the platform.
Hence, we compare the account age of QAnon and non-
QAnon supporters. Overall, the majority of users joined only
in a later stage of the platform (≈ from June 2020 onward),
which coincides, for example, with the 2020 U.S. presiden-
tial election and Twitter’s increased efforts to manage con-
tent (Aliapoulios et al. 2021). However, on average, QAnon
supporters joined Parler earlier than non-QAnon supporters.
The average account age for QAnon supporters is 266.25
days (interquartile range [IQR]: 193.85 to 248.84), whereas,
for non-QAnon supporters, it is 203.60 days (interquartile
range [IQR]: 84.14 to 221.68) and thus around 2 months ear-
lier. Overall, this suggests that QAnon supporters were early
adopters of so-called “free speech” platforms such as Parler
(e. g., to openly discuss the conspiracy).

How popular is content from QAnon supporters on Parler?
We now examine the virality of QAnon-related content.

In the past, QAnon-related content has gone viral on main-
stream social media (Sternisko, Cichocka, and van Bavel
2020). As such, we expect content by QAnon supporters to
be more popular on Parler compared to content shared by
non-supporters. To check this, we compare the popularity
of posts and comments shared by QAnon vs. non-QAnon
supporters on Parler. In doing so, we compare the number

of upvotes per post, upvotes per comment, downvotes per
comment, and impressions per user. We observe mixed pat-
terns regarding the popularity of the posted content on Par-
ler. Posts from both groups are, on average, almost equally
likely to be upvoted (QAnon: 3.00 vs. non-QAnon: 3.62)
(see Fig. 1d). Similarly, comments by QAnon supporters re-
ceive on average a comparable number of upvotes (QAnon:
2.53 vs. non-QAnon: 2.27) (see Fig. 1e). Nevertheless, a KS-
test for each of the variables suggests statistically signifi-
cant distributional differences for all variables (p < 0.01).
In contrast, posts by non-QAnon supporters on average re-
ceive substantially less impressions (see Fig. 1c). In partic-
ular, non-QAnon supporters on average receive 406.21 im-
pressions, while, for QAnon supporters, the average number
of impressions is 249.09. Even though there is more QAnon-
related content on Parler, the posts are less viral and far-
reaching (as opposed to non-QAnon-related content).

How do QAnon share content on Parler?

QAnon supporters have developed specific hashtags
(Sharma, Ferrara, and Liu 2022) and collectively investi-
gate the cabal and decipher Q drops (Aliapoulios et al.
2022). This might relate to an extensive use of hashtags,
handles, and URLs. Thus, we now compare “how” con-
tent by QAnon and non-QAnon supporters differs on Parler.
We find that QAnon supporters use more handles than non-
QAnon supporters (see Fig. 1g). Evidently, QAnon support-
ers also use more hashtags and share URLs more frequently
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than non-QAnon supporters (see Fig. 1h and Fig. 1i, respec-
tively). The distributional difference is statistically signifi-
cant for all variables (p < 0.01). Overall, this suggests that
QAnon supporters make strategic use of handles, hashtags,
and URLs. A possible explanation is that this might help to
actively discuss the conspiracy with other supporters, reach
certain audiences, and share external content to sources of
conspiratorial materials.

How does sentiment, toxicity, threat, and profanity vary be-
tween QAnon and non-QAnon supporters?

On the one hand, the QAnon narrative (and many theories
around cabals, sex trafficking, etc.) lets one expect high lev-
els of toxicity, threat, and profanity. On the other hand, ob-
servations from other alt-right social media platforms such
as Gab, 4chan, and 8kun suggest lower levels of toxicity,
threat, and profanity for posts authored by QAnon support-
ers compared to other content on those platforms (Papasavva
et al. 2021; Aliapoulios et al. 2022). Hence, we study dif-
ferences in sentiment, toxicity, threat, and profanity. For all
variables, we find distributional differences at statistically
significant levels (see Fig. 1j–1m). QAnon supporters appear
to use more positive sentiment compared to non-QAnon sup-
porters. Furthermore, we find that posts and comments by
QAnon supporters express lower levels of toxicity, threat,
and profanity. Overall, this resembles the general narrative
of QAnon pointing to a “brighter” future after the cabal is
defeated (Zuckerman 2019).

How are (non-)QAnon supporters connected on Parler?
We compare the network structure of QAnon vs. non-

QAnon supporters on Parler by analyzing (i) the friendship
network and (ii) the repost network:

(i) Friendship Network: Abusive users on social media
tend to maintain larger friendship networks (Ribeiro et al.
2018). QAnon users might also build a large friendship net-
work to reach other supporters or convince non-supporters.
Hence, we compare the number of followers and followees
of QAnon and non-QAnon supporters. QAnon supporters
generally have more followers than non-QAnon supporters
(see Fig. 1n). The corresponding means amount to 799.20
(for QAnon supporters) vs. 416.25 (for non-QAnon support-
ers). In a similar vein, QAnon supporters are following more
users than non-QAnon supporters (see Fig. 1o). On average,
QAnon supporters follow 856.54 users vs 272.44 users for
non-QAnon supporters. For both variables, the distributional
differences are statistically significant as suggested by a KS-
test (p < 0.01). This implies that QAnon supporters connect
to a large number of users on Parler and thus attain an influ-
ential role in the network.

QAnon supporters, on average, joined Parler earlier com-
pared to non-supporters. The additional time on the plat-
form might have allowed QAnon supporters to grow a larger
friendship network. Thus, we check how the size of the
friendship network depends on the account age and compute
the median number of followers and followees of QAnon
supporters and non-QAnon supporters for 30-day intervals.
The results are shown in Fig. 2. We find that the me-
dian number of followers is higher for QAnon supporters
compared to non-QAnon supporters for each interval (see

Fig. 2a). Similarly, QAnon supporters also follow more ac-
counts compared to non-QAnon supporters regardless of
their account age (see Fig. 2b). Overall, this shows how users
grow on Paler and suggests that QAnon supporters quickly
gain followers and followees on the platform.

(a) Followers

0

1000

2000

3000

4000

0 200 400 600 800
Account age

Fo
llo

w
er

s

Non−QAnon
QAnon

(b) Followees

0

1000

2000

3000

4000

0 200 400 600 800
Account age

Fo
llo

w
ee

s

Non−QAnon
QAnon

Figure 2: Median number of (a) followers and (b) followees
of QAnon and non-QAnon supporters by account age. Shad-
ing represents the interquartile range.

(ii) Repost Network: Content by QAnon supporters tends
to receive substantially fewer impressions compared to non-
supporters (see above). This implies that the repost net-
work of QAnon and non-QAnon supporters on Parler dif-
fers. Fig. 3 illustrates the repost network for highly con-
nected users on Parler between November 2020 and January
2021. We find that QAnon supporters (colored in red) take a
central position in the Parler network. Furthermore, they are
closely connected to other QAnon accounts but also main-
tain links to spreaders of fake news (e. g., thegatewaypun-
dit.com), far-right activists (e. g., Tommy Robinson), and
conservative thought leaders (e. g., Sean Hannity).

We also compare the in- and out-degree centrality of users
in both groups. Here, in-degree centrality measures the num-
ber of times a user’s post is reposted/commented by an-
other user and vice versa. We find that QAnon supporters
are more central compared to non-QAnon supporters. In par-
ticular, posts by QAnon supporters are reposted/commented
by 29.78 other users on average while posts by non-QAnon
supporters are only reposted/commented on by 16.66 other
users. Similarly, QAnon supporters repost/comment on av-
erage 24.37 posts by other users compared to 17.01 for non-
QAnon supporters. Overall, this underlines the strong im-
pact of QAnon supporters on Parler network.
What content do (non-)QAnon supporters share on Parler?

We expect that QAnon supporters discuss QAnon-related
topics in addition to other topics on Parler. To check this, we
now compare the content (i. e., “what” users write) shared
by QAnon and non-QAnon supporters on Parler. In particu-
lar, we compare the most frequently used words by QAnon
and non-QAnon supporters, which should point to how top-
ics of interest vary across both groups. Fig. 4 reports the
10 most frequent words appearing in content composed by
QAnon vs. non-QAnon supporters.

There are several similarities between QAnon and non-
QAnon supporters. We find that both groups mention for-
mer U.S. President Donald Trump and “god”. This may be
expected: while many non-QAnon supporters do not self-
disclose interest in the QAnon conspiracy theory, many
of them are still conservatives (thus engaging in frequent
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Figure 3: Social network plot of Parler showing user inter-
actions between November 2020 and January 2021. QAnon
supporters are colored in red. The size of the nodes varies
by the overall number of interactions of a user (i. e., reposts
and comments). For readability, only users who interacted at
least 100 times are shown.

discussions around politics or religion) (Aliapoulios et al.
2021). Along these lines, we find that QAnon supporters fre-
quently use words such as “America” and “patriots” which
are often associated with a strong political polarization to-
wards the right-wing.

However, there are also differences. We find that QAnon
supporters frequently share terms such as “WWG1WGA”
(as a short form for “Where we go one we go all”) that
are inherently QAnon-specific. Evidently, QAnon support-
ers frequently engage in discussing conspiratorial content.

Overall, the analysis shows that QAnon supporters dis-
cuss many conservative topics similar to those of regular
users but, beyond that, also refer to words that are unique
to the QAnon conspiracy theory.
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Figure 4: Top 10 most common words in Parler content (i. e.,
posts and comments) as a breakdown by QAnon and non-
QAnon supporters.

Discriminating QAnon and non-QAnon
Supporters Using Machine Learning (RQ3)
To answer RQ3, we examine which of the different feature
groups allows to discriminate QAnon and non-QAnon sup-

porters using machine learning. We thus fit four XGBoost
classifiers, each using one of the four different feature
groups. In addition, we examine the predictive power of a
classifier trained on a combination of all four feature groups.

Tbl. 4 reports the prediction performance of the differ-
ent classifiers. Mann–Whitney U-tests (Mason and Graham
2002) are used to confirm that the performance is above that
of a random guess. We find that all feature sets have predic-
tive power based on which QAnon vs. non-QAnon support-
ers can be discerned. For each feature group, the respective
ROC AUC is above 0.50. Further, the improvement is statis-
tically significant (p < 0.01). Consistent with this, we find
that the performance of a classifier trained based on a com-
bination of all features achieves a ROC AUC of 0.76. Again,
this is statistically significant (p < 0.01).

Beyond that, we observe several notable patterns. First,
we find that user features have the highest discrimina-
tory power wrt. distinguishing (non-)QAnon supporters
(ROC AUC = 0.74). This is followed by content features
and linguistic features, where the performance of the classi-
fier amounts to a ROC AUC of 0.69 and 0.67, respectively.
In contrast, network features have the lowest discriminatory
power (ROC AUC = 0.63).

We now check the feature importance for our model using
all features. We find that user features (e. g., followers, ac-
count age) have overall large feature importance scores. In
addition, several linguistic and content features (e. g., stance,
SBERT 336) are also important. This corroborates our pre-
vious findings showing that QAnon supporters differ signif-
icantly from non-QAnon supporters along these dimensions
(e. g., build larger friendship networks, use more hashtags).

Input ROC AUC Sensitivity Specificity F1

User features 0.74∗∗∗ 0.77 0.71 0.75
Linguistic features 0.67∗∗∗ 0.62 0.72 0.66
Network features 0.63∗∗∗ 0.62 0.65 0.63
Content features 0.69∗∗∗ 0.67 0.70 0.68

All features 0.76∗∗∗ 0.77 0.75 0.77
p-values are obtained using the Mann–Whitney U-test (Mason and Graham
2002): ∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05

Table 4: Performance of classifying users into QAnon (=1)
vs. non-QAnon (=0) supporters based on different features.

Robustness Checks: We check the robustness of our ma-
chine learning approach by conducting a series of additional
analyses (details are in our GitHub): First, we check the pre-
dictive performance of each feature group with alternative
classifiers. Overall, we find: XGBoost performs best. Var-
ious other classifiers reach a similar performance, and the
ordering of the different feature groups remains the same.
Second, we test the predictive performance with all possi-
ble combinations (i. e., powerset) of our four feature groups.
In line with our main results, we find that combinations in-
cluding user features exhibit higher ROC AUC scores and
that no combination can statistically significantly achieve
higher predictive performance compared to a model based
on the complete set of features. Third, we check if features
with low predictive performance influence the overall clas-
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sification performance and perform feature selection using a
LASSO. Subsequently, we train a model on all features with
non-zero coefficients. Our results indicate that the exclusion
of features with low predictive power does not increase the
classification performance (ROC AUC=0.76). Nevertheless,
this may yield a reduced model for applications in practice.

Discussion
Relevance: The QAnon conspiracy theory has been deemed
as a significant threat to public security by the U.S. Fed-
eral Bureau of Investigation (Amarasingam and Argentino
2020). Thus, a better understanding of QAnon supporters is
necessary to identify potentially dangerous communities on
the platform. To the best of our knowledge, this paper pro-
vides the first study profiling QAnon supporters on Parler.

Summary of Findings: Our findings contribute to the
existing research on Parler by quantifying the number of
QAnon supporters on the platform. Previously, it was fre-
quently observed that the Parler social media platform hosts
QAnon (e. g., Aliapoulios et al. 2021; Baines, Ittefaq, and
Abwao 2021); however, the actual size of the community
has remained unclear. Here, our findings show that there is
indeed a large community of self-reported QAnon support-
ers on Parler. Specifically, we find that around 5.5 % of the
users in our sample are self-reported QAnon supporters.

Our results further show that QAnon supporters differ
from non-QAnon supporters across multiple dimensions.
This is in line with social identity theory which predicts that
the behavior of people differs according to their group mem-
bership (Tajfel and Turner 1986). For example, we find that
QAnon supporters have a large impact on the platform as
they are more active and maintain larger friendship and re-
post networks compared to non-QAnon supporters. As such,
QAnon supporters appear to behave similarly to other abu-
sive users on social media (Ribeiro et al. 2018). Thereby, we
establish a better understanding of the behavior of QAnon
supporters in online communities.

A potential reason for the different behavior of QAnon
supporters might lie in the participatory nature of QAnon
(Zuckerman 2019) and the motivations behind conspiracy
theory beliefs (Sternisko, Cichocka, and van Bavel 2020).
Psychological research shows that conspiracy theorists want
to make sense of their environment (Sternisko, Cichocka,
and van Bavel 2020). In the case of QAnon, supporters col-
lectively investigate the cabal and decipher Q drops. Such
efforts require a high level of outreach and discussion to be
successful (Bär et al. 2023) and could thus lead to larger net-
works and activity on Parler. Along similar lines, the higher
number of URLs shared by QAnon supporters might indi-
cate an increased effort to explain their views. Furthermore,
conspiracy theorists are often driven by social identity mo-
tives and adherents want to feel good about themselves /
their group (Sternisko, Cichocka, and van Bavel 2020). The
frequent use of specific hashtags of QAnon supporters might
indicate the development of a unique social identity, whereas
the relatively more positive sentiment and the lower levels of
toxicity, threat, and profanity might be related to a positive
self-image of QAnon supporters. Of note, the differences for
all these features are statistically significant, showing that

QAnon supporters differ from the otherwise rather homoge-
neously conservative user base on Parler.

We further find that machine learning together with a rep-
resentative set of features (chosen analogous to prior re-
search (Paul et al. 2019; Rao et al. 2010)) can discriminate
QAnon vs. non-QAnon supporters with a ROC AUC of up to
0.76. The performance is lower compared to studies profil-
ing verified users (Paul et al. 2019) or detecting bots on Twit-
ter (Kudugunta and Ferrara 2018). This implies that there
is still some unexplained variance (beyond the information
from user characteristics that is typically used for user pro-
filing in social media). However, the lower ROC AUC is
also an indication of similarities among QAnon supporters
and other users on Parler, who, for example, may often post
somewhat similar content (e. g., posts with similar conser-
vative viewpoints). Out of the different feature groups, we
find that user features are especially discriminatory to dis-
tinguish QAnon vs. non-QAnon supporters, suggesting that
both groups are characterized by different behavior (and not
necessarily “how” or “what” users write). This is in line
with other research profiling users on mainstream online
communities such as Twitter, where user features consis-
tently have large predictive power (Kudugunta and Ferrara
2018; Paul et al. 2019).

Implications: The QAnon community is expanding glob-
ally (Hoseini et al. 2021) and poses a significant threat
to public security (Amarasingam and Argentino 2020). As
such, the growing number of violent acts by QAnon sup-
porters (National Consortium for the Study of Terrorism and
Responses to Terrorism 2021) that peaked in an attack on
democracy with the storming of the U.S. Capitol on Jan-
uary 6, 2021 (Hitkul et al. 2021) call for action by research,
platform owners, and policymakers. Here, our work pro-
vides first insights into the behavioral attributes of QAnon
supporters. We demonstrate that machine learning in combi-
nation with a comprehensive set of features can help to iden-
tify QAnon supporters – even on a social media platform
that largely resembles a right-wing echo chamber. From a
practical perspective, our features rely on data available for
most social media platforms. As such, our machine learning
framework is directly applicable to other platforms and may
help surveillance and early detection of upcoming threats
through a group of conspiracy theorists that have repeatedly
been associated with violent incidents.

Moreover, it is concerning that QAnon supporters seem to
use Parler to cultivate their social identity (e. g., by using dif-
ferent linguistic styles) while also growing larger friendship
networks faster than other user groups. The latter may be ex-
pected as QAnon supporters chose the Parler platform for a
particular reason (e. g., actively discussing politics based on
a certain ideology rather than pure news consumption or cu-
riosity). However, it also renders it likely that false informa-
tion spreads particularly fast and viral among QAnon sup-
porters due to their larger reach and central role in the net-
work. Also, we see that community mechanisms to control
information (i. e., upvotes and downvotes) may not be func-
tioning as desired. Upvotes are distributed fairly similarly
for both QAnon supporters and other users on Parler. How-
ever, more importantly, comments from QAnon supporters
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receive considerably fewer downvotes. This may exacerbate
and even reinforce the spread of false information due to the
absence of content moderation (as well as having a segre-
gated “echo chamber” platform with users originating pri-
marily from a single, right-leaning ideology).

Limitations and Future Research: As with other re-
search, ours is not free of limitations that offer opportu-
nities for future research: (1) We identified QAnon sup-
porters based on an extensive series of keywords consis-
tent with earlier research (Sharma, Ferrara, and Liu 2022).
Previously, the reliability of such an approach was unclear
(e. g., users might express their opposition to QAnon and
still get classified as supporters). However, our validation
study confirms that the approach is highly accurate. (2) We
infer QAnon supporters based on their user bios, while fu-
ture research could identify QAnon supporters based on
posts and comments, though this might also include users
arguing against QAnon and may thus provide less reliable
labels. (3) Our analysis is based on Parler, which has at-
tracted a large community of QAnon supporters and which
makes it particularly relevant for research to understand dif-
ferences between QAnon vs. non-QAnon supporters. How-
ever, QAnon supporters might behave differently on main-
stream social media. As a result, taking a cross-platform
perspective presents a promising avenue for future research.
(4) Our data provides a static snapshot of Parler. Hence, fu-
ture research should study how the characteristics of QAnon
supporters change over time. (5) We compare QAnon vs.
non-QAnon supporters. Yet, there may also be further het-
erogeneity among QAnon supporters, which could be ana-
lyzed by future research.

Conclusion
The social media platform Parler has emerged into a promi-
nent fringe community where a significant proportion of the
user base are self-reported supporters of QAnon. Yet, little is
known about QAnon supporters on Parler. To fill this void,
we analyze a large-scale public snapshot of Parler, based on
which we profile QAnon supporters. Self-reported QAnon
supporters make up a significant portion (5.5 %) of the user
base on Parler. These users are significantly different from
non-QAnon supporters on Parler. Following social identity
theory, the self-reported appraisal of QAnon manifests in
different online behavior such as larger friendship networks
and greater activity. These differences allow machine learn-
ing to discriminate QAnon vs. non-QAnon supporters. Here,
user features such as the size of the friendship network or
activity are more discriminatory compared to how or what
users write. Our machine learning framework may thus al-
low for real-time surveillance and early warnings.

Ethics Statement
This research did not involve interventions with human sub-
jects, and, thus, no approval from the Institutional Review
Board was required by the author institutions. All analyses
are based on publicly available data and we do not make any
attempt to track users across different platforms. We neither
de-anonymize nor de-identify their accounts. Furthermore,

all analyses conform with national laws. To respect privacy,
we explicitly do not publish usernames in our paper (except
for celebrity profiles) and only report aggregate results.

References
AlDayel, A.; and Magdy, W. 2021. Stance detection on so-
cial media: State of the art and trends. Information Process-
ing & Management, 58(4): 102597.
Ali, S.; Saeed, M. H.; Aldreabi, E.; Blackburn, J.; de Cristo-
faro, E.; Zannettou, S.; and Stringhini, G. 2021. Understand-
ing the effect of deplatforming on social networks. In Web-
Sci.
Aliapoulios, M.; Bevensee, E.; Blackburn, J.; Bradlyn, B.;
de Cristofaro, E.; Stringhini, G.; and Zannettou, S. 2021. A
large open dataset from the Parler social network. In WWW.
Aliapoulios, M.; Papasavva, A.; Ballard, C.; de Cristofaro,
E.; Stringhini, G.; Zannettou, S.; and Blackburn, J. 2022.
The gospel according to Q: Understanding the QAnon con-
spiracy from the perspective of canonical information. In
ICWSM.
Amarasingam, A.; and Argentino, M.-A. 2020. The QAnon
conspiracy theory: A security threat in the making? CTC
Sentinel, 13(7): 37–44.
Baines, A.; Ittefaq, M.; and Abwao, M. 2021. #Scamdemic,
#Plandemic, or #Scaredemic: What Parler social media plat-
form tells us about COVID-19 vaccine. Vaccines, 9(5): 421.
Bakshy, E.; Messing, S.; and Adamic, L. A. 2015. Political
science. Exposure to ideologically diverse news and opinion
on Facebook. Science, 348(6239): 1130–1132.
Bär, D.; Calderon, F.; Lawlor, M.; Licklederer, S.; Totzauer,
M.; and Feuerriegel, S. 2023. Analyzing social media activ-
ities at Bellingcat. In WebSci.
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riegel, S. 2023. Online emotions during the storming of the
U.S. Capitol: Evidence from the social media network Par-
ler. In ICWSM.
Jigsaw; and Google. 2022. Perspective API.
www.perspectiveapi.com. Accessed: 2022.
Kawintiranon, K.; and Singh, L. 2021. Knowledge enhanced
masked language model for stance detection. In NAACL.
Khalid, O.; and Srinivasan, P. 2020. Style matters! Investi-
gating linguistic style in online communities. In ICWSM.
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Robertson, C.; Pröllochs, N.; Kaoru, S.; Parnamets, P.; van
Bavel, J. J.; and Feuerriegel, S. 2023. Negativity drives on-
line news consumption. Nature Human Behaviour.
Rogers, N.; and Jones, J. J. 2021. Using Twitter bios to mea-
sure changes in self-identity: Are americans defining them-
selves more politically over time? Journal of Social Com-
puting, 2(1): 1–13.
Sharma, K.; Ferrara, E.; and Liu, Y. 2022. Characterizing
online engagement with disinformation and conspiracies in
the 2020 U.S. Presidential Election. In ICWSM.
Sipka, A.; Hannak, A.; and Urman, A. 2022. Comparing
the language of QAnon-related content on Parler, Gab, and
Twitter. In WebSci.
Smirnov, N. V. 1939. Estimate of deviation between empir-
ical distribution functions in two independent samples. Bul-
letin Moscow University, 2(2): 3–16.
Sternisko, A.; Cichocka, A.; and van Bavel, J. J. 2020.
The dark side of social movements: social identity, non-
conformity, and the lure of conspiracy theories. Current
Opinion in Psychology, 35: 1–6.
Tajfel, H.; and Turner, J. C. 1986. The Social Identity Theory
of Intergroup Behavior. In Psychology of Intergroup Rela-
tions, 7–24.
Trujillo, M.; Gruppi, M.; Buntain, C.; and Horne, B. D.
2020. What is BitChute? Characterizing the “free speech”
alternative to YouTube. In ACM HT.
Yu, Y.; Wan, X.; and Zhou, X. 2016. User embedding for
scholarly microblog recommendation. In ACL.

Zannettou, S.; Bradlyn, B.; de Cristofaro, E.; Kwak, H.; Siri-
vianos, M.; Stringhini, G.; and Blackburn, J. 2018. What is
Gab? A bastion of free speech or an alt-right echo chamber?
In WWW.
Zuckerman, E. 2019. QAnon and the emergence of the un-
real. Journal of Design and Science, 6.

46

Computational Approaches to Enhance the Integrity of Social Media: From Detection to Intervention

59



Computational Approaches to Enhance the Integrity of Social Media: From Detection to Intervention

8 Emotions in online rumor diffusion

Title: Emotions in online rumor diffusion

Abstract: Emotions are regarded as a dominant driver of human behavior, and yet their
role in online rumor diffusion is largely unexplored. In this study, we empirically study
the extent to which emotions explain the diffusion of online rumors. We analyze a large-
scale sample of 107,014 online rumors from Twitter, as well as their cascades. For each
rumor, the embedded emotions were measured based on eight so-called basic emotions
from Plutchik’s wheel of emotions (i.e., anticipation–surprise, anger–fear, trust–disgust,
joy–sadness). We then estimated using a generalized linear regression model how emotions
are associated with the spread of online rumors in terms of (1) cascade size, (2) cascade
lifetime, and (3) structural virality. Our results suggest that rumors conveying antici-
pation, anger, and trust generate more reshares, spread over longer time horizons, and
become more viral. In contrast, a smaller size, lifetime, and virality is found for surprise,
fear, and disgust. We further study how the presence of 24 dyadic emotional interactions
(i.e., feelings composed of two emotions) is associated with diffusion dynamics. Here, we
find that rumors cascades with high degrees of aggressiveness are larger in size, longer-
lived, and more viral. Altogether, emotions embedded in online rumors are important
determinants of the spreading dynamics.

Author contributions: Nicolas Pröllochs and Stefan Feuerriegel designed the study.
Nicolas Pröllochs and Dominik Bär analyzed the data. Nicolas Pröllochs, Dominik Bär,
and Stefan Feuerriegel wrote and revised the manuscript.

Reference: Pröllochs, N., Bär, D., & Feuerriegel, S. 2021. Emotions in online rumor
diffusion. In: EPJ Data Science 10, 51, DOI: https://doi.org/10.1140/epjds/s1
3688-021-00307-5.

Supplementary materials: Supplementary materials for this article are in Supplemen-
tary Material A.

60

https://doi.org/10.1140/epjds/s13688-021-00307-5 
https://doi.org/10.1140/epjds/s13688-021-00307-5 


Pröllochs et al. EPJ Data Science           (2021) 10:51 
https://doi.org/10.1140/epjds/s13688-021-00307-5

R E G U L A R A R T I C L E Open Access

Emotions in online rumor diffusion
Nicolas Pröllochs1* , Dominik Bär2 and Stefan Feuerriegel2,3

*Correspondence:
nicolas.proellochs@wi.jlug.de
1University of Giessen, Licher Str. 62,
35394 Giessen, Germany
Full list of author information is
available at the end of the article

Abstract
Emotions are regarded as a dominant driver of human behavior, and yet their role in
online rumor diffusion is largely unexplored. In this study, we empirically study the
extent to which emotions explain the diffusion of online rumors. We analyze a
large-scale sample of 107,014 online rumors from Twitter, as well as their cascades. For
each rumor, the embedded emotions were measured based on eight so-called basic
emotions from Plutchik’s wheel of emotions (i.e., anticipation–surprise, anger–fear,
trust–disgust, joy–sadness). We then estimated using a generalized linear regression
model how emotions are associated with the spread of online rumors in terms of
(1) cascade size, (2) cascade lifetime, and (3) structural virality. Our results suggest that
rumors conveying anticipation, anger, and trust generate more reshares, spread over
longer time horizons, and become more viral. In contrast, a smaller size, lifetime, and
virality is found for surprise, fear, and disgust. We further study how the presence of 24
dyadic emotional interactions (i.e., feelings composed of two emotions) is associated
with diffusion dynamics. Here, we find that rumors cascades with high degrees of
aggressiveness are larger in size, longer-lived, and more viral. Altogether, emotions
embedded in online rumors are important determinants of the spreading dynamics.

Keywords: Online rumors; Information cascade; Online diffusion; Emotions;
Regression analysis

1 Introduction
Social media platforms such as Facebook, Sina Weibo, and Twitter allow users to dissem-
inate content through sharing (e.g., called retweeting in the case of Twitter). As a result,
content can go viral and reach a large audience despite that fact that it originated from
a single broadcast. To this end, understanding the diffusion of online content is relevant
for a number of reasons. Marketers are interested in identifying what makes content go
viral, so that marketing content can be designed accordingly [1–4]. Humanitarian orga-
nizations leverage the potential of online diffusion in social media to collect information
for effective responses to natural disasters and to inform the wider public [5–7]. Public
stakeholders are confronted with the diffusion of political content and, by understanding
the underlying mechanics, can help prevent the spread of rumors [8–11].

Previous research has identified several drivers of online diffusion (see Additional file 1
for an overview). These drivers are primarily located in the different characteristics of
senders. For instance, senders with a larger follower base (i.e., with more outgoing ties
in the network) also reach, on average, a larger audience [12]. Other characteristics of

© The Author(s) 2021. This article is licensed under a Creative Commons Attribution 4.0 International License, which permits use,
sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original
author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or other
third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line
to the material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a
copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.
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senders are the number of followees (i.e., how many incoming ties a user has [13–15]) or
their past engagement (i.e., the number of posts or reshares [11]). A different stream of
research has examined online diffusion around specific topics (e.g., a specific election [9]
or a specific disaster [5–7, 16–19]). In this work, we add by studying the role of emotions
in the diffusion of online rumors.

Emotions have been established as an important determinant of human behavior in of-
fline behavior [20–22]. Emotions typically arise as a response to environmental stimuli
that are of relevance to the needs, goals, or concerns of users and, as a consequence, also
guide user behavior in online settings [23]. Emotions influence what type of information
users seek, what they process, how they remember it, and ultimately what judgments and
decisions they derive from it. Emotions are themselves contagious and can spread among
people, both offline (i.e., in person) [24] and online (i.e., via social media) [25–29].

Following the above, an important driver of online behavior are emotions embedded in
online content. For instance, it was previously confirmed that emotions influence post-
ing and liking activities [30], users’ willingness-to-share [1], and actual sharing behavior
[2, 31–33]. As such, embedded emotions explain, to a large extent, the propensity to share
posts, as well as user response time. Here, emotional stimuli such as emotion-laden word-
ing trigger cognitive processing [34], which in turn results in the behavioral response of
information sharing [35–37]. In particular, emotions embedded in online content also ex-
plain the dynamics of online diffusion. For instance, emotions describe different properties
of diffusion cascades, such as their size, branching, or lifetime [38–41]. Especially misin-
formation relies upon emotions in order to attract attention [11, 38, 42–46]. Given the
importance of emotions in online behavior, we investigate how emotions are linked to the
spread of online rumors.

Hypothesis Emotions embedded in online rumors are associated with the size, lifetime,
and structural virality of the cascade.

In this study, we empirically analyze to what extent emotions explain the diffusion of on-
line rumors. For this, we infer the emotions embedded in replies to online rumors through
the use of affective computing (see Methods). For each rumor, the degree of emotion is
rated along so-called basic emotions. Basic emotions refer to a subset of emotions that are
universally recognized across cultures and through which other, more complex emotions
can be derived. In this work, we adopt Plutchik’s wheel of emotions [22], comprising 8 ba-
sic emotions (ANTICIPATION, SURPRISE, ANGER, FEAR, TRUST, DISGUST, JOY, SADNESS). Based on
these, we infer 24 dyadic emotional interactions, each representing a more complex emo-
tion composed of two basic emotions (e.g., AGGRESSIVENESS as a combination of ANGER and
ANTICIPATION). These emotions are then linked to the spread of online rumors using regres-
sion analysis. Thereby, we estimate to what extent emotions embedded in online rumors
explain: (1) cascade size, that is, how many reshares a rumor generates; (2) cascade life-
time, that is, how long a rumor is active; and (3) structural virality, that is, how effectively
it spreads. The latter, structural virality, provides a quantitative metric [47] aggregating
the depth-breadth variation in rumor diffusion.

One work [11] contains summary statistics reporting which emotions are present in
online rumors but not how emotions affect sharing. Hence, any statistical claims measur-
ing the emotion effect (= which emotions drive a faster and wider rumor spreading) are
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precluded. This presents the added value of our work. We measure how emotions are as-
sociated with the diffusion dynamics (e.g., TRUST as an emotion is present in only a small
portion of rumors but it has a large influence on virality). Because of this, our work is dif-
ferent in several ways: (i) we focus not only on basic emotions but also dyadic emotions,
(ii) we infer the emotion effect on diffusion dynamics, and, because of that, (iii) we use a
regression analysis as opposed to summary statistics. Therefore, this work is—to the best
of our knowledge—the first comprehensive study assessing the link between emotions and
the spread of online rumors.

We analyze a large-scale, representative sample of Twitter rumors and their correspond-
ing cascades [11]. Specifically, our data cover the complete time frame from the launch of
Twitter in 2006 until (and including) 2017. Altogether, this results in 2189 rumors as-
sociated with 107,014 cascades. The sample comprises approx. 3.7 million reshares that
originate from almost 3 million different users. Based on the cascades, various control
variables are constructed. Specifically, in our regression analysis, we capture time- and
rumor-effects through the use of random effects, based on which we control for the het-
erogeneity among rumors (see Materials and Methods).

2 Materials and methods
2.1 Dataset
A rumor is defined as a piece of content that is propagated between users but without con-
firmation of its veracity. This definition is rooted in social psychology literature [43, 48].
For this study, a large-scale dataset comprising of rumor cascades from Twitter [11] was
analyzed. The resulting sample comprises all rumors from Twitter between its founding in
the year 2006 until (and including) 2017. Ethics approval was obtained from ETH Zurich
(2020-N-44). Overall, our sample includes 2189 rumors with a total of N = 107,014 cas-
cades (i.e., some rumor contents were shared as part of multiple but different cascades).
The rumors had approx. 3.7 million reshares originating from 3 million users (see [11] for
details).

2.2 Characteristics of online rumor diffusion
The cascades were then processed as follows in order to generate additional variables.
These variables refer to different characteristics of online rumor diffusion and later rep-
resent the dependent variables in the regression analysis. For simplicity, we introduce the
following notation. We refer to the cascades via j = 1, . . . , N . These belong to i = 1, . . . , 2189
different rumors. Each cascade is a three-tuple Tj = (rj, tj0, Rj), where rj is the root post that
corresponds to the original broadcast and where tj0 is its timestamp and Rj the set of re-
shares. A reshare k has a parent pjk and a timestamp tjk , i.e., Rj = {(pjk , tjk)}k .

(1) Cascade size: The cascade size counts how many reshares a cascade generated.
Formally, it amounts to all reshares plus 1 (for the root), i.e., |Rj| + 1.

(2) Cascade lifetime: The cascade lifetime is the timespan during which a rumor
cascade was active, thus the elapsed time between the root broadcast and the last
reshare. It is calculated via maxk tjk – tj0.

(3) Structural virality: Structural virality [47] provides an aggregated metric combining
the depth and breadth of a cascade. A higher structural virality corresponds to a
cascade that is both of great depth and where each reshare generated a large relative
number of additional reshares (i.e., a high branching factor). As proposed in [47],
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structural virality is based on the idea of the Wiener index, i.e.,

v(Tj) =
1

|Rj| × (|Rj| + 1)

|Rj|∑

j1=0

|Rj|∑

j2=0

dj1,j2 , (1)

where dj1,j2 is the shortest path between nodes j1 and j2 in the tree Tj . Intuitively,
structural virality reflects the average distance between all reshares in the graph.

2.3 Model variables on heterogeneity between rumor cascades
Model variables xj, concerning the heterogeneity among rumor cascades, were computed
as in earlier research [11, 12, 31, 38]. These later act as controls. In our study, controls
are (1) account age; (2) a binary dummy representing whether the account is officially la-
beled as “verified” (= 1 if yes, i.e., Twitter displays a blue badge next to it); (3) the number of
followers (outgoing ties); (4) the number of followees (incoming ties); and (5) user engage-
ment, that is, the average number of posts, reshares, and likes relative to the account age
as in [11]. These variables reflect that the senders of rumors vary in their social influence.

Note that all of the above variables were computed at the level of cascades (which is later
our unit of analysis). Additional sources of heterogeneity among rumors are captured via
rumor-level random effects.

2.4 Computing emotions embedded in online rumors
For all cascades, we measured the emotions embedded in replies to rumor cascades. Here,
we distinguish basic emotions, bipolar emotion pairs, and dyadic emotional interactions
comprising primary, secondary, tertiary dyads. The computation of the emotions is de-
tailed below (see [22] for further details).

Basic emotions: Basic emotions refer to a subset of emotions that are universally recog-
nized across cultures and through which other, more complex emotions can be derived
[20, 21]. In our study, Plutchik’s wheel of emotions [22] is adopted as it is a common tool
in affective computing [49]. It defines 8 basic emotions (see Fig. 1, petals): ANTICIPATION,
SURPRISE, ANGER, FEAR, TRUST, DISGUST, JOY, and SADNESS.

Our computation follows a dictionary-based approach as in [11]. Dictionary-based ap-
proaches are widely used when large-scale analyses of emotions are performed with the
objective of explanatory modeling and thus reliable interpretations [38, 41]. In our work,
the NRC emotion lexicon was used [50], which classifies English words into the 8 basic
emotions. For all cascades j, the content of the replies was tokenized and the frequency of
dictionary terms per basic emotion was counted, resulting in an 8-dimensional emotion
score ej. Afterwards, the vector was normalized to sum to one across basic emotions (i.e.,
e′

j = 1
‖ej‖1

ej). We omit rumor cascades that do not contain any emotional words from the
NRC emotion lexicon (since, otherwise, the denominator is not defined). As a result, the
8 emotion dimensions in e′

j ∈ [0, 1]8 range from zero to one. Owing to this fact, replies to
rumors can embed a combination of multiple emotions (e.g., 40% ANGER and 60% FEAR).

Bipolar emotion pairs: In Plutchik’s wheel of emotions, the 8 basic emotions are orga-
nized according to 4 pairs of bipolar emotions (i.e., the opposite petals in Fig. 1). The 4
pairs of bipolar emotions are ANTICIPATION–SURPRISE, ANGER–FEAR, TRUST–DISGUST, JOY–
SADNESS. In each case, one dimension of the pair is considered to be positive and the other
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Figure 1 Plutchik’s wheel of emotions [22]

negative. We calculate a 4-dimensional score φ
pairs
j that measures the difference between

a specific positive emotion and its complement from the set of negative emotions. For
example, ANGER–FEAR refers to the difference between ANGER and FEAR.

Dyadic emotional interactions: Plutchik’s wheel of emotions further defines 24 dyadic
emotional interactions, which are more complex emotions composed of two basic emo-
tions (see Fig. 1, round lines). The dyadic emotional interactions comprise:

1 Primary dyads that are one petal apart from each other (e.g., AGGRESSIVENESS =
ANGER + ANTICIPATION). The 8 primary dyadic emotional interactions are OPTIMISM,
DISAPPROVAL, LOVE, REMORSE, SUBMISSION, CONTEMPT, AWE, and AGGRESSIVENESS.

2 Secondary dyads that are two petals apart from each other (e.g., HOPE =
ANTICIPATION + TRUST). The 8 secondary dyadic emotional interactions are HOPE,
UNBELIEF, GUILT, ENVY, CURIOSITY, CYNICISM, DESPAIR, and PRIDE.

3 Tertiary dyads that are three petals apart from each other (e.g., ANXIETY =
ANTICIPATION + FEAR). The 8 tertiary dyadic emotional interactions are ANXIETY,
OUTRAGE, DELIGHT, PESSIMISM, SENTIMENTALITY, MORBIDNESS, SHAME, and DOMINANCE.

Similar to the bipolar emotion pairs, the dyadic emotional interactions are arranged such
that each has an opposite emotion. For example, LOVE is the opposite of REMORSE. Hence,
for each pair, we again compute a score that is the difference between the opposing emo-
tions. This yields φ

primary
j ,φsecondary

j ,φtertiary
j ∈ [0, 1]4.

2.5 Regression analysis
To analyze the role of emotions in online rumor diffusion, we apply a generalized regres-
sion model. Regression models are generally regarded as an explanatory approach with the
ability to document statistical relationships and, in particular, estimate effect sizes [51].
Furthermore, regression models are widely used to estimate the marginal effect of con-
tent on diffusion characteristics [11, 31, 38, 41]. This allows us to later make inferences
that test our research hypothesis statistically.
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Let yj denote a characteristic of the cascade of interest, namely cascade size, cascade
lifetime, or structural virality. We then model yj of the cascade via a two-level generalized
hierarchical regression:

Level 1: yj = αi + βT φj + γ T xj + εj, (2)

Level 2: αi = γ0 + γi, (3)

where level 1 refers to the cascade level and level 2 to the rumor level. The other variables
are as follows. The coefficient β captures the marginal effect of emotions. This is later our
variable of interest as it measures the contribution of emotions to rumor diffusion. The
coefficient γ is used to control for other model variables at the rumor cascade level. Both
γ0 and γi are assumed to be independent and identically normally distributed with mean
zero. Then γ0 reflects the base diffusion in the sample, while γi controls for variation at
rumor level. Notably, this turns αi into a rumor-specific random effect. The error term εj

is assumed to be independent and identically normally distributed with mean zero.
The use of regression analysis is imperative for the scope of our study. The reasons are as

follows. (1) Our objective is different from predictive modeling [51], where the focus is on
accurate estimates of the outcome variable. Instead, we are concerned with the model logic
as it allows us to interpret the model coefficients. (2) Our objective is also different from
analyzing summary statistics as in [11]. Summary statistics deal with comparisons across
groups and thereby ignore other sources of heterogeneity in the sample. For instance, the
summary statistics on rumor emotions in [11] only report which emotions are common
but not how emotions are associated with sharing dynamics. This is especially relevant
for our research as we expect that some properties of rumor diffusion are also due to the
social influence of the sender. Hence, by combining emotions and further controls in a
joint regression model, we can isolate the marginal effect of emotions on the diffusion
dynamics, which would not be possible with summary statistics.

Later, a regression analysis based on basic emotions is precluded due to multicollinearity
(recall that the emotion scores ej sum to one across basic emotions). Instead, the regres-
sion analysis is performed using bipolar emotion pairs φ

pairs
j and the dyadic emotional

interactions φ
primary
j , φ

secondary
j , φ

tertiary
j . For the latter, we fit 12 separate models, i.e., one

for each pair among the emotional dyads, due to linear dependencies between the dyads.
In our implementation, the estimator depends on the distribution of yj as follows:
1 Cascade size is modeled via a negative binomial regression with log-transformation.

The reason is that cascade size denotes count data with overdispersion (i.e., variance
larger than the mean).

2 Cascade lifetime is first log-transformed and then modeled via a normal distribution.
This is consistent with previous research assuming a log-normal distribution for
response times [12].

3 Structural virality is modeled via a gamma regression with a log-link. This allows us to
account for a skewed distribution of continuous, non-negative variables.

All estimations are conducted based on the R package lme4. Before estimation, all model
variables are z-standardized. Owing to this, the regression coefficients quantify changes in
the dependent variable in standard deviations. This is beneficial as it allows us to compare
the estimated coefficients across emotions in a straightforward manner.
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3 Results
3.1 Summary statistics
The diffusion dynamics in our data are as follows. Figure 2 compares cascade size, lifetime,
and structural virality via complementary cumulative distribution functions (CCDF). On
average, a rumor cascade reaches 31.95 users and has a lifetime of 123.18 hours. The mean
structural virality is 1.26.

Basic emotions: Fig. 3 plots the CCDFs for each of the eight basic emotions, while Fig. 4
reports the relative proportion of emotional intensity averaged over all rumors. We find
that a large proportion of rumors embed DISGUST and SURPRISE, whereas comparatively
few rumors embed JOY and SADNESS. Evidently, rumors embed more ANGER (relative share
of 12.34%) than FEAR (10.74%), more SURPRISE (16.44%) than ANTICIPATION (14.23%), more
DISGUST (23.58%) than TRUST (9.05%), and more JOY (7.39%) than SADNESS (6.23%). Overall,

Figure 2 Complementary cumulative distribution functions (CCDFs) for (a) cascade size, (b) cascade lifetime,
and (c) structural virality

Figure 3 Complementary cumulative distribution functions (CCDFs) for basic emotions
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Figure 4 Relative proportion of basic emotions in cascades

Figure 5 Relative proportion of dyadic emotional interactions in cascades

43.01% of the embedded emotions originate from the group of positive emotions, while
56.98% belong to the group of negative emotions. Hence, rumors comprise more negative
than positive emotions.

Dyadic Emotional Interactions: Fig. 5 shows the distribution of the dyadic emotional
interactions. For the primary emotion dyads, we find that a large proportion of rumors
embed CONTEMPT and REMORSE, whereas fewer rumors embed LOVE and SUBMISSION. For
the secondary and tertiary emotion dyads, we find that many rumor cascades embed UN-
BELIEF and SHAME. In contrast, only a relatively small proportion of rumors embed DESPAIR

and PESSIMISM.
Note that the above summary statistics only report the relative frequency of emotions

but do not allow one to draw conclusions regarding how users respond to emotions. This
is studied in the following regression analyses.

3.2 Regression results from bipolar emotion pairs
In the following, we report results for the bipolar emotion pairs φ

pairs
j .

We use regression analysis to explain different characteristics of cascades based on the
bipolar emotion pairs. The parameter estimates in Fig. 6 show that the 8 basic emo-
tions are important determinants of the spreading dynamics of rumors. Across all de-
pendent variables, we find coefficients that are positive and statistically significant for the
ANTICIPATION–SURPRISE, ANGER–FEAR, and TRUST–DISGUST dimensions. Hence, rumors are
estimated to diffuse more pronouncedly when embedding positive emotions. For instance,
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Figure 6 Standardized parameter estimates and 95% confidence intervals

Figure 7 Predicted marginal effect of bipolar emotions on (a) cascade size, (b) cascade lifetime, and
(c) structural virality. The 95% confidence intervals are highlighted in gray

the estimated effect sizes for the ANTICIPATION–SURPRISE pair are as follows: the coeffi-
cients amount to 0.193 for cascade size (p-value < 0.001), to 0.118 for cascade lifetime
(p-value < 0.001), and to 0.019 for structural virality (p-value < 0.001). Hence, a one stan-
dard deviation change in this bipolar emotion pair is linked to a 21.29% increase in the
cascade size, a 12.52% increase in the cascade lifetime, and a 1.92% increase in structural
virality.

The predicted marginal effects for the bipolar emotion pairs are shown in Fig. 7. Rumors
embedding ANTICIPATION, ANGER, and TRUST generate more reshares, spread over a longer
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time horizon, and become more viral. The coefficient for the JOY–SADNESS emotion pair
is not significant.

Our regression model controls for heterogeneity in users’ social influence. The corre-
sponding estimates are omitted for the sake of brevity (their findings have been discussed
elsewhere, e.g., in [31]). In short, rumor cascades initiated from accounts that are verified
and younger are linked to a larger, longer, and more viral spread. Similar relationships are
observed for users exhibiting a higher engagement level and a greater number of followers.
In contrast, a higher number of followees is negatively associated with the size, lifetime,
and structural virality of a cascade.

We calculated the pseudo-R2 for each model, resulting in relatively high values of 0.64 for
cascade size, 0.43 for cascade lifetime, and 0.31 for structural virality. Evidently, the model
variables explain the variation in the dependent variables to a large extent. Furthermore,
a visual inspection of the actual vs. fitted plot and goodness-of-fit tests indicate that the
models are well specified. This is also supported when considering the differences between
the AIC models for individual models estimated with/without emotion variables. For each
dependent variable, the difference is greater than the threshold [52] of 10 (difference in
cascade size: 226.16; lifetime: 52.22; structural virality: 121.03), indicating strong support
for the corresponding candidate models. Therefore, the inclusion of the emotion variables
in the regression model is to be preferred.

3.3 Regression results from dyadic emotional interactions
We now study how the presence of 24 dyadic emotional interactions is associated with the
diffusion dynamics of online rumors. For this purpose, we employ the previous regression
model, but this time include the emotion variables φ

primary
j , φsecondary

j , and φ
tertiary
j . Figure 8

shows the predicted marginal effects for the 8 primary, 8 secondary, and 8 tertiary dyadic
emotional interactions.

Primary dyadic emotional interactions: Rumor cascades with higher values of AGGRES-
SIVENESS, LOVE, OPTIMISM are larger in size, longer-lived, and more viral. We observe no
statistically significant effect for the SUBMISSION–CONTEMPT pair. Overall, the largest posi-
tive association is observed for AGGRESSIVENESS (i.e., the combination of ANTICIPATION and
ANGER). An increase of one standard deviation in this dimension is linked to a 19.18% in-
crease in the cascade size, an 8.33% increase in the cascade lifetime, and a 1.69% increase
in structural virality.

Secondary dyadic emotional interactions: Rumor cascades with higher values of HOPE vs.
UNBELIEF generate more reshares, spread over a longer time horizon, and become more vi-
ral. We further find that rumor cascades embedding GUILT, and DESPAIR are negatively asso-
ciated with the size, lifetime, and structural virality of a cascade. The CURIOSITY–CYNICISM

pair is not statistically significant at common statistical significance levels.

Tertiary dyadic emotional interactions: Rumor cascades with higher values of ANXIETY

are larger in size, longer-lived, and more viral. We also find a larger size, lifetime, and
virality for rumor cascades embedding high levels of DOMINANCE, PESSIMISM, and ANXIETY.
We find no statistically significant effect for the SENTIMENTALITY–MORBIDNESS pair.

The control variables tend in a similar direction as in the analysis of the basic emotions.
Again, the difference in AIC (comparing the model with and without emotions) is above
the common threshold of 10 [52]. Therefore, the models that include emotions are to be
preferred.
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Figure 8 Predicted marginal effect of dyadic emotional interactions on (a) cascade size, (b) cascade lifetime,
and (c) structural virality. The 95% confidence intervals are highlighted in gray

3.4 Sensitivity across rumor topics
Our empirical analysis is based on a large-scale dataset with Twitter rumors across varying
topics. We now study topic-specific variations. For this purpose, we employ the topic cat-
egorization from [11], which classifies Twitter rumors into topics. Here, we focus on the
topics Politics, Business, and Science given their high relevance for society. Note that
the topic Science is broadly defined and also comprises related topics such as health-
related rumors. For each of the three topics, we generate a subset of the data and re-
estimate our models. The results are visualized in Fig. 9. We find that emotions explain
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Figure 9 Standardized parameter estimates and 95% confidence intervals for different subsets of rumors
filtered by topic

differences in cascade size, cascade lifetime, and structural virality at a statistically signif-
icant level for the topics Politics and Business. In contrast, we find mixed results for
Science. These results are in line with existing literature. For example, [31] find a pro-
nounced role of political content in social media sharing. The authors argue that political
topics are more controversial and thus attract more attention, which itself influences shar-
ing behavior.

3.5 Robustness checks
3.5.1 Model checks
We conducted a series of additional model checks that contribute to the robustness of our
findings. First, we followed common practice in regression analysis and checked that vari-
ance inflation factors as an indicator of multicollinearity were below five [53]. This check
led to the desired outcome. Second, we controlled for year-level time effects (i.e., via clus-
tered standard errors and different study horizons) in addition to rumor-level random
effects that are already included in our regression model. We obtained conclusive find-
ings. Third, we controlled for non-linear relationships via quadratic terms. In all cases,
our findings were supported.

3.5.2 Validation of emotion scores
Our results rely on the validity of dictionaries to extract emotions from online rumors. To
check how perceived emotions in rumors align with the dictionary-based emotions, we
conducted a survey using the online survey platform Prolific (https://www.prolific.co/).
We asked n = 7 participants (English native speakers) to rate the presence of the eight basic
emotions on a Likert scale from –3 to 3 (here: –3 indicates no emotion present while 3
refers to a high degree of emotion present) for a set of 100 randomly sampled rumors. As
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Table 1 Kendal’sW coefficient for the interrater agreement between survey participants

ANGER ANTICIPATION DISGUST FEAR JOY SADNESS SURPRISE TRUST

0.474∗∗∗ 0.198∗∗∗ 0.427∗∗∗ 0.406∗∗∗ 0.364∗∗∗ 0.408∗∗∗ 0.227∗∗∗ 0.230∗∗∗

∗p < 0.1, ∗∗p < 0.05, ∗∗∗p < 0.01.

shown in Table 1, the participants exhibited a statistically significant interrater agreement
according to Kendall’s W for each of the 8 basic emotions (p < 0.01).

Overall, when aggregating across all 8 basic emotions, the correlation between the
dictionary-based emotion scores and human annotations is ρ = 0.17 (p < 0.01) and thus
statistically significant at common significance thresholds. This demonstrates that dictio-
naries are able to capture emotions in online rumors.

3.5.3 Negation handling
We performed negation scope detection [54, 55] to analyze the robustness to how nega-
tions (e.g., “not,” “no”) are handled by the dictionary approach. For example, phrases like
“I am surprised” and “I am not surprised” contain the same number of emotional words but
convey different emotions to the reader. We analyzed emotional words that are negated by
surrounding negation words as follows: (i) We searched for negations using a predefined
list of negation words. Here, we used the list of negations from the R package senti-
mentr. (ii) We recalculated the emotion scores by counting all emotional words in the
neighborhood of the negation word as belonging to the opposite emotional dimension
(e.g., Joy = Joy + Sadnessnegated). The neighborhood is set to 5 words before and 2 words
after the negation. We then compared the emotion scores with negation handling to the
values obtained without negation handling. As a result, we found that merely 5.58% of the
emotional words in rumors are affected by negations (i.e., lie within negation scopes). Fur-
thermore, the emotion scores with negation handling are highly correlated with the emo-
tion scores without negation handling (ρ > 0.9). Altogether, this implies that our analysis
and findings are robust to negations.

4 Discussion
In this work, we provided a large-scale study of emotions in online rumor diffusion. For
this purpose, 2189 rumors from Twitter with approx. 3.7 million reshares were analyzed
with regard to the embedded emotions. Overall, we found that negative emotions are fre-
quently embedded in rumors. Especially frequent are DISGUST (relative share of 23.58%)
and SURPRISE (16.44%). (2) The relationship between emotions and the structure of cas-
cade is statistically significant at common significance levels for almost all emotions un-
der study. (3) Rumors embedding ANTICIPATION, ANGER, and, TRUST are estimated to reach
a significantly larger number of individuals and diffuse significantly longer and more vi-
rally. Interestingly, while negative emotions are more often embedded in rumors, positive
emotions are particularly relevant for explaining the diffusion dynamics. (4) A particu-
larly large effect of emotions on the diffusion characteristics is found for AGGRESSIVENESS

(which is a derived emotion composed of ANTICIPATION and ANGER). A one standard de-
viation higher level of AGGRESSIVENESS is predicted to generate 19.18% more reshares, to
be active for 8.33% longer, and to spread 1.69% more virally. Overall, our study establishes
emotions as important determinants that describe the spread of online rumor.
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Our results contribute to the understanding of online rumor diffusion. As shown by
our analysis, emotions are important determinants in explaining the structure of rumor
cascades, specifically how many users are involved, the active lifespan and, to a lesser ex-
tent, structural virality. The findings are consistent across basic emotions and also dyadic
emotion interaction (primary, secondary, tertiary). In addition, our results suggest con-
siderable heterogeneity in the role of emotions. Strong effects are found for most basic
emotions (ANTICIPATION, SURPRISE, ANGER, FEAR, TRUST, DISGUST), albeit with the exception
of JOY and SADNESS. Similar patterns are observed when studying more complex (derived)
emotions. Here, the largest estimated effect size is associated with AGGRESSIVENESS. A one
standard deviation higher level of AGGRESSIVENESS is predicted to generate 19.18% more
reshares, cascade that are 8.33% longer, and a 1.69% increase in structural virality. Thereby,
we reveal AGGRESSIVENESS as a dominant driver of rumor diffusion.

Our work also expands upon rumor theory from offline settings. Offline rumors have a
higher chance of dissemination when conveying anxiety [56] and, in particular, negative
emotions [42, 43]. However, the underlying evidence stems from offline rumors rather
than online rumors. Our work adds in two ways: First, we study the role of emotions in the
diffusion of online rumors. While rumor diffusion in offline settings is more pronounced
for negative emotions, we observe the opposite for online rumors, for which positive emo-
tions appear more influential. Second, we not only compare positive vs. negative emotions
but perform a granular study across primary, secondary, and tertiary emotional dyadic in-
teractions. This provides rich findings on the heterogeneity of emotion effects. As such, we
confirm that ANXIETY is an important driver for rumor diffusion not only in offline but also
in online settings. However, further emotions are also relevant: a particularly pronounced
role is found with regard to AGGRESSIVENESS. To the best of our knowledge, the importance
of AGGRESSIVENESS in rumor diffusion was previously overlooked.

In our study, inferences were made based on data from Twitter. Twitter has a wide pop-
ularity with more than 300 million active users. In addition, it plays an important part in
rumor diffusion due to its influential role in the political discourse [10]. This makes our
findings directly relevant to both social media platforms and, in particular, public stake-
holders. For the same reason, established procedures were followed when compiling the
data [11], as this ensures that findings are drawn from a realistic, large-scale dataset of
Twitter rumors. To the best of our knowledge, our work is the first statistical analysis link-
ing emotions to online rumor diffusion.

As with other studies, ours is subject to limitations that provide opportunities for future
research. First, this study is based on observational inferences, while we leave the extension
to (quasi-)experimental settings, and thus causal inferences, to future work. Nevertheless,
our study design ensures that many potential confounding factors can be ruled out. This
is because of the temporal order (i.e., the emotion-laden wording precedes the actual cas-
cade) and the fact that further sources of variability among rumors are captured through
rumor-level random effects. Second, our study employs statistical inferences that provide
explanatory insights. This allows us to quantify the marginal contribution of emotions to
online rumor diffusion. A different objective is to use emotions for predictive modeling,
which is discussed elsewhere [57–60].

Our work entails several implications. It emphasizes the necessity of considering emo-
tions when studying rumor diffusion. Emotions are also relevant in practice, particularly
for social media platforms. To counter the proliferation of online rumors, social media
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platforms should seek solutions, based on which emotions can be actively managed. Our
study also encourages a granular investigation of emotions for related research questions,
whereby not only basic emotions but also derived emotions are considered. Such granu-
lar analyses are comparatively more challenging in lab experiments; however, a remedy is
offered by computational social science based on which large-scale datasets from online
behavior can be mined.
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Emotions explain differences 
in the diffusion of true vs. false 
social media rumors
Nicolas Pröllochs1*, Dominik Bär2 & Stefan Feuerriegel2,3

False rumors (often termed “fake news”) on social media pose a significant threat to modern societies. 
However, potential reasons for the widespread diffusion of false rumors have been underexplored. 
In this work, we analyze whether sentiment words, as well as different emotional words, in social 
media content explain differences in the spread of true vs. false rumors. For this purpose, we collected 
N = 126,301 rumor cascades from Twitter, comprising more than 4.5 million retweets that have been 
fact-checked for veracity. We then categorized the language in social media content to (1) sentiment 
(i.e., positive vs. negative) and (2) eight basic emotions (i. e., anger, anticipation, disgust, fear, joy, 
trust, sadness, and surprise). We find that sentiment and basic emotions explain differences in the 
structural properties of true vs. false rumor cascades. False rumors (as compared to true rumors) are 
more likely to go viral if they convey a higher proportion of terms associated with a positive sentiment. 
Further, false rumors are viral when embedding emotional words classified as trust, anticipation, or 
anger. All else being equal, false rumors conveying one standard deviation more positive sentiment 
have a 37.58% longer lifetime and reach 61.44% more users. Our findings offer insights into how true 
vs. false rumors spread and highlight the importance of managing emotions in social media content.

A vast number of social media users have been exposed to knowingly false content. This was confirmed to be the 
case during humanitarian crises1 and elections2–5. For example, in the 2016 U. S. presidential election, each adult 
was shown, on average, more than one item with false content6. On top of that, there were more user interactions 
with deliberately false content than with reliable information sources7. To this end, false content on social media 
poses a threat to individuals, organizations, and even whole societies8,9.

Understanding the spread of false content is of wide interest2,9. For users, understanding this phenomenon 
could yield certain signals based on which true and false content can be recognized. For social media platforms, 
a better understanding could inform the design of early warning systems that automatically detect the spread of 
false content10. Specifically, it would allow one to derive features from the propagation dynamics of false content 
that could then be fed into machine learning classifiers11–14. For policy makers, understanding the spread of false 
content is necessary for developing mitigation strategies that directly target the viral effects of false content (e. g., 
educating users to exercise more critical thinking when confronted with emotional content). This is especially 
critical as repeated exposure to false information has led many users to erroneously believe that it was true15.

Only a few studies have focused on understanding differences in the spread of true vs. false social media con-
tent. True vs. false rumors have been compared across different characteristics of resharing cascades by Refs.16,17. 
They observed larger, wider, and deeper cascades for false rumors. Further, some emotions are more often found 
in false rumors18; however, it does not link emotions to differences in diffusion across true vs. false rumors.

In this work, we hypothesize that differences in the diffusion of true vs. false rumors can be explained by the 
conveyed sentiment and basic emotions. Our rationale is motivated by prior literature. Emotions are highly influ-
ential for human judgment and decision making19, and strongly affect how humans draw or capture attention20. 
Emotions are highly contagious and thus spread through direct interaction within a social network21–23. Emotions 
have also been found to impact retweeting24, thus driving diffusion21,25,26. To this end, emotional stimuli trigger 
cognitive processing27, which in turn results in the behavioral response of information sharing28–30. Reliance on 
emotions further promotes belief in false information31. Altogether, this suggests that sentiment and emotions 
might offer a potential explanation for differences in the spreading dynamics of true vs. false rumors; however, 
empirical evidence is lacking.

Prior literature has established sentiment, as well as emotions, to be drivers of online diffusion24,26,32–37. 
However, these works suggest that their roles regarding different types of online content vary. For example, the 
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spreading of news has been found to be promoted by positive sentiment26,34, whereas the diffusion of health-
related content is driven by negative sentiment35. Another work studies how sentiment promotes the diffusion 
of online rumors38. However, the sample used in this study only comprises rumors for a single crisis event, thus 
motivating us to analyze the role of sentiment and emotions in the spreading of true vs. false rumors.

We perform a large-scale explanatory analysis from observational data and, based on this, quantify to what 
extent language characterized by sentiment and basic emotions explain cascades of true vs. false rumors (see 
“Materials and methods”). We focus our analysis on three common structural properties of cascades: (1) size, 
(2) lifetime, and (3) the so-called “structural virality”39. These metrics quantify (1) how many users they reach, 
(2) how long rumors persist, and (3) how effectively they spread through the social network (i. e., a breadth-
depth trade-off39).

Using a text mining framework, we extract sentiment and emotions embedded in replies to rumor cascades 
according to Plutchik’s emotion model40. Plutchik’s emotion model provides a comprehensive categorization 
across 8 basic emotions (i. e., anger, anticipation, joy, trust, fear, surprise, sadness, and disgust) that are regarded 
as universally recognized across cultures41,42. We compute a sentiment score that measures the overall valence 
of the text, that is, whether words are categorized more often as positive or negative. We then use hierarchical 
generalized linear models with one-way interactions in order to capture differences in the effects of sentiment 
and basic emotions across veracity. Here we control for between-rumor heterogeneity, specifically the social 
influence of senders (e. g., we correct for the number of followers, etc.).

To address our research questions, we analyze N = 126,301 rumor cascades from Twitter. Our data provides 
a large-scale, cross-sectional sample based on a comprehensive set of cascades on Twitter during the time period 
from the founding of Twitter in 2006 through 2017. In particular, our sample contains all English-language 
tweets that were subject to fact-checking by one of five different fact-checking organizations (see “Materials and 
methods”). Overall, this amounts to ∼ 4.5million retweets by ∼ 3million different users.

In summary, we study whether variations in language characterized as (1) positive and negative sentiment 
and (2) certain emotions (e. g., anger, anticipation, trust) explain differences in the structural properties of true 
vs. false rumor cascades on social media. For this, we draw upon a large-scale dataset of true and false rumors 
from Twitter and, on this basis, analyze the effect across a comprehensive, fine-grained set of emotions.

Results
Cascades of true and false rumors exhibit different structural properties. Figure 1 compares the diffusion based 
on the complementary cumulative distribution functions (CCDF). Overall, we find that false rumors are charac-
terized by cascades of larger size and longer lifetime. For instance, the average cascade lifetime for false rumors 
is 149.61 h, whereas it is 71.62 h for true rumors. Furthermore, false rumors also entail cascades with higher 
structural virality.

True and false rumors also convey language of different sentiment and with different emotions. As shown 
in Fig. 2, the language in false rumors is more often associated with negative sentiment than in true rumors. 
In addition, Fig. 3 shows that false rumors convey a higher proportion of words classified as disgust, fear, and 
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Figure 1.   Complementary cumulative distribution functions (CCDFs) for different diffusion properties of 
social media cascades, namely, cascade size (a), cascade lifetime (b), and structural virality (c).
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surprise, while true rumors are more likely to be linked to anger, anticipation, joy, sadness, and trust. In Fig. 4, 
we plot the CCDFs for each of the eight basic emotions. Evidently, false rumors are more likely to contain words 
associated with fear, disgust, and surprise, whereas true rumors contain words associated with sadness but also 
anger, anticipation, joy, and trust. Kolmogorov-Smirnov (KS) tests confirm that these differences are statistically 
significant.

Analysis of sentiment.  We fit explanatory regression models to evaluate how variations in sentiment (i. e., 
the difference between positive vs. negative word counts) are associated with differences in the structural prop-
erties of true vs. false rumor cascades (see “Materials and methods” and Supplementary Table S1). In Fig. 5, the 
parameter estimates establish a pronounced role of sentiment ( sij ) with significantly different estimates for true 
vs. false rumors. For each dependent variable (DV), we observe negative coefficients for the sentiment variable, 
meaning that true rumors diffuse more pronouncedly if negative language is present. The positive coefficient 
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Figure 4.   Complementary cumulative distribution functions (CCDFs) for conveyed emotions. Statistical 
comparisons are based on a Kolmogorov–Smirnov (KS) test.
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for the interaction term ( Sentiment × Falsehood ) suggests the opposite effect for false rumors. Compared to 
true rumors, a one standard deviation more positive sentiment for false rumors is linked to a 61.44% increase in 
the cascade size, a 37.58% increase in the cascade lifetime, and a 4.81% increase in structural virality. Notably, 
the estimated effect sizes are larger for false as compared to true rumors. Hence, positive sentiment appears to 
promote the diffusion of false rumors (while negative sentiment is estimated to promote the diffusion of true 
rumors).

Figure 6 shows the predicted marginal mean effect of the sentiment variable on the DVs. For each DV, we 
find relatively large effect sizes for the sentiment variable that significantly differ between true vs. false rumors. 
All else being equal, false rumors have cascades that are of larger size, longer duration, and greater virality if the 
sentiment is positive. Hence, a (positive) sentiment in the language of rumors explains the pronounced diffu-
sion of false rumors.

Our regression model controls for heterogeneity in users’ social influence (see Supplementary Table S1). In 
short, rumor cascades initiated from accounts that are verified and younger are linked to a larger, longer, and 
more viral spread. Similar relationships are observed for users exhibiting greater numbers of followers and 
followees. In contrast, a higher engagement level is negatively associated with the size, lifetime, and structural 
virality of a cascade.

We calculated the pseudo-R2 for each model, resulting in relatively high values of 0.64 for cascade size, 0.43 for 
cascade lifetime, and 0.31 for structural virality. Evidently, the model variables explain a large proportion of the 
DV variations. Furthermore, visual inspection of the actual vs. fitted plot and goodness-of-fit tests indicate that 
the models are well specified. This is also supported when considering the differences between the AIC models 
for individual models estimated with/without sentiment variables. For each DV, the difference is greater than 10 
(cascade size: 303.43; lifetime: 110.56; structural virality: 170.01), indicating strong support for the corresponding 
candidate models43. Therefore, the inclusion of sentiment variables in the regression model is to be preferred.

Analysis of emotions.  Plutchik’s emotion model arranges the eight basic emotions into four pairs of bipo-
lar emotions (see “Materials and methods”). We now evaluate how these bipolar emotion pairs are associated 
with differences in the structural properties of true vs. false rumor cascades (see coefficient estimates in Sup-
plementary Table S2). The reason for using bipolar emotions is the strong linear dependence among the 8 basic 
emotions. Adding all basic emotions to the same model would make the estimation rank-deficient. As a remedy, 
we focus on bipolar emotions, which allow for all eight basic emotions to be examined in the same model.

The predicted marginal effects for the bipolar emotion pairs are shown in Fig. 7. Changes in the emotional 
language dimensions are associated with greater changes in size, lifetime, and structural virality for false rumors 
vs. true rumors, as evidenced by steeper slopes of the curves. We observe that false rumor cascades containing 
words associated with anticipation, anger, and trust have a more extensive diffusion than their true counterparts. 
We find no statistically significant coefficient for language related to joy vs. sadness. In summary, false rumors 
spread more extensively than true rumors in the presence of emotional language embedding anticipation, anger, 
and trust, whereas we observe opposite effects, albeit of smaller magnitude, for language connected to surprise, 
fear, and disgust.

Discussion
Here we analyze to what extent language embedded in online content can explain differences in the spread of 
true vs. false social media rumors. Specifically, we study two dimensions: (1) sentiment and (2) basic emotions. 
Our results establish that both are important determinants of the different spread of true vs. false rumors. For 
sentiment, we find that positive language is associated with a wider, longer, and more viral spread for false 
rumors. For basic emotions, we find that language characterized as anger, anticipation, and trust is associated 
with a wider, longer, and more viral spread for false rumors.

Our research is based on the following rationale as to why sentiment (and emotions) should have the ability 
to influence the spread of true vs. false rumors. Sentiment (and emotions) are highly relevant for diffusion of 
online content24,26,34–36,44,45. For instance, prior research has studied the role of sentiment in the diffusion of online 
rumors during crisis38. Similarly, online rumors are characterized by a distinctive set of emotions17. Hence, this 
motivated our research to examine whether sentiment (and emotions) are determinants for the distinct spread 
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Figure 6.   Predicted marginal means of cascade size (a), cascade lifetime (b), and structural virality (c) for 
different values of the sentiment variable. The 95% confidence intervals are highlighted in gray.
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of true vs. false rumors. Different from previous works, we demonstrate that language in the form of sentiment 
and emotions can explain the unique structural properties of false rumors.

In our research, we studied the role of different discrete emotions (e. g., anger) in promoting the spread of true 
vs. false rumors. This choice was made for two reasons. First, discrete emotions are commonly used in affective 
computing. Specifically, we build upon the NRC emotion lexicon which provides a prominent and comprehensive 
dictionary for examining discrete emotions46. This choice renders our analysis comparable to other research. 
Second, and more importantly, discrete emotions such as anger have been identified as being relevant for offline 
rumors47,48 and online rumors17,18,37. Because of this, our analysis also involves discrete emotions. Future research 
could expand our work and follow a physiological constructionist perceptive as an alternative emotion model 
(where emotions form a 2× 2 dimensional space around valence-arousal).

This study is subject to the typical limitations inherent in observational inferences. First, we report associa-
tions and refrain from making causal claims. Other studies18 argue that estimates should resemble those from 
causal inferences due to the temporal nature whereby the tweet precedes the cascade formation. Second, our 
inferences are limited by the accuracy and availability of fact-checking labels. Possible selection biases might 
arise from the preferences and processes of the used fact-checking websites (e. g., partisan biases). Reassuringly, 
the fact-checking websites reveal high pairwise agreement17. Third, our objective was to compare true vs. false 
rumors. Future research might further investigate rumors that cannot be clearly attributed to one of the two 
fact-checking labels. Fourth, our dictionary approach does not allow us to infer the physiological state of users 
and whether certain emotions are inspired. Instead, our dictionary approach quantifies the use of language in 
text. Thus, it is possible that even if rumors embed words associated with positive language, they may still elicit 
negative emotions in readers. More research is necessary to understand the relationship between expression and 
elicitation of emotions in online rumors, i. e., author vs. receiver effects49. Fifth, our study builds upon Plutchik’s 
emotion model and does not account for the the extent of emotionality in rumor cascades, i. e., the extent to 
which emotional words are present at all. Future research might complement our analysis, by distinguishing 
the roles of total emotionality and emotional valence in rumor diffusion. Sixth, we follow earlier research and 
quantify online diffusion by extracting the size, lifetime, and structural virality of cascade. Therefore, our unit of 
analysis is at the cascade level, which is consistent with earlier research37,39,50–54. As such, we expect interesting 
research opportunities by studying the within-cascade diffusion dynamics.

Policy initiatives around the world require social media platforms to limit the spread of false rumors9. To 
detect them early, our findings emphasize the importance of considering variations in positive and negative words 
as well as emotional language. In machine learning predictions, sentiment and emotions have been employed in 
comparatively few works11–14,55, despite the fact that sentiment and emotions promise benefits in platform-wide 
settings: they are likely to be more robust against manipulation than other predictors (e. g., content features, 
for which predictive power is limited if an unseen topic or keyword is encountered). Sentiment and emotions 
are also available in the early stages of the diffusion, at which point features from the propagation dynamics are 
scarce (cf. the discussion in56). By managing sentiment and emotions in social media content, platforms might 
develop an effective strategy for reducing the proliferation of false rumors.
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Figure 7.   Predicted marginal effect of language classified by bipolar emotions on cascade size (a), cascade 
lifetime (b), and structural virality (c). The 95% confidence intervals are highlighted in gray.
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Materials and methods
Data collection.  We analyze a comprehensive dataset with rumor cascades from Twitter17. In particular, we 
examine a sample of English-language cascades on Twitter from its founding in 2006 through 2017. To this end, 
rumors were matched against established fact-checking websites (see below). Permission to process this dataset 
for the purpose of our study was granted by Twitter. This ensures a real-world, large-scale sample. Each rumor 
in our sample involves one or more rumor cascades. A rumor has more than one rumor cascade if it exhibits 
multiple independent retweet chains started by different users but pertaining to the same story/claim. In sum, 
our data contains N = 126,301 rumor cascades corresponding to 2448 rumors. The rumors were retweeted more 
than 4.5 million times by around 3 million different users. The rumors in the dataset cover varying topics (e. g., 
Politics, Business, Natural Disasters), while the largest proportion of rumors are political rumors17.

As per terminology, we adopt the definition of rumors used in17. In this work, rumors refer to content that can 
be identified as true or false through fact-checking. This definition emerged in the 1940’s in social psychology 
literature57,58, formalizing it as a proposition involving person-to-person propagation but without necessarily 
being truthful, such that fact-checking can determine the underlying veracity.

Twitter was selected for this study for the following reasons. First, Twitter represents a social media platform 
with tremendous popularity59. In 2019, it counted ∼ 330 million active users60. Second, Twitter is extensively 
used for news consumption. Twitter is consulted for information on political matters by one in ten U.S. adults61. 
Third, Twitter is regarded as highly influential in the public discourse, especially concerning political matters5, 
in which deceptive content poses a threat to the functioning of societies.

Our dataset further contains information regarding the retweet path of each rumor cascade, i. e. the temporal 
propagation dynamics of a rumor cascade on Twitter. Figure 8 shows an exemplary tree structure of a rumor 
cascade. The root node is the original tweet containing a rumor, whereas the children are retweets of the origi-
nal tweet and all other nodes are retweets of retweets of the original tweet. We use the retweet path to calculate 
structural characteristics of each rumor cascade, namely the size (the number of users involved in a cascade), 
lifetime (the time difference between the root tweet and the terminal tweet), and structural virality.

IRB approval was received from ETH Zurich (2020-N-44). The above data collection results in a large-scale 
dataset on online rumors.

Fact‑checking.  Our data sample comprises a comprehensive set of Twitter cascades that were subject to 
fact-checking based on at least one of six independent organizations: http://​factc​heck.​org, http://​hoax-​slayer.​
com, http://​polit​ifact.​com, http://​snopes.​com, http://​truth​orfic​tion.​com, and http://​urban​legen​ds.​about.​com. 
Fact-checking returns labels that denote the veracity of the content according to three categories: true, false, or 
mixed. Fact-checking websites show high pairwise agreement17, ranging between 95 and 98%. True and false 
labels are even completely disjunct.

In our data, the frequencies of fact-checking labels at cascade level are: 24,409 ( = true ) and 82,605 ( = false ). 
For 19,287 rumors, no clear assignment to true or positive was possible; these rumors were discarded in our 
analysis as we aim at comparing true vs. false rumors. Examples of analyzed rumors are given in Table 1.

Calculation of scores for sentiment and emotions.  Scores for sentiment and emotions were com-
puted based on affective computing62. Here we use (1) sentiment giving the overall valence across positivity and 
negativity and (2) eight basic emotions: anger, fear, anticipation, trust, surprise, sadness, joy, and disgust. The 
basic emotions are defined in Plutchik’s wheel of emotions40; see Fig. 9. Basic emotions are rooted in human 
evolution and are thus stable across ethnic or cultural differences41,42. Furthermore, according to emotion theory, 
basic emotions represent a small subset of core emotion based on which other more complex emotions are 
derived. As shown in the Plutchik’s wheel of emotions, basic emotions exhibit a bipolar categorization, where 
each emotion has a corresponding opposite emotion.

The underlying computation of the emotion scores followed the procedure from17. For all rumor cascades j of 
rumor i, the scores were determined based on the NRC emotion lexicon46 that contains a comprehensive list of 

94 761

2.891.50 2.382.07

Structural virality

Cascade size

1

Cascade lifetime

Figure 8.   Example tree structure of a rumor cascade.
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141,820 English words and their associations with each of the eight basic emotions. Each reply to the root tweet 
of a rumor cascade was cleaned, tokenized, and then compared against the NRC emotion lexicon. To illustrate 
examples of emotional words, Table 2 categorizes a set of online rumors across the eight basic emotions using 
the NRC emotion lexicon.

Sentiment.  We calculate a sentiment score sij that only measures the extent of positive/negative polarity in 
replies to rumor cascades. Based on Plutchik’s wheel of emotions, we compute the word count of all positive 
words, denoted by Positivityij , and the word count of all negative words, denoted by Negativityij , respectively. 
Both scores were normalized so that they add to one, and thus measure the relative extent to which language 
leans toward a positive or negative polarity. The sentiment score sij is then defined as the difference between 
positivity and negativity, i. e., sij = Positivityij − Negativityij.

Bipolar emotion pairs.  We start by computing the fraction of words in the reply tweets that relate to each of the 
eight emotions. These were then aggregated and averaged to create a vector of emotion weights that sum to one 
across the emotions. The eight emotion dimensions in eij thus range from zero to one, while most rumor cas-
cades exhibit multiple emotions. For instance, emotion scores in replies to rumor cascades can be 70% surprise 
and 30% fear.

We calculate a 4-dimensional score bij for the bipolar emotion pairs in Plutchik’s wheel of emotions, one for 
each of the four axes: “anticipation–surprise”, “anger–fear”, “trust–disgust”, and “joy–sadness”. Each of the four 
bipolar emotion pairs thus measures the difference between an emotion (e. g., joy) and its complement at the 
opposite side of the wheel (e. g., sadness). We use bipolar emotions due to the strong linear dependence among 
the eight basic emotions. Adding all basic emotions to the same model would make the estimation rank-deficient. 
Therefore, we focus on bipolar emotions as these allow for all basic emotions to be examined in the same model.

Table 1.   Examples of rumors posted on Twitter. Fact-checking labels from http://​polit​ifact.​com. Fact-checking 
labels from the other websites show high pairwise agreement, with true and false labels being completely 
disjunct17.

Rumor Label

“From 2010 to 2014, median household income has actually gone up 7.4%.” FALSE

“Increasing the min. wage to $15 an hour would reduce spending on food stamps, public housing and other programs by over $7.6 
billion a year.” FALSE

“Thanks to #ObamaCare, average E.R. wait in California is 5 hours: http://​gop.​cm/​6015Y​qKd And “it’s only going to get worse.”” FALSE

“California Gov says yes to poisoning more children with mercury and aluminum in manditory vaccines. This corporate fascist must 
be stopped.” FALSE

“It’s the longest running congressional investigation ever. It’s cost taxpayers $4 million. And what’s it about?” FALSE

Joy

Sadness

Disgust

Anger

Anticipation

Fear

Surprise

Trust

Figure 9.   Plutchik’s wheel of emotions40.
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In Plutchik’s emotion model, emotion scores sum up to one across the basic emotions. We thus omit 149 
rumor cascades that do not contain any emotional words from the NRC emotion lexicon (since, otherwise, the 
denominator is not defined).

Validation of dictionary approach.  Our results rely on the validity of dictionaries to extract sentiment 
and emotions from online rumors. We thus checked how the perceived sentiment and emotions in rumors align 
with the lexicon-based sentiment score and emotion scores. For this, we conducted two user studies (see Sup-
plementary Section A), where participants were asked to rate the perceived sentiment, as well as the perceived 
emotions, in a given rumor. In both studies, the participants exhibited a statistically significant interrater agree-
ment (using Kendall’s W). Importantly, we found Spearman’s correlation coefficients for the human labels and 
the dictionary-based scores to be positive and statistically significant; both for sentiment ( rs = 0.11 , p < 0.01 ) 
and emotions ( rs = 0.13 , p < 0.01 ). In sum, the results add to the validity of our lexicon-based approach. The 
lexicon-based approach should thus capture the perceived sentiment, as well as the perceived emotions, in 
online rumors.

Variable description.  A rumor cascade j = 1, . . . ,N belonging to rumor i is given by a tree structure 
Tij = (rij , tij0,Rij) with root tweet rij , the root node’s timestamp tij0 , and a set of retweets Rij = {(pijk , tijk)}k , where 
each retweet is a 2-tuple comprising a parent pijk and a timestamp tijk . The root denotes the original sender of 
the tweet.

Cascade structure.  Based on the tree structure Tij , we compute the following variables yij characterizing the 
underlying diffusion dynamics (Fig. 8):

•	 Size The size refers to the overall number of retweets in the cascade, that is, |Rij| + 1 . Hence, it measures how 
many users interacted with a tweet.

•	 Lifetime This is the overall timespan during which the tweet travels through the network, defined as 
max {tijk}k − tij0.

•	 Structural virality39 This metric measures the trade-off between a cascade that stems from a single retweet 
and a cascade that has a chain structure, thus quantifying how frequently and how extensively a message is 
retweeted. Formally, it is defined as the average “distance” between all pairs of retweeters39, i.  e., 
v(Tij) =

1
n (n−1)

n∑
j1=1

n∑
j2=1

dij1,ij2 for a cascade Tij with n nodes and where dij1,ij2 is the shortest path between 

nodes ij1 and ij2 (similar to the Wiener index).

Table 2.   Examples for rumors posted on Twitter and the emotional words they contain. The emotional words 
are classified according to the NRC emotion lexicon using eight basic emotions: anger, fear, anticipation, trust, 
surprise, sadness, joy, and disgust. Emotional word corresponding to the basic emotion in column 1.

Emotion Online rumor

Anger

“Reports That IS Leader Abu Bakr Al-Baghdadi Was Wounded In A Coalition Air Strike Are “Unconfirmed” - Us Defense Sec 
John Kirby #R4today”

“Y’all, I Just Read That ABC Paid Darren Wilson $500k For The Interview. Destroying Black Life Remains A Lucrative Ameri-
can Career. #Ferguson”

Fear
“Reports Of Shooting At Dammartin En Goele On Route N2 North East Of Paris - French Media Says Car Chase Under Way”

“Sydney Hostage - Taker - Man Monis, 49 - Originally From Iran - Self-Styled Sheikh -Accused Of Sexually Assaulting 7 
Women Developing..”

Anticipation
“Obama’s Daughter Is Pregnant LOL Michelle Should’ve Spent More Time With Her Instead Of Taking Away Our French Fries”

“Obama Has Filed Federal Charges Against Zimmerman For Violating Trayvon’s Civil Rights. God Is Good”

Trust
“Darren Wilson Is A Six Year Veteran Of The #Ferguson Police And Had No Disciplinary Actions Against Him.”

“Canadian Authorities Have Given Name Of Suspect In Ottawa Attacks To U.S. Feds; Ask For FBI Assistance: Sr U.S. Law 
Enforcement Official”

Surprise
“Breaking: 15.1 Foot Tsunami Reported In Coquimbo. #Earthquake #Tsunami”

“Walmart Donates $10,000 To Support Darren Wilson, But Won’t Give Tracy Morgan A Penny For The Accident Their Com-
pany Caused. #Boycottwalmart”

Sadness
“What’s So Frustrating Is That Now We Are Talking About A Robbery And Not The Killing Of An Unarmed Kid. #Ferguson”

“Conservative Caucas Informed Soldier Shot At War Memorial In Ottawa This Morning Has Died. A Sad Development On A 
Shocking Day.”

Joy
“Disney Are Making Their First Movie To Feature Two Gay Princes Who Fall In Love, Amazing.”

“Paula Deen: “Forget The Food Network. I’ve Already Been Offered A Cooking Show On The New Fox News Food Channel.””

Disgust

“#Psa Please Do Not Drink Any Pepsi Soda, A Worker From That Company Has Put Blood Contaminated With Aids Inside 
The Bottles!!! Please Rt!!”

“People Blame The Massacre In Orlando On The NRA. Newsflash: The Orlando Shooter Wasn’t A NRA Member... But He Was 
A Registered Democrat.”
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Social influence.  Following earlier research17,24,63, the social influence of the root rij is quantified by the follow-
ing covariates xij:

•	 Account age The age of the root’s account (in years).
•	 Out-degree The number of followers, i. e., the number of accounts that follow the user (in 1000s).
•	 In-degree The number of followees, i. e., the number of accounts whom the user follows (in 1000s).
•	 User engagement For the sender, past engagement is measured by the past number of interactions on 

Twitter (i. e., tweets, shares, replies, and likes) relative to the account age17. Formally, it computes to 
(T + R + P + L)/A given the past volume of tweets T, retweets R, replies P, and likes L divided by the root’s 
account age A (in days).

•	 Verified account A binary dummy indicating whether the account of the root has been officially verified by 
Twitter ( = 1 ; otherwise = 0 ). This is shown by a blue badge that is reserved for users of public interest (e. g., 
celebrities, politicians).

All of the above variables are computed at the level of cascades as our unit of analysis. Time is not explicitly 
included but later captured in the random effects (we also performed a separate analysis with time effects as part 
of our robustness checks).

Research framework.  In this work, our objective is to attribute differences in the structural properties of 
true vs. false rumors to positive and negative language as well as words associated with certain emotions. For this 
purpose, we link the structural properties to the sentiment and emotions conveyed by the language in the replies 
to rumor cascades. Specifically, we address the following questions: (1) How are variations in language char-
acterized by positive and negative sentiment associated with differences in the structural properties of true vs. 
false rumor cascades? (2) How does the presence words conveying certain emotions (e. g., anger, trust) explain 
differences in the structural properties of true vs. false rumor cascades?

Our research questions aim to explain why false rumors (as compared to true rumors) have a longer lifetime, 
a larger size, and higher structural virality. As defined before, sentiment is a one-dimensional measure along with 
positive and negative polarity, while emotions refer to a granular, bipolar assessment of arousal along multiple 
dimensions. In answering the above research questions, we are interested in the marginal effects (that is, by 
controlling for other sources of heterogeneity).

Model specification.  We specify regression models that explain the cascade structure based on positive 
and negative language as well as emotional words, while also accounting for further sources of heterogeneity. 
Recall that the cascade structure (i. e., the lifetime, size, and structural virality) is given by yij . Furthermore, let 
φi denote the veracity of rumor i. Here we define a true rumor as φi = 0 and a false rumor as φi = 1 . Rumors of 
mixed veracity are included later as part of the robustness checks.

Controls.  In order to estimate marginal effects, we include several control variables. The control variables are: 
the social influence of the root xij (as cascades are likely to diffuse more extensively from influential users) and 
the veracity φi . The latter measures, all else being equal, the relative contribution of veracity to a rumor going 
viral. In addition, we control for heterogeneity among rumors by using rumor-specific random effects. The latter 
is important as it accounts for other unobserved factors (e. g., rumor topic, links to external websites, posting 
date) that may influence the spreading dynamics.

Regression.  Based on the above, we yield the following hierarchical generalized linear model for our analysis of 
language classified by positive and negative sentiment:

with intercept β0 , rumor-specific random effects ui , and coefficients β1, . . . ,β4 (out of which β1 is a vector). Here 
the dependent variable is given by yij (i. e., lifetime, size, or structural virality). Depending on the actual choice 
of the dependent variable, a different distribution is modeled and, hence, a different estimator must be used. This 
is detailed later. The notation (φi × sij) refers to a one-way interaction term.

For our analysis of emotional language, a hierarchical generalized linear model is analogously obtained 
whereby the sentiment variable sij is replaced by the bipolar emotions pairs bij ∈ R4 , i. e.,

with parameters β0, . . . ,β4 (out of which β1 , β3 , and β4 are vectors and where ⊙ is the element-wise 
multiplication).

Model coefficients.  The estimation results for the parameters β0, . . . ,β4 characterize the spread of true vs. false 
rumors as follows:

•	 β1 is the intercept. It represents the baseline structure for a cascade with average properties.
•	 β2 assesses the overall contribution of veracity to diffusion dynamics (after correcting for different emotions 

and social influence as in true vs. false rumors). Hence, all else being equal, this parameter quantifies to what 
extent false rumors last longer, spread more widely, and go more viral as compared to true rumors.

(1)yij = β0 + βT
1 xij + β2 φi + β3 sij + β4 (φi × sij)+ ui

(2)yij = β0 + βT
1 xij + β2 φi + βT

3 bij + βT
4 (φi ⊙ bij)+ ui
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•	 β3 measures how tweets with emotional language link to cascade structures. Estimation results for this coef-
ficient have been discussed elsewhere18,24,26 and, for reasons of brevity, are thus omitted from our results 
section. We note that the influence directly attributed to emotional language is consistent with previous 
research.

Of particular interest is the following parameter:

•	 β4 estimates the relative differences in how emotional language is received in relation to true vs. false rumors. 
This is captured by the one-way interaction between the emotion variables and veracity. Hence, a positive β4 
indicates that an increase in the fraction of emotional words of a certain category is associated with larger 
increases of the dependent variable for false vs. true rumors. As we controlled for other sources of heterogene-
ity, these estimates are “ceteris paribus,” that is, all else being equal, they measure how much larger/smaller 
is the effect of language classified by emotions on size, lifetime, and structural virality if the rumor is false.

Estimation details.  The actual choice of the dependent variable requires a different estimator in order to 
account for the underlying distribution. Cascade size represents count data and its variance is larger than its 
mean. We thus adjust for overdispersion and apply negative binomial regression with log-transformation. For 
lifetime, prior research has suggested that response times are log-normally distributed63. Accordingly, we log-
transform the lifetimes. Results of the Shapiro-Wilk test for normality applied to the log-transformed variable 
suggest that the null hypothesis of normal distribution cannot be rejected. This allows us to estimate the model 
using ordinary least squares (OLS). For structural virality, we use a gamma regression with log-link, which is a 
common choice for modeling positively skewed, non-negative continuous variables.

Our implementation uses the lme4 package in R 3.6.3. This ensures that random effects are considered. 
Approaches for winsorizing or censoring the data (or other filtering options) were intentionally disregarded, as 
we consider all observations to be informative, especially those in the tails. We nevertheless performed a robust-
ness check with winsorizing, yielding consistent outcomes. We z-standardized all variables in order to facilitate 
interpretability. Accordingly, the regression coefficients measure the relationship with the dependent variable 
in standard deviations.

Robustness checks.  We conducted the following checks to validate the robustness of our results.

Fine‑grained emotions.  Instead of having four bipolar dimensions, we ran a regression with all eight fine-
grained emotions as separate variables (see Supplementary Tables S3–S5). Consistent with our previous find-
ings, we again find that words associated with emotions like anticipation, trust, and anger accelerate the spread 
of false rumors. However, the estimation is rank-deficient and, hence, our main analysis is instead based on 
bipolar emotion pairs.

Additional checks.  We conducted additional checks to validate the robustness of our results: (1) we ran separate 
regressions for true vs. false rumors. (2) to ensure robustness across the complete time period of the study, we 
used clustered standard errors at the annual level and repeated the analysis for different time periods. Further-
more, we included dummy variables for each year in our sample to control for year-level effects. The results show 
a good agreement of the coefficients of all variables and support the robustness of our results across time periods 
(see Supplementary Section B). (3) The validity of our estimates was ensured by following common practice for 
regression modeling. In particular, we determined the variance inflation factor (VIF) to be below the critical 
threshold of five64. (4) We added non-linear regressors (i. e., quadratic terms) for each emotion to our regression 
models. In all cases, our results are robust consistently support our findings. (5) We analyzed how the diversity 
of emotion scores is association with the spread of rumors. Here we extended our regression models with a vari-
able that measures the sum of squares over the 8-dimensional vector comprising the different emotion scores. 
We find that a higher diversity of emotion scores is associated with higher values for cascade size, duration, and 
structural virality (see Supplementary Section B).

Data availability
Permission from Twitter to analyze the dataset was obtained. All data needed to evaluate the conclusions in the 
paper are publicly available (and the source reported in the paper). Replication code for this study is available 
via https://​github.​com/​Domin​ikBae​r95/​Emoti​ons_​true_​vs_​false_​online_​rumors.
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Introduction
With around 4.6 billion users globally (1), social media platforms 
such as Facebook, Instagram, and Twitter/X have become import
ant tools for political campaigning worldwide (2). For example, in 
the United States, expenditure on online political advertising rose 
from USD ∼70 million in 2014 to USD ∼1.8 billion in 2018 (3). 
Similarly, politicians in Europe have recognized the importance 
of social media for their campaigns. For instance, the majority 
of candidates in the 2021 German federal election believed that 
social media can influence voters (4).

An essential feature of advertising on social media is targeting, 
which allows advertisers to select specific user groups and deliver 

tailored political messages to particularly receptive audiences 
(2, 5–7). For example, campaigns can send tailored ads that align 
with the interests of distinct voter groups (8), thus ensuring that 
their content resonates with the unique political perspectives of 
each audience (9). However, targeting in political advertising is 
problematic (10–12). First, targeting is concerning if parties cater 

ads to specific groups (13) or send conflicting messages on political 
issues to different audiences (14). Second, targeted ads are distrib
uted by proprietary algorithms that are beyond societal scrutiny 
and that may exhibit biases that influences the audience of specif
ic ads (11, 15–17). Third, privacy concerns are eminent given 
that political targeting heavily depends on potentially sensitive 
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information (e.g. ethnic origin, sexual orientation) to identify re
ceptive audiences (18–20). Essentially, the use of targeting raises 
concerns regarding fairness, accountability, and transparency in 
electoral processes.

The concerns regarding democratic integrity have spurred calls 
to monitor political advertising on social media (21, 22). However, 
granular information about political ads (e.g. impression counts, 
price per ad) is in the hands of proprietary social media platforms 
and, so far, has been either unavailable or deemed imprecise (23, 
24). This lack of transparency may prevent accountability for mis
conduct, which is particularly concerning given recent evidence 
suggesting that political advertising on social media directly af
fects voter turnout (25) and vote choice (26–28). As such, there is 
a growing need to monitor targeted political advertising on social 
media to safeguard democratic integrity.

A combination of public pressure (3) and regulatory efforts (e.g. 
the Honest Ads Act in the United States (29) and the Digital 
Services Act in the E.U. (30)) have pushed social media platforms 
to strengthen their transparency efforts around political advertis
ing. Indeed, Meta has launched the Meta Ad Library, which pro
vides public access to all political and social ads published on 
Facebook and Instagram, and allows researchers to study political 
advertising at scale (31–35) (see Supplementary Material S1 for a 
comprehensive overview of the literature). However, existing ana
lyses had only limited access to political ads, since crucial infor
mation about targeting was missing. As such, it remains unclear 
how targeting is used, how targeted ads are distributed, what 
the different targeting strategies behind political ads are, and 
how their reach at a given budget varies.

There are good reasons to believe that parties adopt diverse tar
geting strategies (8, 9, 36). Previous research on the content of on
line political ads has shown that parties pursue different 
communication strategies (32, 37). Some parties advertise by par
ticularly focusing on issues related to their base (32, 37) such as, 
for example, environmentalism in the case of the Grüne. In con
trast, other parties avoid ads related to specific political issues 
(9, 37) and tend to publish more “generic” ads, for example, intro
ducing a candidate or calling to vote. Since the latter does not refer 
to a concrete political issue, such ads may reach audiences across 
party boundaries, which may vary with respect to age, gender, and 
interests (32). As such, targeting may limit the political participa
tion of disadvantaged groups due to a party’s targeting strategy 
(differently from ads on broadcast media that can be received by 
all voter groups). Furthermore, there is reason to expect that the 
algorithmic delivery of social media ads may introduce further 
bias (15–17), thus resulting in differences between actual and in
tended audiences. For example, social media algorithms exhibit a 
tendency to target fewer women due to differences in advertising 
costs (17). Such algorithmic bias can lead to discrimination as wom
en may be less frequently exposed to political campaigns and thus 
harm political participation. Moreover, such bias can harm political 
competition when, for instance, some parties consistently pay 
higher prices for political ads, thus leading to fairness issues.

In this article, we analyze targeted political advertising on social 
media using a large-scale dataset with N = 81,549 political ad 
contracts (henceforth simply ads)a from Meta during the 2021 
German federal election (see Supplementary Material S2 for add
itional context on the election). Overall, these ads generated more 
than 1.1 billion impressions with an overall cost of EUR 9.8 million. 
Our dataset provides a unique view of the targeting strategies that 
parties use across the entire political spectrum, during an election 
with more than 60 million eligible voters. In particular, our dataset 
comprises granular information about each ad, including targeting 

strategies, spending, and actual impressions, and thus allows us to 
study targeted political advertising on social media.

Our analysis is three-fold: (i) We assess the prevalence of tar
geted political ads across the full political spectrum and infer de
tailed targeting strategies used by political parties for their 
election campaigns. (ii) We evaluate discrepancies between tar
geted and actual audiences due to algorithmic bias in the ad deliv
ery and how such discrepancies vary across parties. (iii) We 
analyze the characteristics of targeted ads with far reach at a giv
en budget during elections and analyze whether parties are discri
minated by algorithmic ad delivery in that they pay a higher price 
per impression.

Results
Targeted political advertising during the 2021 
German federal election
We analyze targeted political ads on Meta during the 2021 
German federal election (see Supplementary Material S2 for 
additional context on the election) and compare how parties 
across the political spectrum use targeting for their campaign 
purposes. Overall, we analyze N = 81,549 political ads that gen
erated more than 1.1 billion impressions with an overall cost 
of EUR 9.8 million. For a breakdown of our dataset in terms of to
tal number of ads, ad spending, and impressions by party, see 
Supplementary Material S3. The ads in our dataset are designed 
mostly to mobilize and persuade voters and tend to focus on 
parties more broadly rather than candidates. Details are in 
Supplementary Materials S4 and S5.

Targeting has spurred concerns regarding political advertising 
on social media (12, 38). However, it is unclear to what extent par
ties use targeting during election campaigns. Throughout the art
icle, we consider an ad to employ “targeting” if it uses any 
targeting category available to advertisers on Meta in addition to 
demographics (i.e. gender and age) and location (since the latter 
must always be specified in the ad creation). For details, see 
Materials and methods section.

To analyze the prevalence of targeted political ads on Meta dur
ing the 2021 German federal election, we start by quantifying the 
number of targeted ads. In the run-up to the election, 72.3 % of all 
ads used targeting, which corresponds to 72.6 % of the total ad 
spending on Meta during the election. This highlights the import
ance of targeted ads for political campaigns on social media.

Meta allows advertisers to target users based on various target
ing categories (see Supplementary Material S8 for an overview). 
We expect that some targeting categories are more popular than 
others and thus study how the campaign budget is distributed be
tween categories. Figure 1 shows the top-10 targeting categories in 
terms of spending across all parties. We find that parties tend to 
use exclusion rather than inclusion criteria to target users. This 
result suggests that most parties rely on broad audiences and al
low Meta to optimize ad delivery among users. To define inclusion 
criteria, parties largely rely on so-called interests (e.g. social 
equality, environmentalism, and international relations), behav
iors (e.g. early adopters of new technology, commuters, inter
national travelers), or employers (e.g. business owners, police 
officers, Ford Deutschland). Parties also frequently define a specif
ic list of users to be targeted (“Custom”) or an audience that is 
similar to a previously defined target group (“Lookalike”). Lastly, 
parties commonly target users based on their location. For ex
ample, 88.72 % of the ads have a precise location targeting (beyond 
Germany). Overall, these results show that parties employ a wide 
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variety of targeting strategies. For a breakdown of the top-10 tar
geting criteria by party, see Supplementary Material S3.

We now study the reach of political ads at a given budget. To do 
so, we focus on the number of impressions an ads generates per 
EUR spent (henceforth simply impressions-per-EUR). Political par
ties employ different campaign strategies on social media (37), 
which may also lead to differences in the impressions-per-EUR 
of political ads. We thus compare impressions-per-EUR across 
political parties and test for statistically significant differences us
ing a Kruskal–Wallis test (39). The results are in Fig. 2a and b. We 
find that impressions-per-EUR significantly differs across parties 
(P < 0.05). On average, political ads generate 126.71 impressions- 
per-EUR. However, the Grüne receives, on average, only 36.18 
impressions-per-EUR. In contrast, ads published by the FDP and 
the AfD are considerably more efficient, reaching, on average, 
181.53 and 203.49 impressions per EUR, respectively. In summary, 
impressions-per-EUR of social media ads varies greatly across the 
political spectrum.

Given the high prevalence of targeted ads, we also compare 
impressions-per-EUR for targeted ads and ads without targeting. 
Our results are mixed (see Fig. 2c). While targeted ads achieve, 
on average, more impressions-per-EUR compared to ads without 
targeting for the Linke, FDP, and AfD, the opposite is true for the 
Grüne, SPD, and Union. Performing multiple pairwise Kruskal– 
Wallis tests with Benjamini–Hochberg correction based on a 
family-wise error rate (FWER) of FWER = 0.05, we find that these 
differences are all statistically significant (P < 0.05). Generally, tar
geting may result in less impressions-per-EUR than ads without 
targeting in terms of impressions per EUR. This may be due to 
more narrow and thus more expensive targeting, or to an audi
ence for which targeting is more expensive.

Discrepancies between targeted and actual 
audiences
Previous research has shown that algorithmic ad delivery can lead 
to discrepancies between intended and actual audiences on Meta 
(15, 16). This may be concerning if algorithmic ad delivery would 
propagate existing biases in voting patterns that restrict the reach 
of a party among a certain population, and thus hamper fair elect
oral competition. For example, some parties (e.g. Grüne) tend to re
ceive more votes from younger female audiences while others are 
more popular among older male audiences (e.g. AfD). We thus 
explore potential discrepancies between the demographic distri
bution of the intended (= targeted) and the actual audience 
reached by political campaigns due to the algorithmic ad delivery. 
Meta does not provide detailed information on the actual audi
ence with respect to other targeting criteria, which is why we fo
cus on age and gender. These demographic characteristics are 

nevertheless important determinants for a plethora of life out
comes and ideological stances (40).

Let us first focus on age (Fig. 3). For each party, we compute the 
proportion of actual impressions generated by different age buck
ets, where we weight each ad by the amount of money spent. We 
refer to this vector as the actual audience of an ad. Similarly, we 
compute the proportion of targeted impressions by different age 
buckets, where we again weight each ad by the amount of money 
spent. This vector is the target audience of an ad. Figure 3a shows 
the discrepancy (percentage difference) between the actual and tar
get audience. All parties reach an actual audience that is younger 
than the one targeted, except for the far-right AfD which generally 
reaches an older audience. We also compute the Wasserstein dis
tance WS (see Supplementary Material for details) to quantify the 
difference (in years) between the age distribution of actual and tar
get audiences for all parties. It yields: Linke = 4.69, Grüne = 6.35, 
SPD = 4.61, FDP = 5.18, Union = 5.69, and AfD = 4.89. Overall, the 
Linke and the SPD show the smallest discrepancy between the tar
geted and actual audience, while the Grüne exhibits the largest 
one. Figure 3b shows the values for actual and target for the AfD, 
thereby highlighting in red (green) the age buckets where the ac
tual audience is smaller (larger) than the targeted one.

We repeat the procedure above to compute the variables for the 
actual and target audience of an ad by gender. For all parties, there 
is a large discrepancy between the targeted vs. actual audience in 
terms of gender, with ads shown to fewer female users than in
tended, except for the Grüne (see Fig. 3c). This is particularly pro
nounced for right-wing parties such as the Union and the AfD. For 
example, the AfD reaches 12.91% more male individuals than ori
ginally targeted. Interestingly, the Grüne is the only party for 
which the opposite is true: its ads reach 5 % more female individ
uals and 8 % fewer male individuals than targeted. To quantify the 
discrepancies in the gender distribution between actual and target 
audience, we again compute the Wasserstein distance for each 

Fig. 1. Top-10 targeting criteria by total spending.

Fig. 2. a) Distributions of impressions-per-EUR across the ads of each 
party. The cross indicates the mean of the distribution. b) Difference 
between average impressions-per-EUR of a party and average 
impressions-per-EUR in the overall sample. c) Distribution of 
impressions-per-EUR across the ads of each party. The cross indicates the 
mean of the distribution.
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party: Linke = 2.35, Grüne = 6.55, SPD = 3.27, FDP = 7.81, Union = 7.95, 
and AfD = 13.35, which corroborate the previous observations.

Systematic differences in impressions-per-EUR 
across parties
Regression analysis
To evaluate how key aspects of online political advertising are as
sociated with impressions-per-EUR, we perform a regression ana
lysis. For this, we estimate three separate linear regression models 
that focus on different determinants for impressions-per-EUR, 
namely, (i) targeting strategies, (ii) demographics, and (iii) ad 
characteristics (see Materials and methods for methodological 
details). 

1. Targeting strategy: Our first regression model assesses how 
targeting strategies are related to impressions-per-EUR (see 
Fig. 4a). Ads that use more targeting criteria are linked to low
er impressions-per-EUR as indicated by the negative and stat
istically significant coefficients for “No. Include criteria” 
(P < 0.05) and “No. Exclude criteria” (P < 0.05). This link is par
ticularly strong for exclusions, where, all else equal, an add
itional 18.49 excluded criteria predicts a decrease of 68.37 
impressions-per-EUR. Our regression results further show 
that targeting has a heterogeneous effect on impressions- 
per-EUR. For example, the usage of the targeting categories 

“Behaviors (Include)” and “Interests (Exclude)” is associated 
with considerably more impressions-per-EUR as indicated by 
a positive and significant coefficient (P < 0.05). In contrast, the 
negative and significant coefficient for “Employers (exclude)” 
and “Interests (include)” suggest that exclusion criteria for em
ployers or inclusion criteria for interests correspond to lower 
levels of impressions-per-EUR. Interestingly, excluding custom 
audiences is linked to higher ad efficiency, while excluding 
lookalike audiences is negatively associated with ad efficiency 
as shown by a positive and statistically significant coefficient 
for “Custom audience (exclude)” (P < 0.05) and a negative 
and statistically significant for “Lookalike (exclude)” (P < 0.05). 
Given that ad delivery heavily relies on Meta’s algorithm, 
more transparency would be crucial to explain these findings.

2. Demographic segments: Our second regression model evaluates 
how different demographics explain impressions-per-EUR. 
The regression results are in Fig. 4b. We find a positive and 
statistically significant coefficient for “Female” (P < 0.05) and 
“Male” (P < 0.05), suggesting that targeting only female or 
male audiences rather than all genders is associated with 
more impressions-per-EUR. All else equal, only targeting users 
from a single gender predicts, on average, an additional 43.90 
(“Female only”) and 38.08 (“Male only”) impressions-per-EUR. 
Furthermore, the coefficients for Age: 18–24, Age: 25–34, and 
Age: 45–54 are positive and statistically significant (P < 0.05), 
while the coefficients for Age: 35–44, and Age: 65+ are negative 

a

b

c

Fig. 3. a) Discrepancy in the age distribution between the actual and target audience (in %). We find that ads by most parties (except AfD) are seen by more 
users between 25 and 34 than originally intended. b) Comparison of actual and target audience by age for political ads published by AfD. A red color (i.e. 
proprotion of target audience is larger than actual audience) indicates areas where the difference between the actual and targeted audience is negative 
(green for positive, i.e. proportion of target audience smaller than actual audience). Younger and older users see the ads less often than originally 
intended by the party. c) Discrepancy in the gender distribution between the actual and target audience (in  %). We find large differences between male and 
female audiences for right-wing parties (e.g. Union, AfD), implying that ads are seen by considerably fewer females than originally intended due to the 
algorithmic ad delivery.
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and statistically significant (P < 0.05). As such, addressing 
younger audiences is linked to more impressions-per-EUR ex
cept for the age group between 35 and 44.

3. Ad characteristics: In our third regression model, we study how 
ad characteristics are linked to impressions-per-EUR (Fig. 4c). 
For example, the timing and content of an ad explain its 
impressions-per-EUR. In particular, ads that are online for a 
longer period and published earlier in the week tend to receive 
more impressions-per-EUR as indicated by the positive and 
statistically significant coefficient for Duration (P < 0.05) and 
Tuesday (P < 0.05) as well as the negative coefficients for the oth
er weekdays. As such, all else equal, for each extra week that an 
ad remains online our model predicts 24.98 additional 
impressions-per-EUR. When assessing the link between 
impressions-per-EUR and whether a candidate has published 
an ad, we do not find a statistically significant coefficient 
(P = 0.31). However, the party dummy is an important deter
minant of impressions-per-EUR. In particular, ads published 
by the AfD are linked to more impressions-per-EUR compared 
to all other parties, which is seen by the negative and statistic
ally significant coefficient for all other party variables (P < 0.01). 
All else equal, ads by the AfD reach +148.88, +99.86, +91.09, 

+81.97, and +21.25 additional impressions-per-EUR compared 
to the Grüne, SPD, Union, Linke, and FDP, respectively.

Of note, sentiment, weekday, platform dummy, and party 
dummy are categorical variables. Hence, they need a reference 
condition to include them in our regression model. The coeffi
cients of these variables should be interpreted relative to the ref
erence categories. In this analysis, we chose “neutral” sentiment, 
“Monday”, “both platforms”, and “AfD” as reference categories.

We further conducted two additional analyses, which are mo
tivated by the fact that larger competition may influence ad im
pressions. Generally, we expect competition among political ads 
to be small given that political ads represent only a small fraction 
out of all ads on Meta. Nevertheless, we perform two analyses 
where we control for the time-to-election-day and the number 
of competing political ads. We find that publishing ads earlier in 
the campaign is related to higher levels of impressions-per-EUR. 
Furthermore, higher competition in terms of more active ads at 
the publishing day is negatively related to impressions-per-EUR. 
Of note, all other results remain consistent with our main analysis 
except for the coefficient of negative sentiment, which is no longer 
statistically significant. Details are in Supplementary Material S6.

a

b

c

Fig. 4. Coefficient estimates and 95 % confidence intervals for a) targeting strategies, b) demographics, and c) ad characteristics. Statistically significant 
coefficients (P < 0.05) are indicated by black circles , all others by gray circles . Sentiment, weekday, platform dummy, and party dummy are categorical 
variables, and the reference categories are “neutral” sentiment, “Monday”, “both platforms”, and “AfD”.
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Machine learning approach
We now employ a machine learning approach to predict the reach 
of political ads for a given budget based on the information pro
vided by Meta. The rationale for this design is two-fold. (i) If the 
available information in the Meta Ad Library and the Meta Ad 
Targeting Dataset is sufficiently complete, we should be able to 
make accurate predictions of impressions-per-EUR given the 
available features. In other words, a low prediction performance 
suggests that other unobserved features explain the heterogen
eity in the reach of different ads for a given budget (e.g. factors re
lated to the algorithmic delivery of ads), but these features are not 
captured in the dataset and are thus not available for external 
stakeholders. Hence, this can provide a glimpse into the transpar
ency provided by the available data. (ii) The machine learning pre
dictions can also be used to examine empirically whether there 
are systematic differences between the predicted and actual 
reach of an ad for a given budget, across different political parties. 
In other words, if a party consistently receives more views for a 
given budget than others targeting the same audience, this could 
indicate that the algorithmic delivery of ads is advantaging said 
party, which would undermine fair competition.

We fit a random forest model (41) by using all variables from 
our regression analysis related to key determinants of the reach 
of an ad for a given budget, namely, (1) targeting strategies (e.g. 
the type and frequency of targeting categories), (2) demographics 
(age, gender of target group), and (3) ad characteristics (e.g. senti
ment of an ad, ad duration, publishing party). In addition, we use 
the full set of targeting variables and add variables that indicate 
whether (i) the advertisers supplied a data file to include/exclude 
a custom audience and (ii) the data supplied by the advertisers to 
include/exclude a custom/lookalike audience was complete. For a 
full list of variables, see Materials and methods. To measure the 
reach of an ad for a given budget, we again rely on the number 
of impressions generated per EUR spent (i.e. impressions- 
per-EUR). Details on the implementation are in Materials and 
methods.

Our model achieves an average root mean squared error 
RMSE = 123.79 over 10 runs (± a s.d. of 4.21) when predicting 
impressions-per-EUR on the hold-out set. More importantly, our 
model can only explain a fraction of the variance in our data 
(R2 = 0.40 ± a s.d. of 0.02 over 10 runs). The low R2 suggests that 
the available information about targeting strategies, demograph
ics, and ad characteristics is not sufficient to fully characterize the 
impressions-per-EUR of the ad campaign.

Next, we compute the mean difference between the predicted 
and actual impressions-per-EUR across parties. This measure in
dicates whether specific parties consistently achieve more or few
er impressions-per-EUR while controlling for all other available 
sources of heterogeneity in targeting strategies, demographics, 
and ad characteristics. Figure 5 shows that most left-leaning par
ties (i.e. the Grüne and the SPD, except for Linke) and Union consist
ently achieve fewer impressions-per-EUR than predicted by our 
model. In contrast, the FDP and AfD, on average, receive 12.83 
and 2.81 additional impressions per EUR, respectively. This result 
implies a relative advantage of 10.13 and 2.22% in impressions- 
per-EUR compared to the average ad that achieves 126.71 
impressions-per-EUR. Overall, our results suggest that the algo
rithmic delivery of political ads may advantage specific parties.

We perform a series of checks to ensure the robustness of our 
results. First, we train an XGBoost model using the same training 
procedure as outlined for the random forest model. Second, we 
check the heterogeneity of our results across platforms and 

re-train our random forest model by using political ads that 
were solely published on (i) Facebook and (ii) Instagram. Across 
both checks, our main findings regarding (i) and (ii) remain con
sistent. Details are in Supplementary Material S10.

Discussion
Targeted political advertising on social media has raised signifi
cant concerns regarding fairness, accountability, and transpar
ency among researchers, policymakers, and society at large. 
Given the known and significant impact of political advertising 
on voter turnout and vote choice (25–28), it is crucial to analyze 
how parties across the political spectrum employ targeting during 
election campaigns and inform policymakers on the implications 
of targeted political advertising for democracies.

Our findings contribute to the existing literature on political ad
vertising on social media by providing evidence of the prevalence 
of targeting across the political spectrum. While social media was 
found to be an essential communication channel for parties dur
ing election campaigns (9, 32, 37), it was previously unclear 
whether and how parties make use of targeting.

Targeting was used in 72.3% of all ads published on Meta during 
the 2021 German federal election. In fact, parties rely on a wider 
range of targeting categories available to advertisers on Meta. 
For example, a majority of campaign budget is spent for ads 
that exclude users based on so-called interests (e.g. social equal
ity, environmentalism, and international relations), behaviors 
(e.g. early adopters of new technology, commuters, international 
travelers), or employers (e.g. business owners, police officers, 
Ford Deutschland). We further find significant differences in the 
reach of ads at a given budget. For example, the far-right AfD 
achieves significantly more impressions-per-EUR compared to 
other parties.

Our results further show that the algorithms of the platforms 
drive—to a large extent—who views an ad, which can lead to dis
crepancies between the intended (targeted) and actual audience. 
Indeed, we find considerable discrepancies between both. For in
stance, the Grüne reaches considerably more female users than in
tended, while the Union and the AfD reach a larger male audience 
than intended. Algorithmic bias in the delivery of political ads 
may amplify stereotypes associated with vote choices among dis
tinct segments of the electorate. In fact, previous research has 
shown that algorithmic bias is responsible for systematically de
livering ads based on gender stereotypes, but in a job context 
(17). This aligns with the fact that the Grüne traditionally receives 
more support from female voters compared to both the Union and 
the AfD, which more strongly depend on male voters.

The results of our regression analysis provides evidence for sig
nificant heterogeneity in the impressions-per-EUR of targeted ads. 
For example, ads targeting only a single gender achieve signifi
cantly more impressions-per-EUR. This may be due to a higher 
level of personalization but also raises concerns on whether algo
rithmic bias propagates gender-specific ads particularly well. 

Fig. 5. Average difference between actual vs. predicted impressions- 
per-EUR based on our machine learning model over 10 runs.
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Moreover, ads by Grüne receive considerably fewer impressions- 
per-EUR than other parties. Given that their voters have an 
above-average income targeting them may be more costly than 
the average. In contrast, ads published by the AfD generate the 
most impressions-per-EUR. This could be explained by the fact 
that incendiary political issues promoted by populist parties 
(e.g. anti-immigration), tend to attract high attention on social 
media (32, 42, 43).

Finally, the results of our machine learning approach show that 
detailed information on targeting strategies, demographics, and ad 
characteristics cannot fully explain the reach of an ad for a given 
budget in terms of impressions-per-EUR. This finding indicates 
that current transparency measures do not suffice to evaluate 
how proprietary algorithms deliver political ads. In fact, we find sys
tematic differences between predicted and actual impressions- 
per-EUR, which is particularly wide for the far-right AfD. This gap 
is concerning as it possibly indicates the presence of algorithmic 
biases that may favor populist ads.

As with other research, ours is not free from limitations that 
offer opportunities for future work. We focus on the 2021 
German federal election; extending our results to other countries 
is important for generalizability. Nevertheless, the federal struc
ture in Germany is similar to other countries, and the election is 
comparatively large, with more than 60 million eligible voters 
and candidates from parties across the political spectrum (44). 
Our analysis is based on a unique, large-scale dataset that is pro
prietary and, as such, offers granular insights. However, more re
search is needed to assess the accuracy of the Meta Ad Library 
(23). Furthermore, the effects of algorithmic ad delivery are not 
yet fully understood and may require further data disclosure by 
platforms. For instance, Meta only offers specific audience details 
related to age and gender, without providing comprehensive pri
cing information. This lack of data precludes a broader analysis 
of how pricing mechanisms vary and the discrepancies between 
the targeted and actual audiences. We thus encourage future re
search to focus on pricing mechanisms for political ads on social 
media and more granular analyses of actual and targeted audien
ces. Lastly, while our current focus is on targeting, we also provide 
insights on the purpose (see Supplementary Material S4) and fo
cus of ads (i.e. candidates vs. parties; see Supplementary 
Material S5). Here, interdisciplinary approaches combining com
putational methods and theory from political science (45) could 
expand our analysis on the communication strategies employed 
by various parties on social media beyond targeting.

Our results contribute to the political science literature by 
shedding light on the prevalence of targeting during real-world 
elections. Targeting is highly prevalent in political campaigns 
and allows parties to focus on specific voter segments. This result 
mandates additional efforts by researchers to unravel the impact 
of targeted political advertising on society.

Our results have further implications for parties and policy
makers. For parties, we provide valuable insights into the delivery 
mechanisms of targeted ads on social media. For policymakers, 
our research emphasizes the necessity to intensify auditing and 
regulation regarding political advertising on social media. The dis
crepancies between actual and targeted audiences that we identified 
potentially originate from algorithmic bias that favors certain voter 
segments. This is concerning as such bias may harm political partici
pation and reinforce discrimination against disadvantaged groups.

Policymakers should pay particular attention to addressing 
these issues in regulatory frameworks and hold platforms ac
countable for ensuring fairness, accountability, and transparency 
in political advertising. For example, previous research (46) 

recommends that platforms make adaptations to the auction 
mechanisms to subsidize political advertisers or provide quotas 
in combination with separate auctions for political and commer
cial advertisers to lower competition for political advertisers. 
Policymakers could also require randomization of ad delivery 
among the target population as discussed by the European 
Parliament (47), thereby preventing discrimination due to algo
rithmic bias. Most importantly, policymakers should incentivize 
additional transparency measures. For example, current meas
ures are insufficient to evaluate how the platform’s pricing mech
anism influences ad delivery, limiting independent assessment by 
researchers. Mandatory disclosure of information about click 
rates could help to better understand the effectiveness of social 
media ads. Overall, there is a pressing need for policymakers to 
mandate such disclosures, allowing for third-party monitoring 
and contributing to a more accountable system of political adver
tising on social media.

Materials and methods
Data
We collect N = 81,549 political ads from the 2021 German federal 
election published by candidates and parties (including their 
youth organizations) on Facebook and Instagram. Specifically, 
we first obtain all ads with a starting day in the period [2021 July 
01, 2021 September 26] from the Meta Ad Library API (48). We 
then filter ads where the sponsor or page name matches any of 
the six major parties (i.e. Linke, Grüne, SPD, FDP, Union, and AfD) 
or one of their candidates running for office.b Of note, advertisers 
on Meta may purchase ads with the same creatives (i.e. content, 
image, etc.) multiple times. Therefore, we use the term “ad” to re
fer to a single ad contract, including its timing, budget, and target
ing settings besides its content.

The Meta Ad Library API provides detailed information about 
content, page/sponsor name, money spent, start and stop dates, 
and the number of impressions distributed across gender and 
age (i.e. in buckets corresponding to 18–24, 25–34, 35–44, 45–54, 
55–64, 65+ years). It also indicates whether an ad was published 
(a) only on Facebook, (b) only on Instagram, or (c) simultaneously 
on both platforms. For ad spending and the number of impres
sions, Meta only reports discretized buckets. Following previous 
research (9, 26, 31–34), we average the maximum and minimum 
of each bucket to obtain conservative point estimates of the ad 
spending and the number of impressions per ad. A full list of var
iables is available in Supplementary Material S7.

We further use the Meta Ad Targeting Dataset (49) to access ad 
targeting information. The Meta Ad Targeting Dataset contains tar
geting information on all social issue, electoral, and political ads 
published after 2020 August 3, on Facebook or Instagram (49). 
The dataset can be accessed after approval by Meta via https:// 
developers.facebook.com/docs/ad-targeting-dataset. We ac
cessed the dataset in August 2023 and queried targeting informa
tion for all N = 81,549 political ads retrieved from the Meta Ad 
Library API based on the unique ad ids. In particular, we queried 
information about the users’ demographics (age and gender) tar
geted by each ad, as well as additional targeting categories such as 
interests, behaviors, jobs, or locations. Throughout the article, we 
consider an ad to employ “targeting” if it uses any category pro
vided in the dataset in addition to demographics (i.e. gender and 
age) and location (since the latter must always be specified in 
the ad creation). We further choose to ignore the “Include loca
tion” category, which is defined by default for every ad (e.g. 
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“Germany”), but we do consider “Exclude location” (only present 
for a very small minority of ads = 3.35%). Targeting information 
for each ad is specified in groups of categories (e.g. “Interests” 
such as Politics and Environment), and the ad will include/exclude 
people that match at least one category in each group. We notice 
that the majority of the “include” conditions in our data contains 
1–2 groups, while all “exclude” conditions contain a single group. 
For a comprehensive overview of the targeting information pro
vided in the dataset, see Supplementary Material S8. For an ex
ample ad with targeting information, see Fig. S4.

Wasserstein distance
Following Capozzi et al. (32), we compute the Wasserstein dis
tance WS to quantify discrepancies between the demographic dis
tribution (i.e. age and gender) of the Target and Actual audience of 
an ad. The WS distance, also known as the earth mover’s distance 
(EMD) or Kantorovich–Rubinstein distance, is a measure of the 
dissimilarity between two probability distributions. It quantifies 
the minimum cost required to transform one distribution into an
other, where the cost is determined by the amount of “mass” that 
needs to be moved from each point in one distribution to its corre
sponding point in the other distribution. We compute it using the 
scipy Python library, which is based on the following formula:

l1(u, v)= ∫+∞
−∞ |U − V|, 

where u and v are the two distributions to compare, and U and V 
the respective cumulative distribution functions.

Regression analysis
We hypothesize that targeting affects the impressions-per-EUR of 
political ads on social media. We thus use regression analysis to 
study what factors drive the reach of an ad at a given budget for 
political advertising on social media. To measure the reach of an 
ad, we rely on the number of impressions an ad generated per 
EUR spent (or simply impressions-per-EUR). Let yi denote 
impressions-per-EUR for an ad i, and let xi refer to a vector with 
different characteristics belonging to that ad. We then estimate 
the following linear regression model

yi = α + βTxi, (1) 

where α represents the model intercept, and β measures the asso
ciations between the variables in xi and yi. For estimation, we use 
ordinary least squares regression (OLS) and test whether the coef
ficients are significantly different from zero using two-sided 
t-tests. To facilitate the interpretability of our results, we further 
z-standardize all numerical variables in x. Hence, we interpret 
our coefficients as follows: For numerical variables, a one stand
ard deviation increase in x predicts an increase in the reach of 
an ad at a given budget by β impressions-per-EUR. For dummy var
iables, a dummy variable in x set to one predicts an increase in the 
reach of an ad at a given budget by β impressions-per-EUR.

We use three different regression models to analyze how 
impressions-per-EUR varies across ads. To do so, we use a com
prehensive set of variables available to us in the Meta Ad Library 
or the Meta Ad Targeting Dataset that represent three key deter
minants of impressions-per-EUR. In particular, we focus on (i) dif
ferent targeting strategies, (ii) different demographics, and (iii) 
different ad characteristics. We estimate separate models for 
each of these dimensions to avoid multicollinearity (50) and facili
tate interpretability. 

Targeting strategy: To assess the role of targeting strategies as a de
terminant of impressions-per-EUR, we compute two variables 
that correspond to the overall number of inclusion and exclu
sion criteria. The hypothesis is that more granular targeting 
may incur higher costs. Further, we consider which targeting 
categories have been used by a party. Here, we include two var
iables for each targeting category available to advertisers on 
Meta that indicate whether a certain category was used (=1 if 
the category was used, and =0 otherwise) to distribute an ad. 
The first (second) variable indicates whether users should be 
included (excluded) from the audience based on the corre
sponding targeting category. Table S3 lists all targeting cat
egories available to advertisers on Meta. Targeting categories 
are often employed together. To improve interpretaiblity and 
mitigate multicollinearity concerns, we thus focus on the 
top-10 targeting categories (by total spending). The top-10 tar
geting categories (by total spending) are shown in Fig. S1.

Demographics: To study which demographics are linked to higher 
impressions-per-EUR, we include whether an ad is targeting 
only users from a single gender (i.e. only female or male 
users; =1 if yes, and =0 otherwise) as well as the share of tar
geted users across different age groups (i.e. 18–24, 25–34, 35– 
44, 45–54, 55–64, 65+).

Ad characteristics: Ad characteristics are likely to influence the 
reach of political ads at a given budget. Hence, we study 
how (i) content, (ii) timing, (iii) the platform an ad was pub
lished on, and (iv) the publisher of an ad is linked to 
impressions-per-EUR. (i) Content: We thus analyze the senti
ment conveyed by an ad and classify the content of each ad 
as “positive”, “neutral”, or “negative”. We use German 
Sentiment Bert, a state-of-the-art transformer-based senti
ment model for German text that was trained on 5.4 million 
labeled samples (51). (ii) Timing: We analyze whether launch
ing an ad on specific weekdays is beneficial and how ad dur
ation (i.e. the timespan an ad remains online) relates to 
impressions-per-EUR. (iii) Platform: Platform characteristics 
such as audience, user behavior, and ad competition can in
fluence political campaigning (52). Hence, we study the asso
ciation between impressions-per-EUR and the platform on 
which an ad was published, by using dummy variables to en
code whether an ad was published on Facebook, Instagram, 
or both platforms simultaneously. (iv) Publisher: In the context 
of the German dual-vote system, which features both party 
and candidate votes, political science literature shows the 
role of both party and candidate behavior in shaping voter per
ceptions (53). These perceptions may affect the impressions- 
per-EUR of ads authored by different party and candidate 
pages. Thus, we encode the different parties using dummy var
iables. We further encode whether the ad was distributed 
through a candidate’s page (=1 if yes, and =0 otherwise).

Sentiment, weekday, platform dummy, and party dummy are 
multilevel categorical variables. Hence, we have to choose a ref
erence condition to include them in our regression model and in
terpret the coefficients relative to the reference categories. In 
analysis, we choose “neutral” sentiment, “Monday”, “both plat
forms”, and “AfD” as reference categories.

Machine learning approach
Objective: We employ a machine learning approach to evaluate 
whether we can predict the reach of an ad for a given budget as 
measured by impressions-per-EUR. The aim is two-fold. (i) We 
study whether a machine learning model can accurately predict 
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impressions-per-EUR of ads based on the information provided in 
the Meta Ad Library and Meta Ad Targeting Dataset. A high predic
tion performance implies that the provided information is sufficient 
to understand the ad delivery mechanisms of the platforms. Vice 
versa, a low prediction performance suggests the presence of unob
served confounders that explain the observed heterogeneity but 
which are currently unavailable for external audits. (ii) We analyze 
the difference between predicted and actual impressions-per- 
EUR across parties. In a fair environment, we would expect no 
systematic differences in terms of impressions-per-EUR between dif
ferent parties. In contrast, if a party consistently receives more views 
at a given budget than others targeting the same audience, this could 
indicate that the algorithmic delivery of ads is advantaging said 
party, which would undermine fair competition.

Features: For our machine learning model, we use all variables 
from our regression model that represent key determinants of 
impressions-per-EUR: (i) different targeting strategies, (ii) differ
ent demographics, and (iii) different ad characteristics (see above).

In addition, we use the full set of targeting variables (see 
Table S3 for a full list) and add variables that indicate whether 
(i) the advertisers supplied a data file to include/exclude a custom 
audience (=1 if the data file was supplied, and =0 otherwise) and 
(ii) the data supplied by the advertisers to include/exclude a cus
tom/lookalike audience was complete (=1 if the data were com
plete, and = 0 otherwise).

Implementation: We (i) study whether machine learning can 
accurately predict impressions-per-EUR based on the above vari
ables and (ii) analyze the difference between predicted and actual 
impressions-per-EUR. To do so, we fit a random forest model (41) 
by using all features from above. We split our data into a training 
(80%) and a hold-out set (20%) for evaluation, and tune the model 
via 10-fold cross-validation in combination with a grid search (see 
below). To control for the number of ads published by each party, 
we weigh observations inverse proportionally to the ad frequency 
by party in our training set when fitting the model. We further 
z-standardize numeric variables.

Hyperparameter tuning: For the training of the random forest 
model, we use 10-fold cross-validation in combination with a grid 
search. In particular, we vary (i) the number of trees used for a for
est (N estimators), (ii) the number of variables to consider at each 
split (Max features), (iii) maximum depth of the tree (Max depth), 
(iv) minimum samples to split a node (Min node), (v) minimum 
samples in a leaf (Min leaf), and (vi) whether to bootstrap samples 
when building trees (Bootstrap). Details on the hyperparameter 
tuning are in Supplementary Material S9.

Evaluation: We evaluate the predictive power of our model 
based on the average root mean squared error (RMSE) over 10 
runs with different seeds. We further rely on the R2 to determine 
how well our set of variables is able to explain variance in 
impressions-per-EUR. We compute the R2 via

R2 =
􏽐n

i=1 (yi − y̅)(xi − x̅)
����������������
􏽐n

i=1 (yi − y̅)2
􏽱 ����������������

􏽐n
i=1 (xi − x̅)2

􏽱 , (2) 

where n is the number of observations, with xi referring to a vector 
with different ad characteristics and yi representing predicted 
impressions-per-EUR, and y̅ and x̅ as their respective means. In a 

fully transparent setting, we would expect the R2 to be close to 1.

Notes
a Advertisers on Meta may purchase ads with the same creatives (i.e. 

content, image, etc.) multiple times. Therefore, we use “ad” to refer 

to the specific ad contract, including its timing, budget, and target
ing settings besides its creative parts.

b For detailed election results, see www.bundeswahlleiterin.de/en/ 
bundestagswahlen/2021/ergebnisse.html.
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Online hate speech poses a serious threat to individual well-being and societal cohesion. A promising solution to curb online hate
speech is counterspeech. Counterspeech is aimed at encouraging users to reconsider hateful posts by direct replies. However, current
methods lack scalability due to the need for human intervention or fail to adapt to the specific context of the post. A potential
remedy is the use of generative AI, specifically large language models (LLMs), to write tailored counterspeech messages. In this
paper, we analyze whether contextualized counterspeech generated by state-of-the-art LLMs is effective in curbing online hate
speech. To do so, we conducted a large-scale, pre-registered field experiment (𝑁 = 2, 664) on the social media platform Twitter/X.
Our experiment followed a 2x2 between-subjects design and, additionally, a control condition with no counterspeech. On the one
hand, users posting hateful content on Twitter/X were randomly assigned to receive either (a) contextualized counterspeech or
(b) non-contextualized counterspeech. Here, the former is generated through LLMs, while the latter relies on predefined, generic
messages. On the other hand, we tested two counterspeech strategies: (a) promoting empathy and (b) warning about the consequences
of online misbehavior. We then measured whether users deleted their initial hateful posts and whether their behavior changed after
the counterspeech intervention (e.g., whether users adopted a less toxic language). We find that non-contextualized counterspeech
employing a warning-of-consequence strategy significantly reduces online hate speech. However, contextualized counterspeech
generated by LLMs proves ineffective and may even backfire.

Additional Key Words and Phrases: hate speech, content moderation, counterspeech, social media, field experiment

.Warning: Content in this paper may be upsetting or offensive. Reader discretion is advised

1 Introduction

Online hate speech poses a serious threat to individual well-being and societal cohesion. Individuals who experience
online hate speech frequently suffer from psychological consequences that negatively affect their mental and physical
well-being [17, 28, 46, 59]. Additionally, online hate speech is known to foster hostility between societal groups [48, 49]
and may even motivate real-world violence such as witnessed in the 2017 Rohingya genocide in Myanmar [5] and the
2019 Christchurch mosque shooting [55]. Reducing online hate speech is thus a pressing issue for society. Here, we
evaluate whether generative AI, specifically large language models (LLMs), can help in writing counterspeech and
thereby reduce hate speech on social media.

Counterspeech refers to direct responses (typically posted publicly) intended to encourage users to reconsider their
hateful posts [32]. A benefit of counterspeech is that it does not infringe on users’ freedom of speech since no content
is removed. Generally, there are different strategies to counter online hate speech. For example, one counterspeech
strategy is to promote empathy toward the attacked group or individual (e.g., “Imagine how it feels for group X to see

people be attacked like this ...” ) [23, 54]. Another strategy is commonly referred to as warning-of-consequences and
reminds offenders of social norms and warns of the consequences of online misbehavior (e.g., “This is hate speech!
∗To whom correspondence should be addressed. E-mail: baer@lmu.de; Mail: LMU Munich, Geschwister-Scholl-Platz 1, 80539 München
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Such posts can damage your personal and professional reputation” ) [3, 4, 49, 54]. Previous research has demonstrated the
effectiveness of counterspeech for reducing online hate speech across multiple field experiments [23, 37, 38, 49]. Later,
we build upon the two strategies, which we then automated for contextualized counterspeech through the use of LLMs.

Counterspeech is traditionally implemented via two approaches: (1) manual counterspeech through human counters-
peakers [53] or (2) scalable approaches with predefined, yet generic counterspeech messages under an “one-fits-all”
paradigm [23, 37, 38, 49]. Manual counterspeech done by human counterspeakers is highly flexible and can be specifi-
cally tailored to the context of a hateful post [19]. However, manual counterspeech requires significant human effort
and is thus not scalable to large social media platforms. Counterspeakers are further exposed to large amounts of
online hate speech, which may negatively affect their well-being [53], rendering this approach impractical. In contrast,
the “one-fits-all” approach from previous research [23, 37, 38, 49] can be automated and is thus scalable to a wider
population of social media users. However, this approach ignores the context of a hateful post, potentially limiting
the effectiveness of such a non-contextualized approach [36, 54]. In sum, existing studies have only studied scalable
approaches based on a “one-fits-all” paradigm where hateful users received predefined, yet generic counterspeech
messages. However, a counterspeech approach that is scalable and contextualized is missing (see Supplementary
Material 1 for a comprehensive overview of the literature).

There are good reasons to believe that contextualized counterspeech generated by an LLM is effective in curbing
online hate speech. Context generally plays an important role in countering hate speech [36, 54]. For example, educating
an aggressor on “why” a post is offensive may be more effective and lead to more lasting behavior change than a
generic message (e.g., a user may not be fully aware of why a post is perceived as offensive) [54]. Previous research has
demonstrated that LLM-generated messages are generally persuasive across various applications [33] but outside of
counterspeech. For example, LLMs can generate messages that successfully mediate between opposing groups [58],
decrease conspiracy beliefs [16] and promote civility in online conversations [6, 20]. Thus, it is likely that crafting
custom messages through an LLM could also encourage online offenders to reconsider their hateful posts and, therefore,
potentially reduce hate speech.

However, there are also reasons why counterspeech generated by LLMs may be ineffective. Generally, whether LLMs
are persuasive varies across different use cases [56, 62]. For example, outside of counterspeech, some works ask users to
have long discussions with chatbots and then assess whether their beliefs have changed as a result [6, 16, 20, 58]. In
contrast, one-time interventions such as counterspeech are minimally invasive and may thus be ineffective. Additionally,
studies suggest that contextualized messages are more likely to be identified as LLM-generated, which could lessen
their impact compared to non-contextualized messages [21]. In fact, the identity of the source delivering counterspeech
is crucial to be effective [37, 49, 52]. Users who recognize that they are interacting with an LLM may resist changing
their behavior or feel deceived. There is also evidence that counterspeech may be perceived as intrusive and therefore
can backfire and even escalate hostility [32].

Motivated by the above, we study the effectiveness of generative AI in the form of LLMs as a scalable approach
for writing contextualized counterspeech. Modern LLMs can generate human-like text tailored to specific contexts
[18, 21, 25, 51, 67], which allows to generate counterspeech at scale and further enables to provide counterspeech that
is contextualized to a specific topic.

In this paper, we analyze whether contextualized counterspeech generated by LLMs is effective in curbing online
hate speech. To do so, we conducted a large-scale, pre-registered field experiment (𝑁 = 2, 664) on the social media
platform Twitter/X (see Fig. 1 for an overview). A particular strength of our study is its external validity. In contrast to
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survey or lab experiments that rely on simulated online environments, we provide real-world evidence from actual
social media users who posted hate speech.

Our experiment followed a 2x2 between-subjects design, with an additional control condition without counterspeech.
Users posting hateful content on Twitter/X were randomly assigned to receive either (a) contextualized counterspeech
or (b) non-contextualized counterspeech. Here, the former is generated through an LLM, while the latter relies on
predefined, generic messages. In doing so, we test whether counterspeech is more effective when carefully tailored to
the context of the original hate speech post. Additionally, we employed two counterspeech strategies: (a) promoting
empathy and (b) warning about the consequences of online misbehavior. Here, we test which strategies are effective and
whether the effectiveness may be positively (or negatively) influenced when contextualized counterspeech messages
are crafted through an LLM. Eventually, we measured whether users reconsidered their actions (i.e., whether they
deleted their initial hateful post) and whether their behavior changed as a response to the intervention (i.e., whether
they posted fewer hateful posts and adopted a less toxic language). Thereby, we contribute new insights into the role of
LLMs in promoting online civility. Importantly, we later find that the use of LLMs may even backfire and thus call for
caution when LLMs are used to improve online safety.

Fig. 1. Overview of our field experiment.

2 Results

To evaluate the effectiveness of contextualized counterspeech generated by an LLM to reduce hateful content on
social media, we conducted a large-scale, pre-registered1 field experiment on Twitter/X (www.X.com). We randomly
assigned users that posted hate speech on Twitter/X to one of five treatment conditions (see Table 1). Users receive
either (a) contextualized counterspeech or (b) non-contextualized counterspeech. Additionally, we employed two
counterspeech strategies: (a) promoting empathy and (b) warning about the consequences of online misbehavior. Details
on the experimental procedure are described in Section 4.

To evaluate the effectiveness of our intervention, we then relied on three outcome variables: (1) We measured whether
users reconsidered their actions (i.e., whether they deleted their initial hateful post). (2) We monitor whether they
1Pre-registration available at https://osf.io/38saz/?view_only=263687bff9824852b8ed204f257de8d5
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Table 1. Experimental conditions for the field experiment. We randomly assigned users to one of five experimental
conditions: Users receive either (a) contextualized LLM-generated counterspeech or (b) non-contextualized counterspeech.
We further tested two counterspeech strategies: (a) promoting empathy and (b) warning about the consequences of
online misbehavior. Additionally, we used a control condition without intervention (i.e., without counterspeech).

Empathy Warning-of-Consequences

  Non-contextualized   generic-empathy   generic-warning

Æ Contextualized Æ context-empathy Æ context-warning

control condition (=no counterspeech intervention)

posted fewer hateful posts. (3) We check whether users adopted a less toxic language. For (2) and (3), we monitor users’
posts in the two weeks following our intervention. Overall, our outcome variables should capture users’ immediate
reactions to the intervention as well as any changes in their behavior during the subsequent period.

2.1 Effectiveness of counterspeech

To evaluate the effectiveness of counterspeech in reducing online hate speech, we compare each intervention to the
control condition (=no counterspeech intervention) across our outcome variables. Fig. 2 shows the result, which we
discuss in the following:

• (1) Rate of deleted posts: Fig. 2a shows the average rate of deleted posts across each condition in our experiment. In
the control group, on average, 7.13 % of users deleted their original posts. Across all conditions, exceptÆ context-
warning, fewer users deleted their hateful posts following counterspeech. On average 3.94 % (−3.19 p.p. compared
to control), 3.74 % (−3.39 p.p.), and 5.21 % (−1.92 p.p.) of users deleted their hateful posts for   generic-empathy,
Æ context-empathy, andÆ context-warning counterspeech, respectively. In contrast, counterspeech based on
  generic-warning resulted in an average of 7.72 % (+0.59 %) of users deleting their hateful posts, indicating that users
are encouraged to remove hateful content when receiving non-contextualized warning-of-consequences counterspeech.

• (2) Number of hateful posts: The average number of hateful posts shared by each user within two weeks after the
intervention for each experimental condition is shown in Fig. 2b. In the control group, users shared an average of 9.07
hateful posts in the two weeks following the intervention. Users shared fewer hateful posts following counterspeech
when receiving Æ context-empathy or   generic-warning counterspeech. Specifically, users shared an average of
8.18 (−0.89 compared to control) and 8.04 (−1.03) hateful posts forÆ context-empathy, and  generic-warning
counterspeech, respectively. In contrast,  generic-empathy and Æ context-warning counterspeech resulted in
an average of 9.20 (+0.13) and 9.16 (+0.09) hateful posts, respectively. These results suggest that hostility increased
among users who received either non-contextualized empathy-based counterspeech or contextualized LLM-generated
warning-of-consequences counterspeech in the two weeks following the intervention.

• (3) Relative change in toxicity: The mean relative change in toxicity of users’ posts within 2 weeks after our
intervention for each experimental condition is shown in Fig. 2c. On average, toxicity increased by 3.44 % for users that
did not receive any counterspeech (i.e., control condition (=no counterspeech intervention)). Non-contextualized
counterspeech led to a reduction in toxicity: Users that received  generic-empathy (2.99 %) and  generic-warning
(1.88 %) counterspeech are, on average, less toxic (−0.45 p.p., and −1.56 p.p. compared to the control, respectively). In
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contrast, LLM-generated counterspeech led to an increase in toxicity forÆ context-empathy (9.74 %) andÆ context-
warning (4.54 %) by, on average, +6.30 p.p. and +1.10 p.p. compared to the control. Overall, this suggests that LLM-
generated counterspeech increases toxicity regardless of the counterspeech strategy.

(a) Rate of deleted posts [↑] (b) Number of hateful posts [↓] (c) Relative change in toxicity [↓]

Fig. 2. Average (a) rate of deleted posts, (b) number of hateful posts after the intervention, and (c) relative change in
toxicity and standard errors (bars) by experimental condition. [↑] ([↓]) indicates that a [positive] ([negative]) outcome is
associated with an [increase] ([decrease]) in the outcome values.

2.2 Regression analysis

To statistically compare the effectiveness of the different interventions, we use a linear regression model. Our regression
analysis is split in two: (1) First, we evaluate the effectiveness of the different counterspeech interventions compared to
the control condition (=no counterspeech intervention). (2) Second, we study the effectiveness of LLM-generated
counterspeech compared to non-contextualized counterspeech.

As before, we start by estimating the treatment effect of our counterspeech compared to the control condition
(=no counterspeech intervention) across our three outcomes (see Fig. 3 and Supplementary Material 8.1):

• (1) Rate of deleted posts: Fig. 3a shows the treatment effects on the rate of users deleting their posts following our
intervention vs. the control. In line with our descriptive analysis, empathy-based counterspeech negatively affects the
likelihood of users deleting their hateful posts. All else equal, users who received  generic-empathy andÆ context-
empathy counterspeech were, on average, 2.62 percentage points (𝑝 = 0.055) and 2.89 percentage points (𝑝 = 0.0345)
less likely to delete their posts, respectively. We also observe a positive coefficient for  generic-warning, yet this
effect is not statistically significant (𝜃 = −0.83 %; 𝑝 = 0.608).

• (2) Number of hateful posts: The effect of counterspeech on the number of hateful posts shared by users after the
intervention is shown in Fig. 3b. Compared to the control, we observe a negative coefficient for both non-contextualized
and LLM-generated counterspeech across both strategies (i.e., both empathy and warning-of-consequences). This effect
is statistically significant for  generic-warning, where users shared, all else equal, on average, 1.03 fewer hateful
posts (𝑝 = 0.022) after receiving non-contextualized warning-of-consequences counterspeech.

• (3) Relative change in toxicity: Fig. 3c presents the estimated effects of counterspeech on the relative change in
the toxicity of a user’s posts. We do not observe a statistically significant effect of counterspeech on the relative
change in toxicity across all experimental conditions compared to the control. However, the negative coefficients
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for  generic-empathy and  generic-warning, alongside the positive coefficients forÆ context-empathy and
Æ context-warning, suggest a potential adverse effect of LLM-generated counterspeech.

(a) Rate of deleted posts [↑] (b) Number of hateful posts [↓] (c) Relative change in toxicity [↓]

Fig. 3. Treatment effect of an intervention relative to the control condition (=no counterspeech intervention) for (a) Rate
of deleted posts, (b) Number of hateful posts, and (c) Relative change in toxicity. Shown are the estimated coefficients
from our linear regression model (symbol) as well as 95% (thin), and 90% (thick) confidence intervals. [↑] ([↓]) indicates
that a [positive] ([negative]) outcome is associated with an [increase] ([decrease]) in the outcome values. Detailed
estimation results for all coefficients are in Supplementary Material 8.1.

2.3 Deep-dive: contextualized vs. non-contextualized counterspeech

Our descriptive analysis revealed that contextualized counterspeech generated by LLMs led to worse outcomes compared
to non-contextualized counterspeech. We thus use the linear regression model form above to statistically compare
contextualized counterspeech vs. non-contextualized counterspeech across our outcome variables. The results are
shown in Fig. 4 (see Supplementary Material 8.2 for detailed regression results).

• (1) Rate of deleted posts: When comparing non-contextualized to contextualized counterspeech for rate of deleted
posts, we do not find any significant effects (see Fig. 4a). Nevertheless, the negative coefficients forÆ context-empathy
and Æ context-warning indicate that contextualized counterspeech generated by LLMs may be less effective than
non-contextualized counterspeech in reducing online hate speech.

• (2) Number of hateful posts: Here, we do not find a statistically significant difference for empathy, when comparing
non-contextualized and contextualized counterspeech. However, we find a positive and statistically significant coefficient
forÆ context-warning (𝑝 = 0.032). Hence, all else equal,Æ context-warning increased the number of hateful
posts shared within the two weeks following the intervention, on average, by 0.84 posts compared to   generic-
warning. As such, contextualized warning-of-consequences increases online hostility compared to non-contextualized
warning-of-consequences.

• (3) Relative change in toxicity: The treatment effect of contextualized vs. non-contextualized counterspeech is shown
in Fig. 4c. We find a positive and statistically significant coefficient for Æ context-empathy compared to   generic-
empathy (𝑝 = 0.048). All else equal,Æ context-empathy led to an increase in toxicity by 2.80 percentage points, on
average, compared to  generic-empathy. While we also observe a positive coefficient forÆ context-warning, this
effect is not statistically significant at common significance thresholds.
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(a) Rate of deleted posts [↑] (b) Number of hateful posts [↓] (c) Relative change in toxicity [↓]

Fig. 4. Treatment effect of contextualized vs. non-contextualized counterspeech for (a) Rate of deleted posts, (b) Number
of hateful posts, and (c) Relative change in toxicity. Shown are the estimated coefficients from our linear regression
model (dot) measuring the relative effect of generic ( Non-contextualized) vs. contextualized (ÆContextualized)
counterspeech for the respective strategy as well as 95% (thin), and 90% (thick) confidence intervals. [↑] ([↓]) indicates
that a [positive] ([negative]) outcome is associated with an [increase] ([decrease]) in the outcome values. Detailed
estimation results for all coefficients are in Supplementary Material 8.2.

2.4 Additional analysis: Counterspeech for Twitter/X Premium users

Hateful users who subscribe to Twitter/X Premium are less likely to have their content removed by the platform, and
their posts are algorithmically boosted [14]. Hence, we evaluate whether our intervention is effective for Twitter/X
Premium users. To do so, we re-estimate the regression model from our main analysis, adding an interaction term
between the treatment and Twitter/X Premium subscription status (= 1 if subscribed, = 0 otherwise).

We find no significant interaction between our intervention and Twitter/X Premium subscription status for the
rate of deleted posts. However, Twitter/X Premium users who receivedÆ context-empathy counterspeech shared
significantly more hateful posts (𝑝 = 0.012) than non-subscribers. Additionally, Premium users exhibited higher toxicity
levels when receiving   generic-empathy (𝑝 = 0.049) and Æ context-empathy (𝑝 = 0.024) counterspeech. This
suggests that empathetic counterspeech, particularly when LLM-generated, may backfire for Premium users. Importantly,
all treatment effects remain consistent with our primary analysis across all models and dependent variables, except
for Æ context-warning vs.   generic-warning and the number of hateful posts, which is no longer significant
(𝑝 = 0.107). Detailed regression results are in Supplementary Material 8.3.

3 Discussion

Online hate speech poses a serious threat to societal cohesion and individual well-being [17, 28, 46, 48, 49, 59] and can
even incite real-world violence [61]. Hence, curbing online hate speech is a crucial challenge for society. In this paper,
we evaluate the effectiveness of contextualized counterspeech generated by an LLM in reducing online hate speech
through a large-scale, pre-registered field experiment.

Our field experiment offers only limited evidence that counterspeech can significantly reduce online hate speech.
While we find that   generic-warning leads to a slight but statistically significant reduction in the sharing of
hateful posts compared to the control, we observe only weak directional evidence or even adversarial effects for other
counterspeech strategies and outcomes. In particular, for both   generic-empathy and Æ context-empathy, we
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even see a significantly lower rate of deleted posts (and for Twitter/X Premium users even more hateful posts and
increased toxicity), indicating a negative outcome.

Our results contrast with previous research reporting that counterspeech is effective [23, 37, 38, 49]. Given that our
study design and non-contextualized messages are inspired by prior work [23], this discrepancy may be attributed to
changes in the ecosystem of Twitter/X, which is reported to have become more hostile and toxic [14, 15]. This shift
could make it increasingly difficult to persuade users to behave civilly, as they may face fewer repercussions for their
actions. Another possible explanation is a lack of statistical power to detect small positive effects. However, given that
our sample size (𝑁 = 2, 664) is significantly larger than in previous studies [23, 37, 38, 49], this seems unlikely.

Our results even show that LLM-use may backfire: when comparing contextualized LLM-generated vs. non-
contextualized counterspeech, we see that LLM-generated counterspeech is less effective in reducing online hate
speech and may even increase hostility. For instance,Æ context-warning led to significantly more hateful posts vs.
  generic-warning. Similarly,Æ context-empathy resulted in greater toxicity than  generic-empathy.

One possible explanation is that users often react negatively when recognizing LLM-generated content intended
to convey empathy [41, 45]. Similarly, the identity of the messenger is crucial for counterspeech based on warning-
of-consequences, which aims to reinforce social norms [49]. Given that people are more likely to recognize tailored
LLM-generated texts [21], users may realize they are interacting with an LLM and thus might resist changing their
behavior or feel deceived, which could lead to negative outcomes.

As with other research, ours is not free of limitations that offer opportunities for future work. For instance, our
analysis is based on a large-scale, pre-registered field experiment conducted on Twitter/X, a platform often criticized
for hosting hate speech and inadequately removing harmful content [14, 15]. While Twitter/X presents a challenging
case, the effects of contextualized counterspeech generated by LLMs may differ across platforms, highlighting the
need for future research to explore the potential of counterspeech in other online environments. Furthermore, we use
LLama-3, a state-of-the-art open-source LLM developed by Meta [34], to generate contextualized counterspeech. This
allows for reproducibility and accessibility [50]. Future research may also explore the use of proprietary models (e.g.,
GPT-4). Nevertheless, we experimented with proprietary models such as GPT-4 by Open AI but did not find qualitative
differences in the counterspeech generated by Llama 3.

Our findings contribute to the literature on content moderation, specifically, counterspeech to curb hate speech on
social media. Unlike previous studies that employed predefined, generic counterspeech messages [23, 37, 38, 49], we
consider the importance of context in countering hate [36, 54]. Our approach uses LLMs to generate counterspeech
tailored to individual hateful posts, aiming to promote civil online behavior. In doing so, we contribute to the ongoing
debate on when LLMs can enhance persuasion [56, 62]. While LLMs have shown promise in mediating opposing groups
[58], countering conspiracy theories [16], and fostering civil online conversations [6, 20], it was unclear whether LLMs
could encourage more civil behavior through counterspeech. Our findings indicate that LLM-generated counterspeech
is ineffective in promoting civil behavior and may even backfire, highlighting the need for further research into the
conditions under which LLM-generated messages influence behavior effectively.

For platforms and policymakers, our results offer new insights into the role of LLMs in promoting online civility
and highlight the need for caution when deploying LLM-driven societal interventions at scale. While counterspeech
is promising in addressing hate speech, our findings suggest that LLM-generated interventions may be ineffective or
even backfire. This indicates that relying on LLMs alone to foster behavioral change in online environments may yield
limited results without a deeper understanding of the conditions under which LLM interventions are most persuasive.
LLM-generated messages may thus need to be part of a broader strategy that includes repeated interventions or human
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moderation to have a meaningful impact. Additionally, given the potential for LLM-generated content to be perceived
as inauthentic or deceiving [21], transparency and careful design are essential to prevent backlash. Therefore, the use
of LLMs should be accompanied by thorough testing, ongoing evaluation, and flexibility to adjust strategies based on
platform-specific dynamics and user behavior.

4 Materials and methods

To evaluate the effectiveness of contextualized counterspeech generated by an LLM to reduce hateful content on social
media, we conducted a large-scale, pre-registered2 field experiment on Twitter/X (www.X.com). In the following, we
describe our (1) interventions, (2) experimental procedure, (3) study population, (4) statistical analysis, and (5) ethical
considerations.

4.1 Interventions

Our experiment followed a 2x2 between-subjects design where, in addition, we included a control condition with no
counterspeech. Overall, we thus randomly assigned users to one of five experimental conditions. Our experimental
conditions are shown in Table 1.

Our messages for  non-contextualized counterspeech are inspired by [23]. The messages either promote empathy
(  generic-empathy) or warning-of-consequences (  generic-warning). To avoid a strongly repetitive reply pattern
that may irritate users, we used five different counterspeech messages for each non-contextualized condition that are
qualitatively the same.3 The exact messages are reported in Table S4.

To generate Æ contextualized counterspeech, we used Llama-3 70B Chat4, a state-of-the-art open-source LLM
developed byMeta [1]. Depending on the condition, we prompt the model to generate counterspeech aimed at promoting
empathy (Æ context-empathy) or warning-of-consequences (Æ context-warning).5 Our prompts followed best
practices in prompt engineering [63] and prior research [6, 16, 21]. The exact prompts are in Table S2. Examples of
contextualized counterspeech are in Table S3.

4.2 Procedure

Our experimental procedure is as follows (see Fig. 1): We sampled hateful users on Twitter/X by searching for hateful
posts using a comprehensive list of keywords (see Table S1 for a full list) via the Twitter/X API v2.6 We then manually
filtered posts by users matching our keywords for hateful content. Note that this step could be automated. We opted for
a manual validation for ethical considerations and, in particular, to comply with requirements from our Institutional
Review Board (IRB), which allows us to ensure participants’ safety (see our extensive discussion of ethical considerations
in Sec. 4.5).

Subsequently, we retrieved the user profiles associated with each hateful post and filtered users according to pre-
registered exclusion criteria (see Section 4.3 for details). The remaining users were then randomly assigned to one of
the five experimental conditions.
2Pre-registration available at https://osf.io/38saz/?view_only=263687bff9824852b8ed204f257de8d5
3Throughout our paper, we label non-contextualized counterspeech with an emoji showing a “human” (  ) to indicate that these messages were crafted
by human experts. However, all non-contextualized counterspeech messages are predefined and not customized to address specific posts.
4Model card: https://huggingface.co/meta-llama/Meta-Llama-3-70B
5LLMs are known for their ability to generate empathetic content [29]. However, it is unclear whether they can produce convincing warnings. To address
this, we conducted an online survey with 500 participants recruited from Prolific www.prolific.com to evaluate perceived differences between human-
and LLM-generated warnings. Our results indicate that LLM-generated and human-generated warnings are equally likely to be recognized as such.
6https://developer.twitter.com/en/products/twitter-api
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Next, we assigned counterspeech to each user and replied to their hateful post. Of note, each user is only treated
once. For users receiving non-contextualized counterspeech (i.e.,  generic-empathy or  generic-warning), we
randomly selected one of five predefined counterspeech messages based on the assigned strategy (see Table S4). For
users receiving contextualized counterspeech (i.e., Æ context-empathy or Æ context-warning), we prompted
Llama 3 to generate contextualized counterspeech using the corresponding prompt template (see Table S2).

We administered our intervention via multiple human-controlled accounts. The accounts were designed to appear
politically neutral and natural to users on Twitter/X, which was inspired by the design in [23]. Each account was
assigned a unisex English name, with no disclosure of gender, ethnicity, nationality, or beliefs. Furthermore, to appear
as natural users, we regularly posted neutral posts via our accounts (e.g., “Just witnessed the most breathtaking sunset!” )
and re-posted content from diverse accounts (e.g., NASA, WWF, ESPN). The accounts were created at least 3 months
before the start of the experiment. Screenshots of example profiles are in Fig. S1.

Following our intervention, we monitored users’ behavior on Twitter/X for two weeks to assess its effectiveness.
Specifically, we analyzed the following three outcome variables (see Table S5 for summary statistics):

(1) Rate of deleted posts: A dichotomous variable that indicates whether a user deleted their original hateful
post (= 1 if the post was deleted, = 0 otherwise) following our intervention. We later operationalize this by
computing the average rate of deleted posts per experimental condition.

(2) Number of hateful posts: The number of hateful posts by a user after the intervention.
(3) Relative change in toxicity: The relative change in toxicity of a user’s posts after the intervention.

Our outcome variables are designed to measure the effect of counterspeech on two distinct psychological processes:
(a) whether users reconsidered their action and deleted the original tweet and (b) whether users changed their behavior
and posted less hate speech but also adapted their tone and engaged in more civil conversations. We chose this approach
since it should reflect users’ recent activities on Twitter/X and their immediate reaction to our intervention. Details for
each outcome are below:

•Rate of deleted posts: To measure whether a user deleted their original post, we queried the respective post
via the Twitter/X API two weeks after our intervention. If the post was no longer available, we then used Twitter/X’s
compliance API endpoint to confirm whether the post had been actually deleted by the user (i.e., we do not count cases
where the user has changed their privacy settings or was suspended by the platform).

•Number of hateful posts: To measure the number of hateful posts by users after our intervention, we collected
up to the most recent 100 posts from the two weeks following the intervention. We then classified each post as hateful
or not using Twitter-roBERTa-base-hate, which is trained on ≈58 million Twitter posts and fine-tuned for hate speech
detection [10]. Eventually, we counted the number of hateful posts by each user.

•Relative change in toxicity: To measure the relative change in the toxicity of a user’s posts following the
intervention, we also collected up to 100 posts from the two weeks before the intervention. We then computed the
average toxicity of posts shared before and after the intervention using Google’s Perspective API [30], which is frequently
used by previous research to study the toxicity of online content [8, 9, 66] and yields a toxicity score ∈ [0, +1].

4.3 Study population

We recruited 𝑁 = 2, 778 users who posted hateful content on Twitter/X on weekdays between June 7 and July 26, 2024.
Users are identified following the procedure described above. Specifically, we searched for hateful posts and retrieved
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the associated user profiles. Subsequently, each user was randomly assigned to one of the experimental conditions and
received the corresponding treatment. Importantly, each user is treated only once.

Following our pre-registration, we excluded users based on the following criteria: (1) We excluded verified accounts
(i.e., we excluded organizations with a golden checkmark). (2) We only considered users that posted original posts (i.e.,
we excluded retweets and replies). (3) We excluded users that had been inactive (i.e., they had shared fewer than 5 posts
in the past 7 days) to ensure sufficient data to compare later if users had changed their behavior after our intervention.
(4) We excluded users likely to be bot accounts.

As per our pre-registration, we have excluded 99 accounts that altered their privacy settings or were suspended by
Twitter/X during the experiment. To check for differential attrition rates between treatment and control conditions,
we used a 𝜒2-test [40]. We found no significant differences in attrition rates between treatment and control groups
(𝑝 > 0.1). Following our debrief, we have excluded 15 users who opted out of the study (see section 4.5 for details).
Overall, we have thus excluded 114 accounts and, eventually, have 𝑁 = 2, 664 accounts in the subsequent analysis.

4.4 Statistical analysis

To statistically compare the effectiveness of the different interventions, we use a linear regression model. Our unit of
analysis is users who posted hate speech. Let 𝑦𝑖 denote one of our three outcome variables, namely, (1) the rate of deleted
posts, (2) the number of hateful posts, and (3) the relative change in toxicity, for user 𝑖 . Let 𝑡𝑖 denote the intervention
received by user 𝑖 , and let 𝑥𝑖 refer to a vector of different characteristics belonging to that user (described later). We
then estimate the following linear regression model

𝑦𝑖 = 𝛼 + 𝜃𝑡𝑖 + 𝛽𝑇 𝑥𝑖 + 𝜀𝑖 , (1)

where 𝛼 represents the model intercept, 𝜃 measures the effect of the intervention 𝑡𝑖 , 𝛽 captures the effect of all control
variables in 𝑥𝑖 on 𝑦𝑖 , and 𝜀𝑖 is the error term. For estimation, we use ordinary least squares regression (OLS) with robust
standard errors to account for heteroskedasticity in the error term due to variations in our intervention and control
variables. We test whether the coefficients are significantly different from zero using two-sided 𝑡-tests.

Our analysis is split into two: (1) We evaluate the effectiveness of counterspeech compared to the control condition
(=no counterspeech intervention). (2) We study the effectiveness of contextualized counterspeech generated by an LLM
compared to non-contextualized counterspeech. Both are as follows:

(1) Intervention vs. control: To evaluate the effectiveness of each intervention compared to the control, we separately
estimate the linear regression model described above for each type of counterspeech. Specifically, we set 𝑡𝑖 = 1 if a user
received a counterspeech reply and 𝑡𝑖 = 0 for users assigned to the control condition.

(2) Contextualized vs. non-contextualized: We compare the effectiveness of contextualized counterspeech generated
by an LLM to non-contextualized counterspeech. To do so, we re-estimate the linear regression model from above
but set 𝑡𝑖 = 1 if a user received contextualized counterspeech and 𝑡𝑖 = 0 if a user received non-contextualized
counterspeech. We perform this comparison separately for each counterspeech strategy. Hence, we estimate one model
to compare Æ context-empathy vs.   generic-empathy and a separate model to compare Æ context-warning vs.
  generic-warning.

For each regression model described above, we estimate three versions, each with a different outcome variable. Thus,
we estimate separate models for (1) the rate of deleted posts, (2) the number of hateful posts, and (3) the relative change in
toxicity. The analysis was implemented in R 4.4.1. using the stats and lmtest packages.
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Following our pre-registration, we included a set of pre-treatment covariates to account for variability in the outcome
explained by pre-treatment covariates. Specifically, we included a user’s account age (in days), follower count, following
count, tweet count, like count, and whether the user subscribes to Twitter/X Premium (= 1 if premium, = 0 otherwise)
as indicated by a blue checkmark on a user’s profile page. We further included the number of hateful posts shared by
a user in the two weeks before the intervention and the average toxicity of posts shared by a user in the two weeks
before the intervention. To classify whether a post is hateful, we again used the Twitter-roBERTa-base model [10].
Lastly, we included the average toxicity of a user’s posts shared within two weeks before the intervention, measured by
Google’s Perspective API [30]. Of note, we only collected up to 100 posts before our interventions, which should reflect
the recent activities of users on Twitter/X. Summary statistics are in Table S5.

Robustness checks: To ensure the robustness of our results, we conducted a series of checks: (1) We re-estimated
our analysis using a single model that included separate dummy variables for each intervention, instead of estimating
separate models for each combination of treatment and control. (2) We pooled all observations in the treatment
conditions to assess the overall effect of counterspeech compared to the control group. (3) We pooled observations
based on the counterspeech strategies (i.e., empathy vs. warning-of-consequences) and re-estimated our regression
model to evaluate their overall effects compared to the control. (4) To compare the effectiveness of contextualized and
non-contextualized counterspeech, we pooled all users assigned to contextualized counterspeech across both strategies
and repeated the analysis. All robustness checks led to consistent findings. Details are in Supplementary Material 9.

4.5 Ethics

Ethics approval (EK-MIS-2024-254) for the field experiment was obtained from the Institutional Review Board at the
Faculty of Mathematics, Informatics, and Statistics at LMU Munich. This ethics approval complies with regulations for
studies involving human participants at LMUMunich. The experimental task, data collection, and analysis closely follow
related works involving counterspeech on social media [23, 37, 38]. Our study solely relies on publicly available data
and follows common guidelines for ethical research with social media [44]. We only report aggregated and anonymized
results to protect users’ privacy.

Ethical considerations were of utmost importance for our study. Following previous studies [23, 37, 38] and ethical
guidelines on experimental research on social media [35], we designed our interventions to be minimally invasive and
socially beneficial. Specifically, our interventions are designed to mitigate hate speech while preserving users’ right to
free expression.

To minimize ethical risks and protect the well-being of all participants, we have further implemented a detailed
experimental protocol that includes comprehensive safety measures. This includes explicit guidelines for continuous
human monitoring and specific countermeasures. Our experimental protocol ensures (a) the appropriateness of our
interventions and (b) immediate actions to guarantee the safety of all participants. For example, we manually ensured
that each counterspeech conveyed an appropriate tone, avoided biases, and was culturally sensitive.

Of note, users provide informed consent to receive public replies when they agree to the terms of service at Twitter/X
when signing up for the platform [65]. Users agree that they may receive replies from other users when engaging on
Twitter/X (Section 3, Twitter/X Terms of Service [65]). As such, our intervention fully complies with users’ informed
consent to the use of Twitter/X and aligns with the platform’s goal to combat hate speech without infringing users’
rights to freedom of expression [65].

Our study was carefully designed to ensure users’ privacy. Specifically, our study was compliant with the General
Data Protection Regulation (GDPR) of the European Union. We have implemented measures to repeatedly enforce the
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privacy settings of all participants by frequently calling the Twitter/X Compliance API to check if users have changed
their privacy settings and delete private data accordingly. We further abide by the privacy regulations of GDPR and
ensure that users can fully opt out of data collection. To do so, we have debriefed users following our experiment. Our
debrief included detailed information on the goals, methods, and interventions of our study. We have further informed
participants about their privacy rights concerning GDPR and provided contact addresses for questions. We sent our
debrief collectively at the end of the experiment and granted users an extended period to request additional information
on the study or have their data removed.
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S1 Background Literature

Rumor Theory

In social psychology literature, rumors are defined as the spread of a piece of content from person to
person without confirmation of its veracity [1, 2]. Hence, rumors refer to content that might be true,
false, or a mix thereof. The concept of rumors has been employed in computational social science with
an analogous definition; see Friggeri et al. (2014) [3] or Vosoughi et al. (2018) [4].

In offline settings, the diffusion of rumors has been subject to research. Offline rumors are often
perceived as important and therefore spread both extensively [2] and quickly [5]. One of the primary
reasons for which rumors are propagated between people is that rumors typically fulfill an emotional need
[1]. In particular, rumors with a strong polarization serve motivational aspects of human behavior, as they
potentially allow people to justify or legitimize their feelings [2]. This raises the question concerning to
what extent rumor spreading is driven by emotions.

The role of emotions in rumor diffusion has been studied previously, albeit only for offline rumors.
Offline rumors have a higher chance of dissemination if they convey negative emotions [1]. A laboratory
study has further revealed similar effects for different emotional categories, such as perceived uncertainty
and anxiety [6, 7]. However, the role of emotions in online rumor diffusion has heretofore remained
unknown.

Diffusion of Online Content

Diffusion of online content has been the focus of an extensive stream of literature [8, 9, 10, 11, 12, 13,
14, 15, 16, 17, 18, 19, 20, 21]. Here different objectives are of interest, including predictive modeling
[10, 22, 18, 23, 24, 25, 26] and explanatory inferences. Due to the wealth of studies, we provide only a
brief summary in the following and, in particular, concentrate on explanatory studies as this is also the
scope of the present work.

Several properties have been identified along which online diffusion dynamics can be characterized.
Cascade size counts the number of involved users and thus reflects the overall audience [8, 15, 16, 19, 20,
27]. The likelihood of observing a cascade is inversely linked to its size, for which reason cascades with
a large size are rare [13]. Cascade lifetime measures the timespan between the initial broadcast and the
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last sharing, thereby indicating how long a cascade was active [8, 15, 16, 19, 20, 27]. A longer lifetime
is usually associated with posts that generate more attention and are thus regarded as being of particular
relevance. To measure virality, an aggregated metric has been developed, called structural virality [13].
Structural virality is based on the Wiener index and combines both the depth and breadth of cascades.
Later, the aforementioned characteristics represent the dependent variables of our regression analysis.

Drivers of online diffusion have been located primarily in attributes of the sender, that is, her social
influence. In this regard, social influence is typically quantified by the number of followers (i. e., outgoing
ties) or followees (i. e., incoming ties) [9, 14, 15, 26]. Here users with more ties are assumed to reach a
larger audience and thus initiate cascades of larger size. Other determinants are, for instance, past levels
of user engagement (e. g., posts, sharings, or likes) [4].

Diffusion dynamics have been studied with a specific focus on online rumors. Some works compare
the spread of rumors vs. non-rumors [28, 29, 30, 31] or science vs. conspiracy [32]. Other works report
summary statistics from past rumor cascades [3, 4, 33] or make statistical inferences between social
influence and sharing probability [4]. However, none of the works provides statistical inferences that
explain the structure of rumor cascades in terms of embedded emotions.

Emotions in Online Diffusion

Emotions, defined as the response to environmental stimuli, play an important role in online behavior
[34]. Emotions can be mined for the purpose of sensing public mood [35] and, more importantly, are
known to guide the way in which users engage in information collection, information processing, judg-
ment, and decision-making. According to psychology, emotions also promote social interactions such
as offline information sharing [36, 37, 38]. Analogous to emotional exchanges in offline environments,
emotional states of users are highly contagious and are propagated through social media [39, 40, 41].
However, this stream of literature studies the emotions of users but not emotions embedded in social
media content, as in this work.

Prior literature offers explanatory evidence concerning how emotions impact the diffusion of online
content, yet with clear differences from the present study. First, it is common that emotions are studied
through simpler constructs. Examples are arousal [42, 39], sentiment (i. e., positive/negative valence)
[43, 44, 8], or discrete emotions [45]. However, a comprehensive analysis involving derived emotions
(i. e., dyadic emotional interactions) is missing. Second, existing literature builds upon a variety of
dependent variables such as the likelihood of email forwarding [42], response time [43], sharing counts
[39], or sharing probability [43]. With the exception of size [8, 45], the dependent variables refer solely
to individual-level sharing behavior and not the structure of cascades. Third, the studies comprise specific
content such as New York Times articles [42], political content [39, 43], humanitarian crises [44, 45], or
fake news [46], but not rumors.

One work [4] reports summary statistics on emotions that are embedded in online rumors. However,
the results are purely descriptive and therefore do not allow for statistical inferences of how emotions are
associated with diffusion dynamics.

Research gap: None of the above references has analyzed the link between emotions and online
rumor diffusion through statistical inferences. To fill this void, we perform a large-scale regression
analysis based on which we estimate the effect of emotions embedded in rumors on the structure of their
cascade.
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Table S1: Regression results for sentiment. The dependent variables are cascade size (column 1), cascade
duration (column 2), and structural virality (column 3). Rumor-specific random effects are included.

Size Duration Virality

Intercept 3.710*** 4.001*** 0.742***
(0.101) (0.109) (0.015)

Falsehood 0.006 −0.305* −0.021
(0.110) (0.119) (0.016)

User Engagement −0.184*** −0.587*** 0.035***
(0.027) (0.036) (0.005)

Verified Account 0.848*** 0.754*** 0.156***
(0.056) (0.063) (0.009)

Account Age −0.180*** −0.232*** −0.003
(0.015) (0.018) (0.002)

Followers 0.755*** 0.235*** 0.002
(0.041) (0.016) (0.002)

Followees 0.227*** 0.131*** 0.017***
(0.022) (0.016) (0.002)

Sentiment −0.165*** −0.100* −0.014**
(0.040) (0.042) (0.005)

Falsehood × Sentiment 0.479*** 0.319*** 0.047***
(0.044) (0.047) (0.006)

Rumor-Specific Random Effects Yes Yes Yes

AIC 182,185 71,979 32,108

∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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Table S2: Regression results for bipolar emotion pairs. The dependent variables are cascade size (col-
umn 1), cascade duration (column 2), and structural virality (column 3). Rumor-specific random effects
are included.

Size Duration Virality

Intercept 3.725*** 4.023*** 0.746***
(0.101) (0.110) (0.015)

Falsehood −0.007 −0.327** −0.025
(0.110) (0.120) (0.016)

User Engagement −0.188*** −0.588*** 0.035***
(0.027) (0.036) (0.005)

Verified Account 0.840*** 0.751*** 0.155***
(0.056) (0.063) (0.009)

Account Age −0.179*** −0.232*** −0.003
(0.015) (0.018) (0.002)

Followers 0.751*** 0.235*** 0.002
(0.041) (0.016) (0.002)

Followees 0.223*** 0.130*** 0.017***
(0.022) (0.016) (0.002)

JoySadness 0.000 −0.006 0.000
(0.033) (0.036) (0.004)

TrustDisgust −0.189*** −0.051 −0.007
(0.043) (0.045) (0.005)

AngerFear −0.020 −0.080 −0.004
(0.046) (0.047) (0.005)

AnticipationSurprise −0.105* −0.131* −0.023***
(0.047) (0.056) (0.006)

Falsehood × JoySadness 0.013 0.047 0.001
(0.039) (0.041) (0.005)

Falsehood × TrustDisgust 0.402*** 0.205*** 0.031***
(0.047) (0.049) (0.006)

Falsehood × AngerFear 0.212*** 0.200*** 0.020***
(0.050) (0.052) (0.006)

Falsehood × AnticipationSurprise 0.339*** 0.285*** 0.051***
(0.050) (0.060) (0.007)

Rumor-Specific Random Effects Yes Yes Yes

AIC 182,147 72,013 32,072

∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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Table S3: Regression results with basic emotions. The dependent variable is cascade size. We fit separate
regression models, each including one of the 8 basic emotions. This estimation procedure is adopted
because basic emotions sum to 1 and are thus subject to a linear dependency. Rumor-specific random
effects are included.

(1) (2) (3) (4) (5) (6) (7) (8)

Intercept 3.610*** 3.604*** 3.621*** 3.637*** 3.635*** 3.608*** 3.618*** 3.662***
(0.100) (0.004) (0.100) (0.100) (0.101) (0.100) (0.100) (0.092)

Falsehood 0.136 0.149*** 0.131 0.101 0.107 0.144 0.126 0.085
(0.109) (0.004) (0.110) (0.109) (0.110) (0.109) (0.109) (0.101)

User Engagement −0.197*** −0.202*** −0.203*** −0.197*** −0.198*** −0.202*** −0.197*** −0.201***
(0.027) (0.004) (0.027) (0.027) (0.027) (0.027) (0.027) (0.031)

Verified Account 0.896*** 0.896*** 0.896*** 0.872*** 0.879*** 0.894*** 0.894*** 0.894***
(0.056) (0.004) (0.056) (0.056) (0.056) (0.056) (0.056) (0.055)

Account Age −0.172*** −0.178*** −0.179*** −0.182*** −0.177*** −0.178*** −0.179*** −0.180***
(0.015) (0.004) (0.015) (0.015) (0.015) (0.015) (0.015) (0.015)

Followers 0.766*** 0.774*** 0.770*** 0.767*** 0.763*** 0.774*** 0.773*** 0.771***
(0.041) (0.004) (0.041) (0.041) (0.041) (0.041) (0.041) (0.014)

Followees 0.235*** 0.242*** 0.242*** 0.239*** 0.231*** 0.242*** 0.242*** 0.244***
(0.022) (0.004) (0.022) (0.022) (0.022) (0.022) (0.022) (0.014)

Anger 0.014
(0.039)

Falsehood × Anger 0.181***
(0.044)

Fear −0.039***
(0.004)

Falsehood × Fear −0.011**
(0.004)

Anticipation −0.072*
(0.035)

Falsehood × Anticipation 0.116**
(0.041)

Trust −0.076*
(0.031)

Falsehood × Trust 0.313***
(0.038)

Surprise 0.083
(0.069)

Falsehood × Surprise −0.286***
(0.071)

Sadness −0.026
(0.033)

Falsehood × Sadness 0.141***
(0.039)

Joy −0.041
(0.031)

Falsehood × Joy 0.165***
(0.038)

Disgust 0.244***
(0.036)

Falsehood × Disgust −0.333***
(0.039)

Rumor-Specific Random Effects Yes Yes Yes Yes Yes Yes Yes Yes

AIC 182,393 182,484 182,484 182,359 182,337 182,462 182,458 182,449
∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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Table S4: Regression results with basic emotions. The dependent variable is cascade lifetime. We fit
separate regression models, each including one of the 8 basic emotions. This estimation procedure is
adopted because basic emotions sum to 1 and are thus subject to a linear dependency. Rumor-specific
random effects are included.

(1) (2) (3) (4) (5) (6) (7) (8)

Intercept 3.946*** 3.946*** 3.957*** 3.955*** 3.982*** 3.941*** 3.944*** 3.952***
(0.108) (0.108) (0.109) (0.108) (0.110) (0.108) (0.108) (0.109)

Falsehood −0.224 −0.221 −0.233* −0.244* −0.264* −0.217 −0.227 −0.232
(0.118) (0.118) (0.119) (0.118) (0.119) (0.118) (0.118) (0.119)

User Engagement −0.590*** −0.591*** −0.591*** −0.590*** −0.589*** −0.590*** −0.588*** −0.589***
(0.036) (0.036) (0.036) (0.036) (0.036) (0.036) (0.036) (0.036)

Verified Account 0.779*** 0.778*** 0.779*** 0.771*** 0.771*** 0.779*** 0.777*** 0.779***
(0.063) (0.063) (0.063) (0.063) (0.063) (0.063) (0.063) (0.063)

Account Age −0.229*** −0.229*** −0.230*** −0.231*** −0.229*** −0.229*** −0.229*** −0.230***
(0.018) (0.018) (0.018) (0.018) (0.018) (0.018) (0.018) (0.018)

Followers 0.236*** 0.236*** 0.236*** 0.236*** 0.235*** 0.236*** 0.236*** 0.236***
(0.016) (0.016) (0.016) (0.016) (0.016) (0.016) (0.016) (0.016)

Followees 0.134*** 0.135*** 0.135*** 0.134*** 0.133*** 0.135*** 0.136*** 0.135***
(0.016) (0.016) (0.016) (0.016) (0.016) (0.016) (0.016) (0.016)

Anger −0.045
(0.039)

Falsehood × Anger 0.111*
(0.044)

Fear 0.038
(0.057)

Falsehood × Fear −0.086
(0.060)

Anticipation −0.051
(0.041)

Falsehood × Anticipation 0.077
(0.046)

Trust −0.036
(0.035)

Falsehood × Trust 0.202***
(0.040)

Surprise 0.140
(0.073)

Falsehood × Surprise −0.270***
(0.075)

Sadness 0.019
(0.037)

Falsehood × Sadness 0.033
(0.042)

Joy 0.005
(0.036)

Falsehood × Joy 0.100*
(0.041)

Disgust 0.039
(0.051)

Falsehood × Disgust −0.096
(0.055)

Rumor-Specific Random Effects Yes Yes Yes Yes Yes Yes Yes Yes

AIC 72,092 72,097 72,101 72,033 72,051 72,097 72,079 72,095
∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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Table S5: Regression results with basic emotions. The dependent variable is structural virality. We fit
separate regression models, each including one of the 8 basic emotions. This estimation procedure is
adopted because basic emotions sum to 1 and are thus subject to a linear dependency. Rumor-specific
random effects are included.

(1) (2) (3) (4) (5) (6) (7) (8)

Intercept 0.716*** 0.715*** 0.719*** 0.716*** 0.720*** 0.715*** 0.715*** 0.719***
(0.018) (0.018) (0.018) (0.018) (0.018) (0.018) (0.018) (0.018)

Falsehood 0.016 0.017 0.012 0.014 0.010 0.016 0.015 0.012
(0.020) (0.020) (0.020) (0.020) (0.020) (0.020) (0.020) (0.020)

User Engagement 0.034*** 0.034*** 0.034*** 0.034*** 0.034*** 0.034*** 0.035*** 0.034***
(0.005) (0.005) (0.005) (0.005) (0.005) (0.005) (0.005) (0.005)

Verified Account 0.167*** 0.166*** 0.166*** 0.165*** 0.164*** 0.166*** 0.166*** 0.166***
(0.009) (0.009) (0.009) (0.009) (0.009) (0.009) (0.009) (0.009)

Account Age −0.001 −0.001 −0.001 −0.002 −0.001 −0.001 −0.001 −0.002
(0.002) (0.002) (0.002) (0.002) (0.002) (0.002) (0.002) (0.002)

Followers 0.002 0.002 0.002 0.002 0.002 0.002 0.002 0.002
(0.002) (0.002) (0.002) (0.002) (0.002) (0.002) (0.002) (0.002)

Followees 0.016*** 0.016*** 0.016*** 0.016*** 0.016*** 0.016*** 0.017*** 0.016***
(0.002) (0.002) (0.002) (0.002) (0.002) (0.002) (0.002) (0.002)

Anger −0.005
(0.004)

Falsehood × Anger 0.013**
(0.005)

Fear −0.007
(0.006)

Falsehood × Fear 0.003
(0.006)

Anticipation −0.014**
(0.004)

Falsehood × Anticipation 0.020***
(0.005)

Trust 0.000
(0.004)

Falsehood × Trust 0.022***
(0.005)

Surprise 0.017*
(0.008)

Falsehood × Surprise −0.041***
(0.009)

Sadness 0.003
(0.004)

Falsehood × Sadness 0.015**
(0.005)

Joy 0.002
(0.004)

Falsehood × Joy 0.014**
(0.005)

Disgust 0.013*
(0.006)

Falsehood × Disgust −0.022***
(0.006)

Rumor-Specific Random Effects Yes Yes Yes Yes Yes Yes Yes Yes

AIC 32,267 32,274 32,263 32,194 32,158 32,222 32,233 32,259
∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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A User Studies to Validate Dictionary Approach

Our results rely on the validity of dictionaries to extract emotions from online rumors. We thus check
how (i) perceived sentiment aligns with the lexicon-based sentiment and (ii) how perceived emotions
align with the lexicon-based emotion scores. For this, we conducted two user studies using the online
survey platform Prolific (https://www.prolific.co/). For both studies, we randomly sampled
100 rumors from Twitter and presented them to n = 7 participants (English native speakers).
The participants of the first study were asked to rate the sentiment conveyed in each tweet on a Lik-
ert scale from −3 to +3 (here: −3 indicates negative sentiment, while +3 refers to a positive senti-
ment). The participants exhibited a statistically significant interrater agreement according to Kendall’s
W (p < 0.01). Furthermore, we compute the correlation between the human labels and the lexicon-
based sentiment score. We found Spearman’s correlation coefficient to be positive (rs = 0.11) and
statistically significant (p < 0.01). In sum, the results add to the validity of our lexicon-based approach.
The lexicon-based approach should thus largely match the perceived sentiment in online rumors.
In the second study, the participants were instructed to rate the presence of the eight basic emotions on a
Likert scale from −3 to +3 (here: −3 indicates no emotion present while +3 refers to a high degree of
emotion present) for each tweet. As shown in the following table, the participants exhibited a statistically
significant interrater agreement according to Kendall’s W for each of the 8 basic emotions (p < 0.01).
Overall, the correlation between the dictionary-based emotion scores and human annotations is rs = 0.13
(p < 0.01) and thus statistically significant at common significance thresholds. This demonstrates that
our dictionary approach is able to capture emotions in online rumors.

Anger Anticipation Disgust Fear Joy Sadness Surprise Trust

0.474∗∗∗ 0.198∗∗∗ 0.427∗∗∗ 0.406∗∗∗ 0.364∗∗∗ 0.408∗∗∗ 0.227∗∗∗ 0.230∗∗∗

Kendall’s W coefficient for the interrater agreement between survey participants.
∗p < 0.1, ∗∗p < 0.05, ∗∗∗p < 0.01.
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B Additional Robustness Checks

B.1 Analysis of Annual Effects

Our sample contains a comprehensive set of fact-checked rumors from Twitter during the time period
from its founding in 2006 through 2017. We validate the robustness of our results with respect to different
time periods by incorporating dummy variables for each year of our observation period. The estimation
results with year-level effects are shown in Table S6 and Table S7. The coefficients of all variables are
in good agreement and support the robustness of our results across time periods. These findings suggest
that the observed effects of language classified by (i) sentiment and (ii) emotions on size, lifetime, and
structural virality should generalize well.

Table S6: Regression results for sentiment. The dependent variables are cascade size (column 1), cascade
duration (column 2), and structural virality (column 3). Rumor-specific random effects are included.
Year-level effects are included.

Size Duration Virality

Intercept −0.279 0.673 −0.068
(1.304) (0.965) (0.330)

Falsehood 0.032 −0.308** −0.020
(0.107) (0.118) (0.016)

User Engagement −0.218*** −0.598*** 0.029***
(0.027) (0.036) (0.005)

Verified Account 0.901*** 0.812*** 0.161***
(0.056) (0.063) (0.009)

Account Age −0.194*** −0.247*** −0.005*
(0.015) (0.018) (0.002)

Followers 0.715*** 0.228*** 0.001
(0.040) (0.016) (0.002)

Followees 0.209*** 0.128*** 0.016***
(0.022) (0.016) (0.002)

Sentiment −0.159*** −0.094* −0.014**
(0.040) (0.042) (0.005)

Falsehood × Sentiment 0.459*** 0.304*** 0.046***
(0.044) (0.046) (0.006)

Rumor-Specific Random Effects Yes Yes Yes
Year-Level Effects Yes Yes Yes

AIC 181,873 71,806 32,003

∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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Table S7: Regression results for bipolar emotion pairs. The dependent variables are cascade size (col-
umn 1), cascade duration (column 2), and structural virality (column 3). Rumor-specific random effects
are included. Year-level effects are included.

Size Duration Virality

Intercept −0.249 0.683 −0.079
(2.163) (0.965) (0.309)

Falsehood 0.025 −0.329** −0.002
(0.099) (0.119) (0.020)

User Engagement −0.220*** −0.599*** 0.030***
(0.030) (0.036) (0.005)

Verified Account 0.897*** 0.809*** 0.165***
(0.054) (0.063) (0.009)

Account Age −0.193*** −0.247*** −0.004
(0.015) (0.018) (0.002)

Followers 0.708*** 0.228*** 0.001
(0.014) (0.016) (0.002)

Followees 0.206*** 0.127*** 0.015***
(0.014) (0.016) (0.002)

JoySadness −0.003 −0.005 0.000
(0.026) (0.036) (0.004)

TrustDisgust −0.177*** −0.047 −0.007
(0.032) (0.045) (0.005)

AngerFear −0.018 −0.079 −0.005
(0.032) (0.047) (0.005)

AnticipationSurprise −0.106** −0.125* −0.023***
(0.037) (0.056) (0.006)

Falsehood × JoySadness 0.019 0.038 0.000
(0.030) (0.041) (0.005)

Falsehood × TrustDisgust 0.384*** 0.195*** 0.029***
(0.035) (0.049) (0.006)

Falsehood × AngerFear 0.194*** 0.196*** 0.019**
(0.035) (0.051) (0.006)

Falsehood × AnticipationSurprise 0.327*** 0.275*** 0.049***
(0.040) (0.059) (0.006)

Rumor-Specific Random Effects Yes Yes Yes
Year-Level Effects Yes Yes Yes

AIC 181,284 71,839 31,958

∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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Analysis of Emotional Uniformity

We calculate the sum of squares over the 8-dimensional vector comprising the different emotion scores.
This metric provides a measure of emotional uniformity by attributing higher scores to rumors that have
lower diversity among emotion classifications. For instance, if a rumor contains words associated with
only one emotion (e. g., anger) and no other emotion, then it receives a high score. In contrast, a lower
score is assigned if language is associated with all emotions to a similar extent. The regression estimates
are shown in Table S8. We find that a higher level of uniformity across emotion scores (i. e., lower
diversity) is associated with smaller values for cascade size, duration, and structural virality.

Table S8: Regression results for emotional uniformity. The dependent variables are cascade size (col-
umn 1), cascade duration (column 2), and structural virality (column 3). Rumor-specific random effects
are included.

Size Duration Virality

Intercept 3.498*** 3.837*** 0.719***
(0.098) (0.107) (0.014)

Falsehood 0.162 −0.198 −0.006
(0.107) (0.116) (0.016)

User Engagement −0.171*** −0.575*** 0.036***
(0.027) (0.036) (0.005)

Verified Account 0.793*** 0.700*** 0.146***
(0.056) (0.062) (0.009)

Account Age −0.179*** −0.235*** −0.003
(0.015) (0.018) (0.002)

Followers 0.740*** 0.234*** 0.001
(0.040) (0.016) (0.002)

Followees 0.218*** 0.129*** 0.016***
(0.021) (0.015) (0.002)

Emotional Uniformity −0.355*** −0.327*** −0.052***
(0.012) (0.018) (0.002)

Rumor-Specific Random Effects Yes Yes Yes

AIC 181,781 71,767 31,673

∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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B.2 Analysis of Rumors With Mixed Veracity

In our main analysis, we focused on rumors that can clearly be determined as “true” or “false.” However,
some rumors were categorized as being of “mixed” veracity by the fact-checking organizations (where
the veracity could not be clearly designated as true or false). As an exploratory analysis, we analyze
differences in the spreading dynamics of mixed rumors. Due to data limitations, we re-estimate our
model for a smaller set of independent variables, i. e., only the control variables. The regression results
for cascade size, cascade duration, and cascade virality are shown in Table S9. Compared to true rumors,
we find that rumor cascades of mixed veracity exhibit a smaller cascade size and virality but spread over
a longer time horizon.

Table S9: Regression results for mixed rumors. The dependent variables are cascade size (column 1),
cascade duration (column 2), and structural virality (column 3).

Size Duration Virality

Intercept 1.662*** 1.732*** 0.177***
(0.012) (0.028) (0.002)

Falsehood 1.240*** 0.285*** 0.058***
(0.013) (0.031) (0.003)

Mixed −0.096*** 0.200*** −0.021***
(0.017) (0.043) (0.003)

User Engagement −0.193*** −0.262*** 0.077***
(0.005) (0.008) (0.001)

Verified Account 1.553*** 1.753*** 0.439***
(0.036) (0.049) (0.007)

Account Age −0.147*** −0.177*** 0.014***
(0.005) (0.010) (0.001)

Followers 2.940*** 0.168*** 0.030***
(0.005) (0.006) (0.001)

Followees 0.567*** 0.195*** 0.089***
(0.005) (0.007) (0.001)

Rumor-Specific Random Effects No No No

AIC 761,187 182,629 86,614

∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05
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1 RELATEDWORK

Social media has led to a major shift in political advertising [21, 22, 33]. Due to the large user base of social media
platforms, advertisers are able to run campaigns with wide reach at comparatively low costs [21]. This capability helps
campaigns with smaller budgets and may democratize elections by fostering electoral competition [21, 22]. However,
the use of social media for political advertising has also introduced new challenges. For example, political ads on
social media tend to be more partisan compared to traditional forms like television ads [21]. Additionally, far-right
and populist parties, known for promoting anti-democratic narratives, appear to benefit from advertising on social
media [10] and even use it to spread misinformation [9]. Given that political advertising was shown to influence voter
turnout and vote choice [1, 15, 26], it is crucial to audit political advertising on social media in order to ensure the
fairness, accountability, and transparency of electoral processes.

An important benefit of advertising on social media is targeting. Targeting allows advertisers to craft customized
messages directed at specific user groups, which makes it particularly valuable for political parties during election
campaigns [21]. In fact, targeted advertising has been shown to be effective in various settings outside of elections.
Examples include increasing conversion rates for products [29], promoting public health measures to reduce COVID-19
infection rates [6], and shifting views on climate change [24]. Furthermore, previous research has shown that parties
strategically tailor social media ads to target specific demographic groups [20]. However, the prevalence of targeted
political ads as well as the detailed targeting strategies across the political spectrum remain unclear. To fill this gap, we
provide a comprehensive analysis of targeted advertising on social media

Auditing online political advertising follows a long tradition of scrutiny in our democratic process [3, 18, 19].
A major concern is that hyper-personalization could lead to political filter bubbles and echo chambers [3, 13, 23].
Moreover, concerns have been raised that targeted advertising may discriminate against parts of the electorate [34] or
use personally sensitive data (e.g., ethnic origin, sexual orientation) to identify receptive audiences [8]. In fact, previous
research has shown that the algorithmic delivery of ads discriminates against women [27], which may reinforce existing
stereotypes and harm political participation. Overall, this underlines the need for a better understanding of political
advertising on social media (as a first step to developing regulatory frameworks).

There have been community-driven efforts to independently monitor political ads online and thus improve the
transparency of political advertising [28, 32]. These systems often rely on data donations [32], or volunteers to audit
political advertising on social media platforms [28]. As such, they are independent from platforms and offer a transparent
view on online political advertising. However, such efforts are unable to monitor political advertising at scale, are
limited to information that is publicly available on the platforms (e.g., cannot capture ad spending), and are biased
toward the community and thus not representative. To address these issues, we leverage a novel dataset that offers
in-depth insights into targeting strategies for political ads.

Following public pressure and regulatory efforts, platforms have started to release internal data that records political
ads at scale and provides comprehensive insights into advertising behavior beyond the scope of community-driven
systems, including information about actual spending and real-world impressions. For example, the Meta Ad Library
provides public access to all political ads published on Facebook and Instagram. Researchers have used these resources
to study how politicians advertise on climate change [2] and immigration [11, 12], address Spanish vs. English-speaking
audiences during the 2020 U.S. election [14], and analyze political ads by populist and mainstream parties during the
2019 European elections [10] and the 2022 Italian election [30]. However, a significant gap exists in our understanding
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of the targeting strategies employed in political advertising. To close this gap, our study offers the first analysis of
targeting for political advertising on social media.

Given the importance of algorithmic ad delivery for targeting, researchers and policymakers are worried that
safeguarding the integrity of the democratic process is now in the hands of commercial actors, “who may have differing
understandings of fundamental democratic norms” [17]. Beyond researchers and policymakers, a large part of the public
is also concerned about targeted political advertising: according to the Pew Research Center, more than half of the adult
U.S. population finds that social media platforms should ban political advertising, and more than three-quarters find that
targeting for political campaigns is not acceptable [4]. Therefore, auditing is crucial to ensure fairness, accountability,
and transparency in electoral processes.

4

Computational Approaches to Enhance the Integrity of Social Media: From Detection to Intervention

145



Systematic discrepancies in the delivery of political ads on Facebook and Instagram
Supplemental Materials

2 THE 2021 GERMAN FEDERAL ELECTION

On September 26, 2021, more than 60 million Germans were called to elect a new parliament (called “Bundestag”) [7].
The election marked a turning point in German politics as the previous chancellor, Angela Merkel, did not stand for
re-election after 16 years [36].

In Germany, each voter casts two votes: The first vote (“Erststimme”) selects a preferred candidate as a constituency
representative, where a majority vote determines who secures a seat in the parliament. The second vote (“Zweitstimme”)
is for a political party, for which seats in the parliament are allocated based on each party’s share of second votes.
The dual-vote system in Germany ensures both individual representation and party influence. Furthermore, due to
the dual-vote system, election campaigns in Germany have to simultaneously appeal to the local concerns of voters
and broader national issues. While candidates may run their own campaigns, overarching party campaigns typically
dominate [25].

The German multi-party system has six major political parties that compete for voters across the political spec-
trum [16]1: (1) Linke (The Left) is a democratic socialist party located on the political left that promotes progressive
social and economic policies. (2) Grüne (Alliance 90/The Greens) is located at the center-left of the political spectrum
with a strong emphasis on environmental topics and social equality, because of which the party is particularly popular
among young urban voters. (3) SPD (The Social Democratic Party of Germany) is also located at the center-left of the
political spectrum and traditionally focuses on social equality. (4) FDP (The Free Democratic Party) is a liberal party
located in the center of the political spectrum advocating a liberal and market-oriented agenda that gained large support
from young voters. (5) Union (The Union) is the main center-right party in Germany. It is a coalition of the CDU
(Christian Democratic Union), which operates in all federal states except Bavaria, and the CSU (Christian Social Union,
which only operates in Bavaria). The Union promotes conservative values and supports a market-oriented economy
with a balanced approach to social policies and Christian values. (6) AfD (The Alternative for Germany) was founded in
2013 and is a far-right party with a strong focus on immigration and public security. It is popular among an older and
male-dominated electorate. The AfD has been a source of contention in German society, with criticisms highlighting
its anti-immigrant rhetoric, affiliations with far-right extremism, and tendencies towards historical revisionism. The
party’s divisive stances and oversimplification of complex issues from a populist perspective have led to a situation
where the AfD is politically isolated from the other main parties.

1There are further candidates running for smaller parties or as independents. However, smaller parties and independents play only a minor role given their
limited resources and particularities of the German electoral system in that parties need a second vote share of at least 5 % or win three constituencies to
gain seats in the parliament. This, in turn, means that it is intentionally made highly unlikely for smaller parties and independents to enter the parliament.
Hence, we focus on political ads by the six main parties—Linke, Grüne, SPD, FDP, Union, and AfD—throughout our paper. These parties have also been
part of the parliament in the legislative period before the 2021 election.
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3 POLITICAL ADVERTISING ON META DURING THE 2021 GERMAN FEDERAL ELECTION

Our data comprises 𝑁 = 81 549 ads with an overall cost of EUR 9.8 million for more than 1.1 billion impressions.
Generally, larger parties ran a larger number of ads. However, we also see two exceptions: the winning party (SPD) was
not particularly active (∼ 16k ads), while one of the smaller parties (Grüne) ran a disproportionately high number of ads
(over 39k). In Tbl. S1, we show a breakdown in terms of ads, money, and impressions for all parties.

Table S1. Breakdown of our dataset in terms of the total number of ads, money spent, and impressions generated by
each party. Money and impressions data come in brackets; for closed ranges, we consider the average of the endpoints of
the range, and, for open-ended ranges, we take the known closed endpoint.

Party Number of ads Spending (EUR) Impressions

Linke 2257 390 950 75 087 865
Grüne 38 604 3 608 103 205 728 143
SPD 12 525 1 526 741 169 188 312
FDP 10 327 1 369 329 319 367 015
Union 15 349 2 337 002 299 763 160
AfD 2487 577 429 87 361 955

Total 81 549 9 809 553 1 156 496 450

Fig. S1 shows the top-10 targeting criteria employed by different parties in terms of spending.
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F

Fig. S1. Top-10 targeting criteria employed by a Linke, b Grüne, c SPD, d FDP, e Union, and f AfD in terms of overall
spending (in EUR).
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4 GOALS OF POLITICAL ADVERTISING ON SOCIAL MEDIA

Political campaigning follows various purposes [5, 31, 35, 37]. To explore the purpose of political ads on social media, we
conduct an additional qualitative analysis. Specifically, we manually analyzed and coded a random sample of 𝑁 = 100
ads for their purpose. Inspired by political science literature [5, 31, 35, 37], we distinguish ads that mobilize, persuade,
promote events, or call for donations. Furthermore, we distinguish whether an ad is informational (i.e., purely focusing
on explaining a policy) or attacking opponents.

Our analysis shows that a large majority of ads are designed to mobilize (50 %) or persuade (31 %) voters of a political
party or candidate. Few ads are informational (9 %) or promote events (8 %). We find only 2 ads attacking another party,
while no ad is calling for donations. The latter is not surprising since parties in Germany are mostly funded publicly or
via membership fees and would not call for donations during electoral campaigns.

Overall, our analysis suggests that political ads on social media are designed for various purposes but predominantly
focus on mobilization and persuasion of voters.
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5 POLITICAL ADVERTISING BY PARTIES VS. CANDIDATES

In the German voting system, voters cast two votes: The first vote (“Erststimme”) selects a preferred candidate as a
constituency representative and the second vote (“Zweitstimme”) is for a political party (see Section 2 for details). As
such, political campaigns may focus on parties more broadly but also specific candidates.

To check whether the ads in our sample are focusing on parties more broadly or tend to focus on specific candidates
we ran two additional analysis. First, we classify ads by whether they have been published on pages run by candidates.
This follows the rationale that ads published by candidates are likely to be tailored to the specific candidate. In contrast,
parties are likely to advertise more broadly. We collected all candidate names for the 2021 German federal election from
the Federal Returning Officer [7] and matched the candidate names with the page name of an ad. We find that 18135
ads (i.e., 22.24 % of all ads in our sample) are published by candidates and thus likely to specifically focus on a candidate.
Second, since it is likely that parties sometimes also specifically advertise for a candidate, we employed a qualitative
approach and manually classified a random sample of 𝑁 = 100 ads to check whether ads tend to be focused on specific
candidates or parties broadly. We find that 59 % of ads are focused more broadly on a party while 41 % tend to focus
on a specific candidate. We further find that all ads published on a candidate page are also focusing on the specific
candidate thus corroborating our first analysis.

Overall, we find that ads published by parties tend to be focused more broadly on the party while ads published by
candidates tend to focus on the specific candidates.
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6 THE ROLE OF COMPETITION ON IMPRESSIONS-PER-EUR

We conducted two additional analyses to study the role of competition. Due to the absence of other variables on
competition at Meta, we focus on two variables: the timing-to-election-day and the number of competing political ads.

For the first analysis, we re-run the regression model for ad characteristics from our main analysis but included
an additional variable measuring the time between publication and election day. The results are in Fig. S2. We find a
positive and statistically significant coefficient for Time to election (days) (𝑝 < 0.05), suggesting that publishing ads
earlier in the campaign is related to higher levels of impressions-per-EUR. All else equal, ads published one standard
deviation of days earlier receive, on average, 6.26 additional impressions-per-EUR. This may be due to less competition
for political audiences at the beginning of the campaign peri

Our first analysis indicates that publishing ads earlier during the campaign is linked to higher levels of impressions-
per-EUR. While this may be related to lower competition, it could also be due to other idiosyncrasies pertaining to the
specific time an ad was published unrelated to competition. Hence, we also studied how the total number of active
political ads (across all parties) on the day an ad was published is linked to impressions-per-EUR as a more appropriate
measure of competition. To do so, we again re-run the regression model for ad characteristics from our main analysis but
now included an additional variable measuring the number of active ads on the publishing day of an ad. The results are
in Fig. S3. We find a negative and statistically significant coefficient for No. Active Ads (𝑝 < 0.05), indicating that higher
competition is related to less impressions-per-EUR. All else equal, a one-standard-deviation increase in competing
political ads (≈ 4000 ads) is related to a decrease of 10.45 impressions-per-EUR.

Of note, for both analyses, all other results remain consistent with our main analysis except for the coefficient of
negative sentiment, which is no longer statistically significant.
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Location (Exclude)
Employers (Exclude)

Lookalike Audience (Exclude)
Behaviors (Exclude)

Custom Audience (Exclude)
Interests (Exclude)

Lookalike Audience (Include)
Behaviors (Include)

Custom Audience (Include)
Interests (Include)

No. Exclude Criteria
No. Include Criteria

Targeting strategies

Age: 65+
Age: 55-64
Age: 45-54
Age: 35-44
Age: 25-34
Age: 18-24

Female (only)
Male (only)

Demographic segmentation

100 0 100
Coefficient

Candidate Page
Only Facebook
Only Instagram

FDP
Union

SPD
Gruene

Linke
Duration

Time to elections (days)
Sunday (start)

Saturday (start)
Friday (start)

Thursday (start)
Wednesday (start)

Tuesday (start)
Negative Sentiment
Positive Sentiment

Ad characteristics

Fig. S2. Coefficient estimates and 95% confidence intervals for ad characteristics including the time to election in days
(Time to elections (days)). Statistically significant coefficients (𝑝 < 0.05) are indicated by black circles , all others by gray
circles .Sentiment, weekday, platform dummy, and party dummy are categorical variables, and the reference categories
are “neutral” sentiment, “Monday”, “both platforms”, and “AfD”.

a

b

c

Fig. S3. Coefficient estimates and 95% confidence intervals for ad characteristics including the the number of active ads
at the day an ad was first published (No. Active Ads). Statistically significant coefficients (𝑝 < 0.05) are indicated by black
circles , all others by gray circles . Sentiment, weekday, platform dummy, and party dummy are categorical variables,
and the reference categories are “neutral” sentiment, “Monday”, “both platforms”, and “AfD”.
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7 META AD LIBRARY

The Meta Ad Library provides the variables as described in Tbl. S2 for “ads about social issues, election or politics that
were delivered anywhere in the world during the past seven years”. We refer the reader to the API documentation
(https://www.facebook.com/ads/library/api/) for further details.

Table S2. List of variables provided in the Meta Ad Library API.

Creation time

Text

Link descriptions, captions and titles

Start and stop time

Snapshot URL

Sponsor name

Regional distribution

Demographic distributions (age and gender)

Estimated audience size

Impressions

Amount spent (EUR)

Platform(s) on which the ad is published

12

Computational Approaches to Enhance the Integrity of Social Media: From Detection to Intervention

153



Systematic discrepancies in the delivery of political ads on Facebook and Instagram
Supplemental Materials

8 META TARGETING CATEGORIES

Meta allows advertisers to include or exclude users based on a set of targeting categories to reach specific user groups
on their platforms Facebook and Instagram. The full list of available targeting categories is shown in Tbl. S3. For a more
detailed description, we refer readers to https://developers.facebook.com/docs/fort-ads-targeting-dataset/table-schema.
Fig. S4 provides an example ad with targeting information as provided by Meta.

Table S3. Targeting categories available to advertisers on Meta. Advertisers can include or exclude users based on the
targeting categories.

Include/exclude interest

Include/exclude industry

Include/exclude parents

Include/exclude job title

Include/exclude employer

Include/exclude behavior

Include/exclude field of study

Include/exclude life event

Include/exclude school

Include/exclude education level

Include/exclude relationship status

Include/exclude income

Include/exclude undergrad years

Include/exclude custom audience

Include/exclude lookalike audience

Include/exclude connection

Include/exclude friend connection
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Targe�ng age: 18-65+
Targe�ng gender: All
Interests (Exclude): Boehringer Ingelheim, Böse Buben Club, 
Deutsch lernen, Frei.Wild, Junge Freiheit, KenFM, Kompakt, 
Language interpreta�on, NachDenkSeiten, RT (TV network), The 
Epoch Times, The Patriot (2000 film), Transla�on

Fig. S4. Example of an ad with targeting information as provided by Meta.
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9 HYPERPARAMETER TUNING

For the training of the classifiers reported in the main paper, we use 10-fold cross-validation in combination with a
grid search. In particular, we vary (1) the number of trees used for a forest (𝑁 estimators), (2) the number of variables
to consider at each split (Max features), (3) maximum depth of the tree (Max depth), (4) minimum samples to split a
node (Min node), (5) minimum samples in a leaf (Min leaf ), and (6) whether to bootstrap samples when building trees
(Bootstrap). The corresponding tuning range for each parameter is shown in Supplementary Tbl. S4.

Table S4. Tuning range of the grid search for random forest (RF) hyperparameters. 𝑛 refers to the total number of
variables available for training.

Hyperparameter Tuning Range

𝑁 estimators [100, 200, 300]
Max features [

√
𝑛, log2 𝑛]

Max depth [None, 10, 20, 30]
Min node [2, 5, 10]
Min leaf [1, 2, 4]
Bootstrap [True, False]
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10 ROBUSTNESS CHECKS

We performed a series of checks to ensure the robustness of our results. In particular, we performed robustness checks
regarding the (1) machine learning model and (2) platform heterogeneity.

First, we checked how our results change when using another machine learning classifier to predict impressions-per-
EUR. In particular, we trained an XGBoost model using the same training procedure as outlined for the random forest
model. However, the XGBoost model resulted in a lower prediction performance (RMSE =127.75 over 10 runs ± a s.d. of
3.91) when predicting impressions-per-EUR on the hold-out set. Nevertheless, our main findings remain consistent, i.e.,
(1) our model can only explain a fraction of the variance in our data (𝑅2 =0.36 ± a s.d. of 0.02 over 10 runs) and (2) the
far-right AfD consistently achieves more impressions-per-EUR than predicted by our model.

Second, we checked the heterogeneity of our results with respect to the platform an ad was published. Specifically, we
re-trained our random forest model but only used (1) ads that were published on Facebook and (2) ads that were published
on Instagram. Hence, we trained two additional random forest model focusing on political ads from (1) Facebook or
(2) Instagram. The results are shown in Fig. S5. Consistent with the results from our main analysis, we find systematic
differences between actual impressions-per-EUR on the platform and predicted by our model. Importantly, we find that
the far-right AfD consistently achieves more impressions-per-EUR than predicted by our model.

B

A

Fig. S5. Average difference between actual vs. predicted impressions-per-EUR based on our machine learning model
over 10 runs for political ads published on a, Facebook and b, Instagram.
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1 Related work

Online hate speech is a significant threat to individual well-being and social cohesion [17, 28, 46, 48, 49, 59]. The
United Nations defines hate speech as “any kind of communication in speech, writing or behavior, that attacks or uses
pejorative or discriminatory language with reference to a person or a group on the basis of who they are, in other
words, based on their religion, ethnicity, nationality, race, color, descent, gender or other identity factor.” [60] Previous
research has, for example, studied the virality of hate speech [31], the characteristics of users sharing hate speech [43]
but also how to detect [2, 39, 43] and curb online hate speech [23, 37, 38, 49].

Curbing online hate speech is challenging [19, 26]. Automated measures, such as content removal and account
suspensions, are scalable and can effectively reduce online hate speech [19]. However, automated measures that are not
properly calibrated may falsely remove content, which may be perceived as an infringement on individuals’ freedom of
speech [20, 22, 36] and thus even spur more hostility [24, 32]. In contrast, manual moderation, such as the removal of
problematic content or accounts by human moderators, can be more precise [19]. However, the high prevalence of
online hate speech makes such efforts impractical [26]. Research has also shown that manual moderation can negatively
impact the well-being of moderators [53], raising ethical concerns about its use. In this paper, we focus on counterspeech,
which is seen as a promising approach to address the rise in online hate speech [11, 23, 61].

Counterspeech refers to direct responses intended to encourage users to reconsider their hateful posts [32]. Since no
content is removed, a key advantage of counterspeech is that it does not infringe on users’ freedom of speech [32].
Previous research has suggested various strategies for counterspeech, such as empathy or reminding of social norms
through warning-of-consequences [23, 32, 36–38, 54]. The effectiveness of counterspeech has been demonstrated in
multiple field experiments [23, 37, 38, 49]. For example, counterspeech reminding of social norms reduced religious
hate speech [49]. Furthermore, empathy-based counterspeech significantly reduced racist hate on Twitter/X [23, 37].
However, these studies typically follow a “one-fits-all” paradigm where predefined, generic counterspeech messages
are sent to all offenders (e.g., “This post is disrespectful. Please stop posting such hateful content!” ). In other words, this
“one-fits-all” approach ignores the context of the underlying hateful post, potentially limiting its persuasiveness.

The emergence of LLMs has greatly improved the quality of automated text generation. LLMs take so-called prompts
as inputs and then generate human-like text [18, 21, 25, 51, 67]. LLMs are nowadays applied across various fields.
For example, LLMs have been used to write political messages [21], aid mental health support [47], and provide
recommendations in the emergency department [64]. Here, we explore the use of LLMs to generate contextualized
counterspeech to curb online hate speech. A key strength of LLMs in this setting is that LLMs are scalable to the large
volume of hate speech on social media platforms.

Previous research has demonstrated the potential of LLMs to produce counterspeech [7, 12, 13, 42, 57], yet with
important limitations. On the one hand, these studies [7, 12, 13, 57] do not evaluate the effectiveness of LLM-generated
counterspeech in the field but merely use surveys for evaluation. This is problematic since, even if people report that they
are willing to behave civilly, it does not mean they act accordingly. This observation is known as the “intention-behavior
gap” and poses a severe limitation when measuring intentions instead of actual behavior [27]. This can lead to inflated
reports of civil behavior in surveys that may not translate to real-world social media environments. On the other hand,
there is research [42] that analyzes secondary outcomes (e.g., views, likes) and thus fails to measure the effectiveness of
counterspeech. Consequently, it remains unclear whether LLM-generated counterspeech can reduce online hate speech
on real-world social media platforms.
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To the best of our knowledge, there is no evidence on whether LLM-generated counterspeech can effectively change
real-world social media users’ behavior to reduce online hate speech. To close this gap, we conducted a field experiment
on Twitter/X to test whether contextualized counterspeech generated by state-of-the-art LLMs is effective in curbing
online hate speech.
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2 Human-controlled accounts

We administered our intervention via multiple human-controlled accounts. The accounts were designed to appear
politically neutral and natural to users on Twitter/X, which was inspired by the design in [23]. Each account was
assigned a unisex English name, with no disclosure of gender, ethnicity, nationality, or beliefs. Furthermore, to appear
as natural users, we regularly posted neutral posts via our accounts (e.g., “Just witnessed the most breathtaking sunset!” )
and re-posted content from diverse accounts (e.g., NASA, WWF, ESPN). The accounts were created at least 3 months
before the start of the experiment. Screenshots of example profiles are in Fig. S1.

Fig. S1. Example of one of our human-controlled accounts.

Computational Approaches to Enhance the Integrity of Social Media: From Detection to Intervention

164



22 Bär et al.

3 Keywords to identify hatespeech

Table S1. Keywords to identify hate speech on Twitter/X.

Group Terms

Religious jew, zionist, goy, goyim, heeb, hebe, muslim, islam, jihad,
nazi, terror

Ethnic/Racial arab, paki, cameljockey, cameltoe, kanake, palesimian,
spaghettibender, raghead, kike, spic, wetback, chink, gook

Cultural gypsy, redneck, hillbilly, beaner, mite, dink, injun, jigaboo
Other parasite
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4 Prompt templates

Table S2. Prompt templates to generate contextualized LLM-generated counterspeech. We use two different templates
for our two strategies, namely, (1) empathy and (2) warning-of-consequences.

Empathy System Prompt:
### Persona ###
User Persona: As a social media user committed to countering hate speech, you embody empathy and skill in responding to harmful content. Your role is to foster understanding and promote more
respectful and inclusive dialogue.

### Concepts ###
- Counter Speech: This involves crafting responses to directly address, mitigate, or refute hateful or harmful speech in a way that discourages further negativity.
- Empathy: Empathy, the ability to understand and share others’ feelings, helps combat hate speech by encouraging compassion over hostility. This fosters a culture of respect and reduces the spread
of harmful language.

### Your Task ###
- Contextual Relevance: Your response must directly relate to the specific content of the original hateful post.
- Conciseness: Limit your response to 2-3 SHORT sentences, 30-40 words, no subclauses, no hashtags or emojis.
- Avoid Confrontational Language: Keep the tone respectful and constructive.

### Approach ###
1) Ask yourself why the post is harmful and what consequences it might have.
2) Ask yourself what is the relevant context of the post.
3) Think about the feelings of those targeted by the hate speech.
4) Craft a counterspeech that:
- Explains why the post is harmful following the analysis in 1) and 2).
- Demonstrates empathy towards those targeted following the analysis in 3).

### Output ###
Ensure the response is in a JSON-compatible format: {“counterspeech”: “Your contextually relevant counter speech here”}

User Prompt:
Create a counterspeech response using empathy for the following post on social media: Post: [POST]

Warning-of-consequences System Prompt:
### Persona ###
User Persona: As a social media user committed to countering hate speech, you maintain a neutral and factual tone responding to harmful content. Your role is to foster understanding and promote
more respectful and inclusive dialogue.

### Concepts ###
- Counter Speech: This involves crafting responses to directly address, mitigate, or refute hateful or harmful speech in a way that supports the victim and discourages further negativity.
- Warning of Consequences: Warn the poster about the potential consequences to their personal and professional life from promoting hate speech. This can help deter future harmful behavior and
encourage more responsible online conversations.

### Your Task ###
- Contextual Relevance: Your response must directly relate to the specific content of the original hateful post.
- Conciseness: Limit your response to 2-3 SHORT sentences, 30-40 words, no subclauses, no hashtags or emojis.
- Avoid Confrontational Language: Keep the tone respectful and constructive.

### Approach ###
1) Ask yourself why the post is harmful and what consequences it might have.
2) Ask yourself what is the relevant context of the post.
3) Think about the potential personal and professional consequences for the poster of the hate speech.
4) Craft a counterspeech that:
- Explains why the post is harmful following the analysis in 1) and 2).
- Warns of the consequences the poster might face based on the analysis in 3).

### Output ###
Ensure the response is in a JSON-compatible format: {“counterspeech”: “Your contextually relevant counter speech here”}

User Prompt:
Create a counterspeech response warning of consequences for the following post on social media: Post: [POST]
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5 Examples of counterspeech

Table S3. Examples for hateful posts from Twitter/X and counterspeech generated using our LLM approach together.

Strategy Post Counterspeech

Empathy "Why do the muslims in the comm hate Christians so much? They never support us
unless it benefits them or some muslim scholar tells them to."

"I understand that you may feel frustrated by perceived lack of support, but it’s unfair
to generalize an entire community. Muslims, like people of any faith, are individuals
with diverse views and experiences. Let’s focus on building bridges, not stereotypes."

"This guy is an absolute braindead ass who just hates irish and suddenly blames ’All
irish as jews who send Americans to war’ lmfao ðŸ¤£ he’s a pawn probably a jew
himself deceiving creating hate for others and protection for them as always.. Literally
guy is an ass."

"Let’s not generalize and blame entire groups. Irish and Jewish communities have
faced discrimination, we should promote understanding and respect."

"JOE BIDEN IS A NAZI" "Labeling someone a Nazi without evidence is harmful and disrespectful to the millions
of people who suffered under the real Nazi regime. It also creates a toxic environment
where constructive dialogue is impossible."

Warning-of-consequences "I can’t stand this kike’s music @Drake" "Using derogatory terms like ’kike’ is harmful and offensive, promoting anti-Semitism
and hate. This kind of language can lead to real-world discrimination and violence,
and can also damage your personal and professional reputation."

"Fuck Islam" "This kind of hate speech can lead to discrimination and violence against Muslims, and
can also damage your personal and professional reputation. It’s important to respect
all religions and promote inclusivity."

"Bill Ackman is a parasite, a taker of the world. His opinion is meaningless" "Labeling individuals as ’parasites’ can perpetuate harmful stereotypes and discrim-
ination. Such language can have serious consequences, including damage to one’s
professional reputation and potential legal repercussions."
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6 Non-contextualized counterspeech

Table S4. Non-contextualized counterspeech for our two strategies, namely, (1) empathy and (2) warning-of-consequences.
We used five different counterspeech messages for each strategy to avoid a strongly repetitive reply pattern that may
irritate users.

Strategy Counterspeech

Empathy Variant 1: “Language like this may hurt people. Words have power. Imagine those words aimed at you or someone you love. We must communicate with openness, and
respect, and promote empathy in every interaction. Together, we can build a kinder world. Let’s lead by example.”

Variant 2: “Divisive rhetoric like this does more harm than good. Remember, there’s a human with feelings behind every screen. Use words to uplift, not hurt. Compassion
is our most powerful tool for change. Let’s commit to kindness and build connections, not divisions.”

Variant 3: “Hate speech like this can cause real harm. We must strive to understand and respect one another, even when we disagree. Let’s work together to build a world
where everyone feels safe and valued. Our words have the power to heal or to hurt. Let’s choose to heal.”

Variant 4: “Words matter. We must strive to understand and respect one another, even when we disagree. Let’s work together to build a world where everyone feels safe and
valued. Let’s spread messages of hope and inclusion, not fear. Together, we can make a difference.”

Variant 5: “It’s easy to forget the impact our words can have on others, especially online. Before we speak, let’s pause and consider the person on the other side. Empathy
and understanding are the foundations of a strong community. Let’s choose to be kind.”

Warning of consequence Variant 1: “Be mindful of what you post online. Hateful comments can not only hurt others but also come back at you, affecting job prospects, personal relationships, and
how the community views you. In a world where digital footprints are permanent, think before you share.”

Variant 2: “Every public post you make is permanent and can impact your future in ways you might not anticipate. Employers, family members, and friends may see what
you post online. Consider the long-term impact of your words on your reputation and opportunities.”

Variant 3: “Your words on social media carry weight and consequences. A moment of frustration or anger can translate into a lifetime of regret if it leads to legal issues or
social isolation. Think about the broader impact of your posts before making them public.”

Variant 4: “While social media offers some anonymity, remember that hateful posts can lead to serious offline consequences, including legal action or personal backlash.
Your online actions reflect on your real-life identity. Pause and consider the consequences of your post.”

Variant 5: “The internet has a long memory, and today’s post could easily become tomorrow’s regret. What you share today could shape your future in unexpected ways.
Protect your future self by taking a moment to reflect on the potential personal consequences of your post.”
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7 Summary statistics

Table S5. Summary statistics of dependent variables and pre-treatment covariates.

Variable Mean Median Min Max Std Skew

Rate of deleted posts 0.055 0.000 0.000 1.000 0.228 3.896
Number of hateful posts (post-intervention) 8.747 5.000 0.000 98.000 10.922 2.746
Relative change in toxicity 0.046 −0.012 −0.964 6.815 0.429 4.418

Account age (in days) 1770.637 954.500 2.000 6392.000 1813.210 0.912
Follower count 7646.771 419.500 0.000 7 157 501.000 143 838.344 46.490
Following count 1715.756 447.500 0.000 270 342.000 8027.240 22.938
Tweet count 33 358.907 10 652.000 12.000 858 800.000 70 174.820 5.461
Like count 36 769.592 10 824.500 0.000 1 310 634.000 76 956.586 6.374
Twitter/X premium (= 1 if premium) 0.109 0.000 0.000 1.000 0.312 2.512
Number of hateful posts (pre-intervention) 7.953 5.000 0.000 89.000 9.787 2.722
Average toxicity (pre-intervention) 0.287 0.269 0.020 0.889 0.123 0.831
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8 Regression results

8.1 Effectiveness of counterspeech compared to control condition

Table S6. Estimation results for the treatment effects of different counterspeech interventions compared to the control
condition for Rate of deleted posts. The first column reports the regression results for  generic-empathy counterspeech.
The second column shows the results for Æ context-empathy. The third column provides the results for  generic-
warning, and the fourth column reports onÆ context-warning.

GENERIC-EMPATHY CONTEXT-EMPATHY GENERIC-WARNING CONTEXT-WARNING

Intercept 0.086∗∗∗ 0.074∗∗∗ 0.106∗∗∗ 0.068∗∗
(0.027) (0.026) (0.027) (0.027)

GENERIC-EMPATHY −0.026∗
(0.014)

CONTEXT-EMPATHY −0.029∗∗
(0.014)

GENERIC-WARNING 0.008
(0.016)

CONTEXT-WARNING −0.014
(0.014)

Account age (in days) −0.000∗∗ −0.000∗∗ −0.000∗∗ −0.000
(0.000) (0.000) (0.000) (0.000)

Followers count 0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Following count −0.000 −0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Tweet count −0.000∗∗ −0.000 −0.000∗∗ −0.000
(0.000) (0.000) (0.000) (0.000)

Like count 0.000 0.000 −0.000 0.000
(0.000) (0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.024 0.003 −0.034 −0.013
(0.018) (0.022) (0.021) (0.020)

Average toxicity (pre-intervention) 0.015 0.098 0.001 0.064
(0.085) (0.088) (0.087) (0.085)

Number of hateful posts (pre-intervention) −0.000 −0.002∗∗ −0.002∗ −0.000
(0.001) (0.001) (0.001) (0.001)

Adj. 𝑅2 0.006 0.011 0.006 0.000
Obs.(𝑁 ) 1073 1074 1030 1093
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.01
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Table S7. Estimation results for the treatment effects of different counterspeech interventions compared to the control
condition for Number of hateful posts. The first column reports the regression results for  generic-empathy coun-
terspeech. The second column shows the results for Æ context-empathy. The third column provides the results for
 generic-warning, and the fourth column reports on Æ context-warning.

GENERIC-EMPATHY CONTEXT-EMPATHY GENERIC-WARNING CONTEXT-WARNING

Intercept 0.208 0.251 0.034 −0.554
(0.758) (0.699) (0.698) (0.721)

GENERIC-EMPATHY −0.350
(0.485)

CONTEXT-EMPATHY −0.433
(0.434)

GENERIC-WARNING −1.026∗∗
(0.447)

CONTEXT-WARNING −0.127
(0.453)

Account age (in days) −0.000 0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Followers count −0.000 0.000 −0.000 −0.000∗∗
(0.000) (0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Tweet count 0.000∗∗∗ 0.000∗ 0.000 0.000∗∗∗
(0.000) (0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000 0.000
(0.000) (0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −1.125 −1.513∗∗ −1.097 0.300
(0.696) (0.668) (0.730) (0.693)

Average toxicity (pre-intervention) 7.421∗∗∗ 7.275∗∗∗ 7.312∗∗∗ 9.497∗∗∗
(2.750) (2.377) (2.494) (2.470)

Number of hateful posts (pre-intervention) 0.852∗∗∗ 0.837∗∗∗ 0.827∗∗∗ 0.822∗∗∗
(0.048) (0.052) (0.045) (0.050)

Adj. 𝑅2 0.575 0.555 0.605 0.588
Obs.(𝑁 ) 1064 1062 1018 1082
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S8. Estimation results for the treatment effects of different counterspeech interventions compared to the con-
trol condition for Relative change in toxicity. The first column reports the regression results for  generic-empathy
counterspeech. The second column shows the results for Æ context-empathy. The third column provides the results for
 generic-warning, and the fourth column reports onÆ context-warning.

GENERIC-EMPATHY CONTEXT-EMPATHY GENERIC-WARNING CONTEXT-WARNING

Intercept 0.400∗∗∗ 0.501∗∗∗ 0.398∗∗∗ 0.376∗∗∗
(0.054) (0.062) (0.052) (0.054)

GENERIC-EMPATHY −0.014
(0.022)

CONTEXT-EMPATHY 0.037
(0.029)

GENERIC-WARNING −0.024
(0.022)

CONTEXT-WARNING 0.006
(0.023)

Account age (in days) −0.000∗∗ 0.000 −0.000∗∗∗ −0.000
(0.000) (0.000) (0.000) (0.000)

Followers count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Tweet count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.059∗ −0.149∗∗∗ −0.045 −0.048
(0.031) (0.041) (0.035) (0.029)

Average toxicity (pre-intervention) −1.167∗∗∗ −1.624∗∗∗ −1.194∗∗∗ −1.176∗∗∗
(0.138) (0.197) (0.131) (0.145)

Number of hateful posts (pre-intervention) 0.002∗ 0.003∗∗ 0.003∗∗∗ 0.003∗∗∗
(0.001) (0.001) (0.001) (0.001)

Adj. 𝑅2 0.115 0.129 0.132 0.100
Obs.(𝑁 ) 1063 1060 1016 1080
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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8.2 Contextualized vs. non-contextualized counterspeech

Table S9. Estimation results for the treatment effects of interventions with contextualized counterspeech generated
by an LLM, compared to generic counterspeech, for the Rate of deleted posts. The first column presents the regression
results comparing  generic-empathy with Æ context-empathy counterspeech. The second column provides the results
comparing generic-warning withÆ context-warning counterspeech.

Empathy Warning-of-consequences

Intercept 0.049∗∗ 0.099∗∗∗
(0.022) (0.027)

Empathy −0.003
(0.012)

Warning-of-consequences −0.023
(0.015)

Account age (in days) −0.000∗∗ −0.000
(0.000) (0.000)

Followers count −0.000 −0.000
(0.000) (0.000)

Following count −0.000∗∗ −0.000
(0.000) (0.000)

Tweet count −0.000 −0.000
(0.000) (0.000)

Like count −0.000 −0.000
(0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.000 −0.023
(0.019) (0.021)

Average toxicity (pre-intervention) 0.053 0.005
(0.072) (0.072)

Number of hateful posts (pre-intervention) −0.001 −0.001
(0.001) (0.001)

Adj. 𝑅2 0.002 0.001
Obs.(𝑁 ) 1065 1041
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S10. Estimation results for the treatment effects of interventions with contextualized counterspeech generated by
an LLM, compared to generic counterspeech, for the Number of hateful posts. The first column presents the regression
results comparing  generic-empathy with Æ context-empathy counterspeech. The second column provides the results
comparing generic-warning with Æ context-warning counterspeech.

Empathy Warning-of-consequences

Intercept 0.305 −1.428∗∗
(0.629) (0.636)

Empathy −0.149
(0.420)

Warning-of-consequences 0.839∗∗
(0.390)

Account age (in days) −0.000∗∗ −0.000
(0.000) (0.000)

Followers count 0.000 −0.000
(0.000) (0.000)

Following count 0.000 −0.000
(0.000) (0.000)

Tweet count 0.000∗∗ 0.000∗∗
(0.000) (0.000)

Like count 0.000 0.000
(0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.793 1.268∗∗
(0.587) (0.584)

Average toxicity (pre-intervention) 7.743∗∗∗ 9.785∗∗∗
(2.699) (2.479)

Number of hateful posts (pre-intervention) 0.811∗∗∗ 0.780∗∗∗
(0.044) (0.041)

Adj. 𝑅2 0.588 0.661
Obs.(𝑁 ) 1056 1030
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1

Table S11. Estimation results for the treatment effects of interventions with contextualized counterspeech generated by
an LLM, compared to generic counterspeech, for the Relative change in toxicity. The first column presents the regression
results comparing  generic-empathy with Æ context-empathy counterspeech. The second column provides the results
comparing generic-warning with Æ context-warning counterspeech.

Empathy Warning-of-consequences

Intercept 0.470∗∗∗ 0.324∗∗∗
(0.055) (0.042)

Empathy 0.055∗∗
(0.028)

Warning-of-consequences 0.024
(0.022)

Account age (in days) −0.000 −0.000
(0.000) (0.000)

Followers count −0.000 −0.000
(0.000) (0.000)

Following count −0.000 −0.000
(0.000) (0.000)

Tweet count −0.000 −0.000
(0.000) (0.000)

Like count 0.000 −0.000
(0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.093∗∗ 0.014
(0.041) (0.034)

Average toxicity (pre-intervention) −1.564∗∗∗ −1.107∗∗∗
(0.201) (0.127)

Number of hateful posts (pre-intervention) 0.002 0.003∗∗∗
(0.001) (0.001)

Adj. 𝑅2 0.127 0.111
Obs.(𝑁 ) 1055 1028
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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8.3 Counterspeech for Twitter/X Premium users

Hateful users who subscribe to Twitter/X Premium are less likely to have their content removed by the platform, and
their posts are algorithmically boosted [14]. Hence, we evaluate whether our intervention is effective for Twitter/X
Premium users. To do so, we re-estimate the regression model from our main analysis, adding an interaction term
between the treatment and Twitter/X Premium subscription status (= 1 if subscribed, = 0 otherwise).

We find no significant interaction between our intervention and Twitter/X Premium subscription status for the
rate of deleted posts. However, Twitter/X Premium users who receivedÆ context-empathy counterspeech shared
significantly more hateful posts (𝑝 = 0.012) than non-subscribers. Additionally, Premium users exhibited higher toxicity
levels when receiving   generic-empathy (𝑝 = 0.049) and Æ context-empathy (𝑝 = 0.024) counterspeech. This
suggests that empathetic counterspeech, particularly when LLM-generated, may backfire for Premium users. Importantly,
all treatment effects remain consistent with our primary analysis across all models and dependent variables, except
for Æ context-warning vs.   generic-warning and the number of hateful posts, which is no longer significant
(𝑝 = 0.107). Detailed regression results are in Table S12 to Table S17.

Table S12. Estimation results for the treatment effects of different counterspeech interventions compared to the control
condition for Rate of deleted posts. To evaluate whether our intervention is effective for Twitter/X Premium users, we
re-estimate the regression model from our main analysis, adding an interaction term (Treated x Twitter/X premium (= 1
if premium)) between the treatment and Twitter/X Premium subscription status (= 1 if subscribed, = 0 otherwise). The
first column reports the regression results for  generic-empathy counterspeech. The second column shows the results
forÆ context-empathy. The third column provides the results for generic-warning, and the fourth column reports on
Æ context-warning. Treated corresponds to the intervention indicated by the column.

GENERIC-EMPATHY CONTEXT-EMPATHY GENERIC-WARNING CONTEXT-WARNING

Intercept 0.086∗∗∗ 0.076∗∗∗ 0.105∗∗∗ 0.069∗∗
(0.027) (0.027) (0.027) (0.027)

GENERIC-EMPATHY −0.026∗
(0.015)

CONTEXT-EMPATHY −0.033∗∗
(0.015)

GENERIC-WARNING 0.011
(0.017)

CONTEXT-WARNING −0.016
(0.016)

Account age (in days) −0.000∗∗ −0.000∗∗ −0.000∗∗ −0.000
(0.000) (0.000) (0.000) (0.000)

Followers count 0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Following count −0.000 −0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Tweet count −0.000∗∗ −0.000 −0.000∗∗ −0.000
(0.000) (0.000) (0.000) (0.000)

Like count 0.000 0.000 −0.000 0.000
(0.000) (0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.025 −0.018 −0.021 −0.023
(0.029) (0.028) (0.029) (0.029)

Treated x Twitter/X premium (= 1 if premium) 0.001 0.041 −0.030 0.016
(0.034) (0.041) (0.039) (0.039)

Average toxicity (pre-intervention) 0.015 0.097 0.001 0.063
(0.085) (0.088) (0.087) (0.085)

Number of hateful posts (pre-intervention) −0.000 −0.002∗∗ −0.002∗ −0.000
(0.001) (0.001) (0.001) (0.001)

Adj. 𝑅2 0.005 0.010 0.005 −0.001
Obs.(𝑁 ) 1073 1074 1030 1093
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S13. Estimation results for the treatment effects of different counterspeech interventions compared to the control
condition for Number of hateful posts. To evaluate whether our intervention is effective for Twitter/X Premium users, we
re-estimate the regression model from our main analysis, adding an interaction term (Treated x Twitter/X premium (= 1
if premium)) between the treatment and Twitter/X Premium subscription status (= 1 if subscribed, = 0 otherwise). The
first column reports the regression results for  generic-empathy counterspeech. The second column shows the results
forÆ context-empathy. The third column provides the results for generic-warning, and the fourth column reports on
Æ context-warning. Treated corresponds to the intervention indicated by the column.

GENERIC-EMPATHY CONTEXT-EMPATHY GENERIC-WARNING CONTEXT-WARNING

Intercept 0.279 0.284 0.108 −0.328
(0.778) (0.712) (0.711) (0.740)

GENERIC-EMPATHY −0.496
(0.520)

CONTEXT-EMPATHY −0.515
(0.468)

GENERIC-WARNING −1.202∗∗
(0.474)

CONTEXT-WARNING −0.536
(0.480)

Account age (in days) −0.000 0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Followers count −0.000 0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Tweet count 0.000∗∗∗ 0.000∗ 0.000 0.000∗∗∗
(0.000) (0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −1.830 −1.896∗ −1.923∗ −1.643
(1.157) (1.104) (1.123) (1.138)

Treated x Twitter/X premium (= 1 if premium) 1.336 0.775 1.913 3.432∗∗
(1.392) (1.294) (1.319) (1.361)

Average toxicity (pre-intervention) 7.363∗∗∗ 7.261∗∗∗ 7.307∗∗∗ 9.340∗∗∗
(2.756) (2.378) (2.495) (2.470)

Number of hateful posts (pre-intervention) 0.853∗∗∗ 0.838∗∗∗ 0.827∗∗∗ 0.825∗∗∗
(0.048) (0.052) (0.045) (0.049)

Adj. 𝑅2 0.575 0.555 0.605 0.590
Obs.(𝑁 ) 1064 1062 1018 1082
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S14. Estimation results for the treatment effects of different counterspeech interventions compared to the control
condition for Relative change in toxicity. To evaluate whether our intervention is effective for Twitter/X Premium users,
we re-estimate the regression model from our main analysis, adding an interaction term (Treated x Twitter/X premium
(= 1 if premium)) between the treatment and Twitter/X Premium subscription status (= 1 if subscribed, = 0 otherwise).
The first column reports the regression results for  generic-empathy counterspeech. The second column shows the
results forÆ context-empathy. The third column provides the results for generic-warning, and the fourth column
reports onÆ context-warning. Treated corresponds to the intervention indicated by the column.

GENERIC-EMPATHY CONTEXT-EMPATHY GENERIC-WARNING CONTEXT-WARNING

Intercept 0.404∗∗∗ 0.500∗∗∗ 0.402∗∗∗ 0.383∗∗∗
(0.054) (0.062) (0.052) (0.055)

GENERIC-EMPATHY −0.023
(0.024)

CONTEXT-EMPATHY 0.040
(0.031)

GENERIC-WARNING −0.036
(0.024)

CONTEXT-WARNING −0.008
(0.026)

Account age (in days) −0.000∗∗ 0.000 −0.000∗∗ −0.000
(0.000) (0.000) (0.000) (0.000)

Followers count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Tweet count −0.000 −0.000 −0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000 −0.000
(0.000) (0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.101∗∗∗ −0.134∗∗∗ −0.103∗∗∗ −0.114∗∗∗
(0.038) (0.039) (0.038) (0.038)

Treated x Twitter/X premium (= 1 if premium) 0.079 −0.031 0.133∗∗ 0.116∗∗
(0.058) (0.071) (0.067) (0.051)

Average toxicity (pre-intervention) −1.170∗∗∗ −1.623∗∗∗ −1.193∗∗∗ −1.180∗∗∗
(0.138) (0.197) (0.131) (0.145)

Number of hateful posts (pre-intervention) 0.002∗ 0.003∗∗ 0.003∗∗∗ 0.003∗∗∗
(0.001) (0.001) (0.001) (0.001)

Adj. 𝑅2 0.115 0.129 0.133 0.101
Obs.(𝑁 ) 1063 1060 1016 1080
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S15. Estimation results for the treatment effects of interventions with contextualized counterspeech generated
by an LLM, compared to generic counterspeech, for the Rate of deleted posts. To evaluate whether our intervention
is effective for Twitter/X Premium users, we re-estimate the regression model from our main analysis, adding an
interaction term (Treated x Twitter/X premium (= 1 if premium)) between the treatment and Twitter/X Premium
subscription status (= 1 if subscribed, = 0 otherwise). The first column presents the regression results comparing generic-
empathywithÆ context-empathy counterspeech. The second column provides the results comparing generic-warning
with Æ context-warning counterspeech. Treated corresponds to the intervention with contextualized counterspeech
generated by an LLM with the strategy indicated by the column.

Empathy Warning-of-consequences

Intercept 0.051∗∗ 0.102∗∗∗
(0.023) (0.027)

Empathy −0.008
(0.012)

Warning-of-consequences −0.027
(0.017)

Account age (in days) −0.000∗∗ −0.000
(0.000) (0.000)

Followers count −0.000 −0.000
(0.000) (0.000)

Following count −0.000∗∗ −0.000
(0.000) (0.000)

Tweet count −0.000 −0.000
(0.000) (0.000)

Like count −0.000 −0.000
(0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.022 −0.051∗
(0.020) (0.029)

Treated x Twitter/X premium (= 1 if premium) 0.044 0.044
(0.037) (0.038)

Average toxicity (pre-intervention) 0.054 0.003
(0.072) (0.072)

Number of hateful posts (pre-intervention) −0.001 −0.001
(0.001) (0.001)

Adj. 𝑅2 0.003 0.001
Obs.(𝑁 ) 1065 1041
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S16. Estimation results for the treatment effects of interventions with contextualized counterspeech generated by
an LLM, compared to generic counterspeech, for the Number of hateful posts. To evaluate whether our intervention
is effective for Twitter/X Premium users, we re-estimate the regression model from our main analysis, adding an
interaction term (Treated x Twitter/X premium (= 1 if premium)) between the treatment and Twitter/X Premium
subscription status (= 1 if subscribed, = 0 otherwise). The first column presents the regression results comparing generic-
empathywithÆ context-empathy counterspeech. The second column provides the results comparing generic-warning
with Æ context-warning counterspeech. Treated corresponds to the intervention with contextualized counterspeech
generated by an LLM with the strategy indicated by the column.

Empathy Warning-of-consequences

Intercept 0.275 −1.324∗∗
(0.631) (0.639)

Empathy −0.080
(0.458)

Warning-of-consequences 0.677
(0.419)

Account age (in days) −0.000∗∗ −0.000
(0.000) (0.000)

Followers count 0.000 −0.000
(0.000) (0.000)

Following count 0.000 −0.000
(0.000) (0.000)

Tweet count 0.000∗∗ 0.000∗∗
(0.000) (0.000)

Like count 0.000 0.000
(0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.488 0.277
(0.811) (0.711)

Treated x Twitter/X premium (= 1 if premium) −0.640 1.559
(1.066) (1.064)

Average toxicity (pre-intervention) 7.726∗∗∗ 9.724∗∗∗
(2.702) (2.478)

Number of hateful posts (pre-intervention) 0.811∗∗∗ 0.781∗∗∗
(0.044) (0.041)

Adj. 𝑅2 0.587 0.661
Obs.(𝑁 ) 1056 1030
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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Table S17. Estimation results for the treatment effects of interventions with contextualized counterspeech generated by
an LLM, compared to generic counterspeech, for the Relative change in toxicity. To evaluate whether our intervention
is effective for Twitter/X Premium users, we re-estimate the regression model from our main analysis, adding an
interaction term (Treated x Twitter/X premium (= 1 if premium)) between the treatment and Twitter/X Premium
subscription status (= 1 if subscribed, = 0 otherwise). The first column presents the regression results comparing generic-
empathywithÆ context-empathy counterspeech. The second column provides the results comparing generic-warning
with Æ context-warning counterspeech. Treated corresponds to the intervention with contextualized counterspeech
generated by an LLM with the strategy indicated by the column.

Empathy Warning-of-consequences

Intercept 0.464∗∗∗ 0.322∗∗∗
(0.054) (0.042)

Empathy 0.069∗∗
(0.030)

Warning-of-consequences 0.027
(0.023)

Account age (in days) −0.000 −0.000
(0.000) (0.000)

Followers count −0.000 −0.000
(0.000) (0.000)

Following count −0.000 −0.000
(0.000) (0.000)

Tweet count −0.000 −0.000
(0.000) (0.000)

Like count 0.000 −0.000
(0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.033 0.032
(0.047) (0.058)

Treated x Twitter/X premium (= 1 if premium) −0.125 −0.029
(0.079) (0.068)

Average toxicity (pre-intervention) −1.568∗∗∗ −1.106∗∗∗
(0.201) (0.127)

Number of hateful posts (pre-intervention) 0.002 0.003∗∗∗
(0.001) (0.001)

Adj. 𝑅2 0.128 0.110
Obs.(𝑁 ) 1055 1028
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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9 Robustness checks

To ensure the robustness of our results, we conducted a series of checks: (1) We re-estimated our analysis using a single
model that included separate dummy variables for each intervention, instead of estimating separate models for each
combination of treatment and control. (2) We pooled all observations in the treatment conditions to assess the overall
effect of counterspeech compared to the control group. (3) We pooled observations based on the counterspeech strategies
(i.e., empathy vs. warning-of-consequences) and re-estimated our regression model to evaluate their overall effects
compared to the control. (4) To compare the effectiveness of contextualized and non-contextualized counterspeech,
we pooled all users assigned to contextualized counterspeech across both strategies and repeated the analysis. All
robustness checks led to consistent findings. Detailed regression results for each check are in Supplementary Material 9.1
to Supplementary Material 9.4.
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9.1 Alternative model specification

Table S18. Estimation results for our regression model where we re-estimated our analysis using a single model that
included separate dummy variables for each intervention, instead of estimating separate models for each combination of
treatment and control. The first column presents the regression results for the Rate of deleted posts. The second column
provides the results for Number of hateful posts. The third column shows the regression results for Relative change in
toxicity.

Rate of deleted posts Number of hateful posts Relative change in toxicity

Intercept 0.083∗∗∗ 0.022 0.413∗∗∗
(0.018) (0.500) (0.037)

GENERIC-EMPATHY −0.026∗ −0.319 −0.016
(0.014) (0.478) (0.022)

CONTEXT-EMPATHY −0.029∗∗ −0.440 0.042
(0.014) (0.437) (0.029)

GENERIC-WARNING 0.009 −1.020∗∗ −0.022
(0.016) (0.442) (0.022)

CONTEXT-WARNING −0.014 −0.121 0.005
(0.014) (0.446) (0.023)

Account age (in days) −0.000∗∗∗ −0.000 −0.000
(0.000) (0.000) (0.000)

Followers count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Tweet count −0.000∗ 0.000∗∗∗ −0.000
(0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000
(0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.014 −0.205 −0.057∗∗
(0.012) (0.383) (0.023)

Average toxicity (pre-intervention) 0.035 8.559∗∗∗ −1.313∗∗∗
(0.050) (1.613) (0.102)

Number of hateful posts (pre-intervention) −0.001 0.810∗∗∗ 0.002∗∗∗
(0.001) (0.028) (0.001)

Adj. 𝑅2 0.009 0.605 0.118
Obs.(𝑁 ) 2647 2621 2617
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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9.2 Pooled regression (Counterspeech vs. control)

Table S19. Estimation results for the treatment effects where we pooled all observations in the treatment conditions
to assess the overall effect of counterspeech compared to the control group across our dependent variables. The first
column presents the regression results for the Rate of deleted posts. The second column provides the results for Number
of hateful posts. The third column shows the regression results for Relative change in toxicity. Treated corresponds to
whether a user received counterspeech (= 1 if user received counterspeech; = 0 else).

Rate of deleted posts Number of hateful posts Relative change in toxicity

Intercept 0.082∗∗∗ 0.014 0.414∗∗∗
(0.018) (0.500) (0.037)

Treated (= 1 if user received counterspeech) −0.015 −0.460 0.003
(0.012) (0.376) (0.019)

Account age (in days) −0.000∗∗∗ −0.000 −0.000
(0.000) (0.000) (0.000)

Followers count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Tweet count −0.000∗ 0.000∗∗∗ −0.000
(0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000
(0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.015 −0.159 −0.056∗∗
(0.012) (0.384) (0.023)

Average toxicity (pre-intervention) 0.039 8.532∗∗∗ −1.317∗∗∗
(0.049) (1.608) (0.103)

Number of hateful posts (pre-intervention) −0.001 0.810∗∗∗ 0.002∗∗∗
(0.001) (0.028) (0.001)

Adj. 𝑅2 0.007 0.605 0.116
Obs.(𝑁 ) 2647 2621 2617
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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9.3 Pooled regression based on counterspeech strategies

9.3.1 Pooled regression comparing control vs. empathy counterspeech.

Table S20. Estimation results for the treatment effects where we pooled all users who received an empathy counterspeech
(i.e.,  generic-empathy and Æ context-empathy) to assess the overall effect empathy counterspeech compared to the
control group across our dependent variables. The first column presents the regression results for the Rate of deleted
posts. The second column provides the results for Number of hateful posts. The third column shows the regression results
for Relative change in toxicity. Treated (Empathy) corresponds to whether a user received empathy counterspeech (= 1 if
user received empathy counterspeech; = 0 else).

Rate of deleted posts Number of hateful posts Relative change in toxicity

Intercept 0.078∗∗∗ 0.345 0.463∗∗∗
(0.022) (0.607) (0.049)

Treated (Empathy) −0.027∗∗ −0.388 0.011
(0.012) (0.408) (0.022)

Account age (in days) −0.000∗∗∗ −0.000 −0.000
(0.000) (0.000) (0.000)

Followers count −0.000 0.000 −0.000
(0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Tweet count −0.000∗∗ 0.000∗∗∗ −0.000
(0.000) (0.000) (0.000)

Like count 0.000 0.000 0.000
(0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.008 −1.115∗∗ −0.102∗∗∗
(0.016) (0.516) (0.031)

Average toxicity (pre-intervention) 0.055 7.499∗∗∗ −1.450∗∗∗
(0.067) (2.123) (0.147)

Number of hateful posts (pre-intervention) −0.001 0.835∗∗∗ 0.002∗∗
(0.001) (0.039) (0.001)

Adj. 𝑅2 0.009 0.573 0.121
Obs.(𝑁 ) 1606 1591 1589
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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9.3.2 Pooled regression comparing control vs. warning-of-consequences counterspeech.

Table S21. Estimation results for the treatment effects where we pooled all users who received a warning-of-consequences
counterspeech (i.e., generic-warning andÆ context-warning) to assess the overall effect warning-of-consequences
counterspeech compared to the control group across our dependent variables. The first column presents the regression
results for the Rate of deleted posts. The second column provides the results for Number of hateful posts. The third
column shows the regression results for Relative change in toxicity. Treated (Warning-of-consequences) corresponds to
whether a user received empathy counterspeech (= 1 if user received warning-of-consequences counterspeech; = 0 else).

Rate of deleted posts Number of hateful posts Relative change in toxicity

Intercept 0.088∗∗∗ −0.360 0.373∗∗∗
(0.023) (0.591) (0.044)

Treated (Warning-of-consequences) −0.003 −0.535 −0.008
(0.013) (0.403) (0.020)

Account age (in days) −0.000∗∗ 0.000 −0.000
(0.000) (0.000) (0.000)

Followers count −0.000 −0.000∗∗ −0.000
(0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Tweet count −0.000 0.000∗∗∗ −0.000
(0.000) (0.000) (0.000)

Like count −0.000 0.000 −0.000
(0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.025 0.301 −0.024
(0.017) (0.549) (0.026)

Average toxicity (pre-intervention) 0.023 8.955∗∗∗ −1.159∗∗∗
(0.067) (2.017) (0.110)

Number of hateful posts (pre-intervention) −0.001 0.809∗∗∗ 0.003∗∗∗
(0.001) (0.036) (0.001)

Adj. 𝑅2 0.003 0.615 0.113
Obs.(𝑁 ) 1582 1565 1562
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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9.4 Pooled regression (Contextualized vs. non-contextualized counterspeech)

Table S22. Estimation results for the treatment effects where we pooled all users who received a contextualized coun-
terspeech (i.e.,Æ context-empathy andÆ context-warning) to assess the overall effect contextualized counterspeech
generated by an LLM compared to the generic counterspeech across our dependent variables. The first column presents
the regression results for the Rate of deleted posts. The second column provides the results for Number of hateful posts.
The third column shows the regression results for Relative change in toxicity. Contextualized counterspeech corresponds
to whether a user received contextualized counterspeech (= 1 if user receivedÆ context-empathy orÆ context-warning
counterspeech; = 0 if users receive generic-empathy or generic-warning counterspeech).

Rate of deleted posts Number of hateful posts Relative change in toxicity

Intercept 0.073∗∗∗ −0.586 0.393∗∗∗
(0.017) (0.448) (0.034)

Contextualized counterspeech −0.012 0.357 0.042∗∗
(0.010) (0.288) (0.018)

Account age (in days) −0.000∗∗ −0.000∗ −0.000
(0.000) (0.000) (0.000)

Followers count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Following count −0.000 −0.000 −0.000
(0.000) (0.000) (0.000)

Tweet count −0.000 0.000∗∗∗ −0.000
(0.000) (0.000) (0.000)

Like count −0.000 0.000 0.000
(0.000) (0.000) (0.000)

Twitter/X premium (= 1 if premium) −0.013 0.242 −0.045∗
(0.014) (0.396) (0.027)

Average toxicity (pre-intervention) 0.034 8.895∗∗∗ −1.335∗∗∗
(0.051) (1.820) (0.119)

Number of hateful posts (pre-intervention) −0.001 0.795∗∗∗ 0.002∗∗∗
(0.001) (0.029) (0.001)

Adj. 𝑅2 0.005 0.623 0.119
Obs.(𝑁 ) 2106 2086 2083
Standard errors are in parentheses; ∗∗∗𝑝 < 0.01; ∗∗𝑝 < 0.05; ∗𝑝 < 0.1
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