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Abstract xi

Abstract

Deep learning has revolutionized AI and deep neural networks, in particular, have been

hugely successful in a wide range of applications. Deep neural network architectures with

di�erent inductive biases have been proposed in di�erent communities. In the computer vi-

sion community, Convolutional Neural Networks (CNNs), �rst proposed in the 1980's, have

become the standard visual classi�cation model. Recently, as alternatives to CNNs, Cap-

sule Networks (CapsNets) and Vision Transformers (ViTs) have been proposed. CapsNets,

which were inspired by the information processing of the human brain, are considered to

have more inductive bias than CNNs, whereas ViTs are considered to have less inductive

bias than CNNs. All three classi�cation models have received great attention since they

can serve as backbones for various downstream tasks, e.g. object detection and semantic

segmentation. However, these models are far from being perfect.

As pointed out by the community, there are two weaknesses in standard Deep Neural

Networks (DNNs). One of the limitations of DNNs is lack of explainability. Even though

they can achieve or surpass human expert performance in the image classi�cation task, the

DNN-based decisions are di�cult to understand. In many real-world applications, how-

ever, individual decisions need to be explained. The other limitation of DNNs is adversarial

vulnerability. Concretely, the small and imperceptible perturbations of inputs can mislead

DNNs. The vulnerability of deep neural networks poses challenges to current visual clas-

si�cation models. The potential threats thereof can lead to unacceptable consequences.

Besides, studying model adversarial vulnerability can lead to a better understanding of

the underlying models.

Our research aims to address the two limitations of DNNs. Speci�cally, we focuses on

deep visual classi�cation models, especially the core building parts of each classi�cation

model, e.g. dynamic routing in CapsNets and self-attention module in ViTs.

We argue that both the lack of explainability and adversarial vulnerability can be

attributed to the di�erence in the visual features used by visual recognition models and

the human visual system to recognize objects. Namely, the visual clues used by standard

CNNs are di�erent from the ones used by our visual system. The di�erences make the

interpretation of classi�cations di�cult. Similarly, the di�erences also leave attackers the

chance to manipulate decisions with quasi-imperceptible input perturbations.

We have analyzed if the brain-inspired Capsule Network (CapsNet) performs more ro-

bustly than the CNNs. Our investigation on CapsNet shows CapsNets with more inductive
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bias do not perform better than CNNs. The dynamic routing therein can even harm the

robustness, in contrast to the common belief. Compared to CNNs and CapsNets, Vision

Transformers (ViTs) are considered to have less inductive bias in its architecture. Given

the patch-wise input image representation of ViT, we dissect ViT with adversarial patch

attack methods. We �nd that vision transformers are more robust to naturally corrupted

patches than CNNs, whereas they are more vulnerable to adversarial patches. Speci�cally,

the attention module can e�ectively ignore natural corrupted patches. However, when

attacked by an adversary, it can be easily fooled.

Overall, our work provides a detailed analysis of CNNs, CapsNet, and ViTs in terms of

explainability and robustness. The contribution of this thesis will facilitate the application

of existing popular deep visual classi�cation models and inspires the development of more

intelligent classi�ers in the future.



Zusammenfassung

Deep Learning hat die K•unstliche Intelligenz revolutioniert, und insbesondere sind tiefe

neuronale Netze in einer Vielzahl von Anwendungen sehr erfolgreich. Architekturen der

tiefen neuronalen Netze mit unterschiedlichen induktiven Verzerrungen werden in ver-

schiedenen Arbeiten vorgestellt. In der Community des Computersehens sind Convolu-

tional Neural Networks (CNNs), die erstmals in den 1980er Jahren vorgestellt wurden, zum

Standardmodell f•ur die visuelle Klassi�kation geworden. Als Alternativen zu CNNs werden

k•urzlich Capsule Networks (CapsNets) und Vision Transformers (ViTs) vorgestellt. Cap-

sNets, die von der Informationsverarbeitung des menschlichen Gehirns begeistert wurden,

gelten als mehr induktiv verzerrt als CNNs, w•ahrend ViTs als weniger induktiv verzerrt als

CNNs angesehen werden. Alle drei Klassi�kationsmodelle erfahren viel Aufmerksamkeit,

da sie als Backbone f•ur verschiedene nachgelagerte Aufgaben dienen k•onnen, z.B., Ob-

jekterkennung und Semantische Segmentierung. Allerdings sind diese Modelle weit davon

entfernt, perfekt zu sein.

Wie die Gemeinschaft darauf hingewiesen hat, gibt es zwei Schwachstellen in stan-

dardm•a�igen Deep Neural Networks (DNNs). Eine der Einschr•ankungen von DNNs ist die

mangelnde Erkl•arbarkeit. Obwohl sie die Leistung menschlicher Experten bei der Bildklas-

si�zierungsaufgabe erreichen oder •ubertre�en k•onnen, sind die DNN-basierten Entschei-

dungen schwer zu verstehen. In vielen echten Anwendungen m•ussen jedoch einzelne Entschei-

dungen erkl•art werden. Die andere Einschr•ankung von DNNs ist die gegnerische Verlet-

zlichkeit. N•amlich k•onnen die kleinen und nicht wahrnehmbaren St•orungen der Eingaben

DNNs irref•uhren. Die Verletzlichkeit der DNNs stellt aktuelle visuelle Klassi�zierungsmod-

elle vor Herausforderungen. Die potenziellen Bedrohungen davon k•onnen zu inakzeptablen

Konsequenzen f•uhren. Au�erdem kann die Forschung von gegnerische Verletzlichkeit der

Modelle zu einem besseren Verst•andnis der zugrunde liegenden Modelle f•uhren.

Unsere Forschung zielt darauf ab, die beiden Einschr•ankungen von DNNs anzugehen.

N•amlich konzentrieren wir uns auf tiefe visuelle Klassi�kationsmodelle, insbesondere auf
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die Kernbestandteile jedes Klassi�kationsmodells, z. dynamisches Routing von CapsNets

und Selbstaufmerksamkeitsmodul von ViTs.

Wir argumentieren, dass sowohl der Mangel an Erkl•arbarkeit als auch die Verletzlichkeit

von DNNs auf den Unterschied in den visuellen Merkmalen zur•uckzuf•uhren sind, die von

visuellen Erkennungsmodellen und dem menschlichen visuellen System zur Erkennung von

Objekten verwendet werden. Die visuellen Hinweise, die von standardm•a�igen CNNs ver-

wendet werden, unterscheiden sich n•amlich von denen, die von unserem visuellen System

verwendet werden. Die Unterschiede erschweren die Interpretation der Klassi�kationen.

Ebenso lassen die Unterschiede Angreifern auch die M•oglichkeit, Entscheidungen mit quasi

unmerklichen Eingabest•orungen zu manipulieren.

Wir haben analysiert, ob das vom Gehirn begeisterte Capsule Network (CapsNet) eine

robustere Leistung als die CNNs erbringt. Unsere Forschung zu CapsNet zeigt, dass

CapsNets mit st•arker induktiver Verzerrung nicht besser als CNNs verhalten. Entge-

gen der landl•au�gen Meinung kann das darin enthaltene dynamische Routing sogar der

Robustheit schaden. Im Vergleich zu CNNs und CapsNets wird davon ausgegangen,

dass Vision Transformers (ViTs) eine weniger induktive Verzerrung in ihrer Architektur

aufweisen. Angesichts der patchweisen Eingabebilddarstellung von ViT analysieren wir

ViT mit gegnerischen Patch-Angri�smethoden. Wir stellen fest, dass Vision Transformer

gegen•uber nat•urlich besch•adigten Patches robuster als CNNs sind, w•ahrend sie verlet-

zlicher f•ur gegnerische Patches sind. Insbesondere kann das Selbstaufmerksamkeitsmodul

nat•urlich besch•adigte Patches e�ektiv ignorieren. Wenn es jedoch von einem Gegner ange-

gri�en wird, kann es leicht get•auscht werden.

Insgesamt liefert unsere Arbeit eine detaillierte Analyse von CNNs, CapsNet und ViTs

in Bezug auf Erkl•arbarkeit und Robustheit. Der Beitrag dieser Arbeit wird die Anwendung

bestehender popul•arer tiefer visueller Klassi�kationsmodelle erleichtern und die Entwick-

lung intelligenterer Klassi�katoren in der Zukunft anregen.
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Chapter 1

Introduction

1.1 Motivation

Arti�cial intelligence changes our daily lives in many perspectives. The recent advances of

arti�cial intelligence are mainly powered by Deep Learning method [69]. As a revolutionary

technique, Deep Learning methods are also embraced by other disciplines,e.g. bioscience

and astronomy. As a representative model in the framework of deep learning, deep neural

networks (DNNs) dominate the community due to their powerful expressiveness. However,

two limitations of deep neural networks prevent their wide application in safety-critical

domains,e.g. the medical domain and autonomous driving system.

One of the limitations of deep neural networks is their lack of explainability. Even

though the DNN-based intelligent system can achieve or surpass human expert perfor-

mance on some tasks, it is not clear how the system reaches its decisions. For exam-

ple, Deep convolutional neural networks (DCNNs) achieve start-of-the-art performance on

many tasks, such as visual object recognition [115, 49, 121, 57]. However, since they lack

transparency, they are considered as "black box" solutions. In real-world applications,

however, individual decisions need to be explained to gain the trust of the users.e.g., au-

tonomous driving systems should reassure passengers by giving explanations when braking

the car abruptly [65, 66]. Decisions made by deep models are also required to be veri�ed

in the medical domain. Mistakes of unveri�ed models could have an unexpected impact

on humans or lead to unfair decisions [79, 46]. Besides, AI applications must comply with

related legislation,e.g., the right to explanation in GDPR of the European Union [108].

The other limitation of deep neural networks is limited generalization robustness. When

deep neural networks are deployed in real-world applications, the input can deviate from
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Figure 1.1: The overview of deep visual classi�cation model architectures. This �gure is

based on the �gures in [25, 49, 102]

the training data distribution. The inference on the input with overlapped patterns [102],

a�ne-transformed pattern [102, 37], and natural corruption [52] can result in unexpected

results. Besides the robustness to out-of-distribution data, the low robustness to arti�cial

perturbation also raises great concern in the community. Concretely, the small and im-

perceptible arti�cial perturbations of inputs can mislead DNN-based intelligent systems.

For example, given an image correctly classi�ed by a deep convolutional neural network,

a hardly human-perceptible arti�cial perturbation can cause the convolutional neural net-

work to misclassify the image when added to it. The vulnerability of Deep Learning poses

challenges to current intelligent systems. The adversarial images on CNNs can pose poten-

tial threats to security-sensitive CNN-based applications,e.g., face veri�cation [112] and

autonomous driving [26]. The potential threats thereof can lead to unacceptable conse-

quences. Besides, the existence of adversarial images demonstrates that the object recogni-

tion process in CNNs is dramatically di�erent from that in human brains. Hence, the study

of adversarial examples on deep neural networks can also lead to a better understanding

of the underlying object recognition models.

Since [68] proposed the AlexNet, deep neural networks have revolutionized the computer

vision community. In the image classi�cation task, the classi�cation model consists of two

parts, i.e., feature extractor and classi�er. The modules that extract features from input

images are also adopted as feature extractor (dubbedbackbone) in downstream tasks,

e.g., object detection [29, 48] and semantic segmentation [83, 144, 15]. The improvement

of the classi�cation models often also bene�ts the downstream tasks due to the improved

backbone. In this thesis, we focus on deep visual classi�cation models from the perspectives

of explainability and robustness.
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As one of the representatives of deep visual classi�cation models, convolutional neural

networks have dominated the computer vision community in the last decade [68]. How-

ever, CNNs su�er from many limitations, e.g., only local information aggregation at lower

layers and the broken equivariance. Recently, the community has been attempting to

propose new models to overcome the limitations. Two among them have received great

attention from the community. The one is Capsule Networks (CapsNet) which is inspired

by the information processing in the human brain [102]. Compared to CNNs, CapsNet

is more inductively-biased where the partial information processing in the human brain

is integrated into the model,e.g., the transformation process. The other is Vision Trans-

former(ViT) [25]. Given the success of Transformer in natural language processing (NLP),

the work [25] generalizes Transformer architectures to image classi�cation task by rep-

resenting the input image as a sequence of image patches. Compared to CNNs, ViTs

are less inductive-biased where information aggregation is also possible at lower layers.

Convolutional Neural Networks, Capsule Networks, and Vision Transformers raise great

attention in the community. Hence, in this work, we mainly focus on the three deep visual

classi�cation models.

In the rest of this chapter, we �rst introduce background knowledge about CNNs, Cap-

sNets, and ViTs in Section 1.2. Then, in Section 1.3, we present a summary of the explain-

ability of deep visual classi�cations and describe our contributions to the explainability of

deep visual classi�cation models. Last, in Section 1.4, we show the categorization of the

robustness of deep visual classi�cations and describe our contributions to the robustness

of deep visual classi�cation models.

Contributions. In this dissertation, our contributions can be summarized from two

perspectives. From the perspective of explainability, we �rst present a novel method, called

CLRP, to explain CNN-based image classi�cations in Chapter 2. Then, in Chapter 3, we

present our interpretable capsule networks whose predictions can be explained with built-in

modules. Last, we show our understanding of ViT-based image classi�cations in Chapter 7.

From the perspective of robustness, our contributions mainly focus on the role the model

architecture plays in terms of both natural robustness and adversarial robustness. We

present our �ndings and improvements of Capsule Networks' natural robustness to non-

additive perturbation in Chapters 4 and 5, and further propose our adversary Vote Attack

method to show the vulnerability of CapsNets in Chapter 6. Besides, we introduce our

understanding of the robustness of ViT-based classi�cations to patch-wise perturbations

in Chapter 7.
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1.2 Background Knowledge

1.2.1 Convolutional Neural Networks

To recognize the patterns of the images, many operations have been proposed, e.g., Scale-

Invariant Feature Transform (SIFT) [84], Histogram of Oriented Gradients(HOG) [22], and

Convolution. Especially, the convolutional operation dominates the community in the last

decade as an image feature extraction operation.

Formally, convolution is a mathematical operation on two functions that produces a

third function that expresses how the shape of one is modi�ed by the other. In the domain

of computer vision, the discrete variant of convolution is adopted since the images are

saved as discrete signals. Concretely, given an imageX 2 R(C� H � W ) and a convolution

kernel k 2 R(C� P � Q) , the feature mapH 2 R(H 0� W 0) extracted by the convolution kernel

is computed as

H (i; j ) =
CX

c=1

PX

p=1

QX

q=1

X (c; i+ p� 1; j + q� 1) k (c; p; q) ; (1.1)

where (i; j ) is the index of elements in the feature mapH , C is the number of channels of

input images and (P; Q) are the size of the feature map. A single kernel corresponds to a

single feature map. Multiple kernels are often applied to extract multiple feature maps.

Besides, the pooling (subsampling) operation is applied to the feature maps extracted

by convolution operation to aggregate the visual information. In the pooling operation,

the mean operation or the max operation is often applied. The pooling operation with size

(s; s) can be expressed as

H 0
(i; j ) =

P
max
p=1

H (i; j ) : (1.2)

Convolution can be further applied to the pooled feature maps. The convolutional and

pooling operations are applied alternatively on the image to obtain the �nal feature maps.

The featuresH L
(i; j ) extracted by a list of convolutional operations and pooling opera-

tions are taken as the �nal image representation. A single or multiple fully connected layers

(i.e. a MLP module) is used as classi�er that maps the features into the ground-truth class.

Z = MLP (H L
(i; j )) (1.3)

The output probabilities can be obtained by applying softmax function on the logitsZ .

The predicted class is de�ned asargmax(Z i ).
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Figure 1.2: The overview of LeNet-5 architecture [70].

The work [70] proposes Convolution Neural Network (CNN) in the end-to-end learning

framework to recognize hand-written digits. Therein, LeNet-5 is the classic instance of

convolution neural networks, which is visualized in Fig. 1.2. The proposed LeNet-5 starts

with two convolutional layers, and each is followed by a pooling layer. Then, a three-layer

MLP module maps the feature to the logits.

Figure 1.3: The overview of AlexNet architecture [68].

Given the limited computational resource, the architecture and the corresponding train-

ing strategy proposed in [70] does not scale well to the large-scale dataset. With the advance

of the computational power, the work [68] proposes AlexNet, which achieves impressive

accuracy on ImageNet-1k dataset. AlexNet consists of �ve convolutional layers, some of

which are followed by max-pooling layers, and three fully-connected layers with a �nal 1000-

way softmax. In terms of model architecture, AlexNet is deeper and wider than LeNet-5.

From the perspective training strategy, to make AlexNet work well, the work [68] proposes

non-saturating neurons, i.e., Recti�ed Linear Units (ReLUs) to activate the neurons and
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Figure 1.4: The overview of Residual block with skip connection [49].

Figure 1.5: The overview of ResNet architecture [49].

employs dropout method to regularize the training process. Especially, they propose a

GPU-speci�c implementation of GPU operation to make the training process feasible.

One intuitive way to improve AlexNet is to build deeper layers. However, the AlexNet

with deeper layers does not converge well during training due to the gradient vanishing

problem. Namely, the gradients become zeros or close to zeros when propagating from

the output layer to low layers. Due to the gradient vanishing problem, the parameter

update of low layers is challenging. To overcome the challenges, the work [49] proposes

skip-connection, which can propagate the gradients from deep layers to low layers directly

by skipping some intermediate layers.

The block with such a skip connection is called residual block. A popular residual block

is shown in Fig. 1.4. As an instance, the work [49] proposes ResNet which consists of a list

of residual blocks. When equipped with skip connections, ResNets with even more than

100 layers can converge well. ResNets still dominate the computer vision community. We

show the ResNet18 in Fig. 1.5 as an example where 18 layers are built into the ResNet to

extract features.
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Figure 1.6: The overview of CapsNet architectures. The CapsNet architecture consists of

four components, such as primary capsule extraction, voting, routing, and class-conditional

reconstruction. The primary capsule extraction module �rst maps the raw input features

to low-level capsules. The voting process transforms low-level capsules to make votes with

a transformation matrix. Then, the routing module identi�es the weight of each vote and

computes the �nal high-level capsules. In the last part, the reconstruction subnetwork

reconstructs input images from capsules to regularize the learning process.

Convolutional Network Follow-Ups: The CNN-based deep visual classi�er has al-

ready surpassed human-level performance in the image classi�cation task [63]. In the last

years, the architectures of convolutional neural networks have still been improved from

di�erent perspectives. On the one hand, the more advanced architectures have been pro-

posed to further push the state-of-the-art performance [121, 57, 21]. On the other hand,

the e�ciency of architecture has received great attention since real-world CNN-based ap-

plications often require less memory consumption and computational cost. The e�ciency

of architecture has been addressed from di�erent perspective, e.g., light-weight architecture

design [56, 143], architecture pruning [71, 47, 45, 87], and distilling knowledge from large

architectures to small architectures [53, 99, 38]. More recently, many researchers focus

on neural architecture search where the architectures are searched automatically from a

prede�ned search space [148, 77, 78]. The found architecture can surpass the manually

designed ones.

1.2.2 Capsule Networks

Inspired by the information process in the human brain, Hinton proposes Capsule Networks

(CapsNet) [102]. Di�erent from CNNs, CapsNets represent a visual entity with a vector

instead of a single scale value, called Capsule. CapsNets [102] encode visual entities with
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capsules. Each capsule is represented by an activity vector (e.g., the activation of a group

of neurons), and elements of each vector encode the properties of the corresponding entity.

The length of the activation vector indicates the con�dence of the entity's existence. The

output classes are represented as high-level capsules.

The most popular version of Capsule Networks is Dynamic Routing Capsule Networks

(DR-CaosNet). We introduce the architecture details of DR-CapsNet as follows. As shown

in Fig. 1.6, CapsNet starts with one (or more) convolutional layer(s) that convert the

raw pixel intensities X into low-level visual entities u i . Concretely, CapsNet extracts

feature maps of shape (C0; H 0; W0) from input image X 2 R(C� H � W ) with two standard

convolutional layers whereC0, H 0, W 0are the number of channels, the height, and the width

of the feature maps, respectively. The extracted feature maps are reformulated as primary

capsules (C0=Din ; H 0; W0; D in ) whereD in is the dimensions of the primary capsules. There

areN = C0=Din � H 0� W 0primary capsules all together. Each capsuleu i , a D in -dimensional

vector, consists ofD in units acrossD in feature maps at the same location. For example,

the red bar marked with u i in Fig. 1.6 is a low-level capsule.

In the voting process, each primary capsule is transformed to make a vote with a

transformation matrix W ij 2 R(D in � N � D out ) in, where N is the number of output classes

and Dout is the dimensions of output capsules. The vote from thei -th low-level capsules

to the j -th high-level capsules is

û j j i = W ij u i : (1.4)

Then, a routing module is applied to identify weight for each vote. Given allN votes

û j j i of the L-th layer with N capsules,M high-level capsulesj of the (L + 1)-th layer with

M capsules, the routing process is

sj =
NX

i

cij û j j i (1.5)

wherecij is a coupling coe�cient that models the degree with whicĥu j j i is able to predict

sj . The capsulesj is shrunk to a length in [0, 1) by a non-linear squashing functiong(�),

which is de�ned as

v j = g(sj ) =
ksj k

2

1 + ksj k
2

sj

ksj k
: (1.6)

By doing the squashing operation, the length of the vector is mapped to [0, 1) that rep-

resents the con�dence of the high-level entity's existence. In DR-CapsNet, the high-level

capsules correspond to output classes, and its length means the output probability.
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Note that the coupling coe�cients f cij g in Equation 1.5 are computed by an iterative

routing procedure. They are updated so that high agreement (aij = vT
j û j j i ) corresponds

to a high value ofcij .

cij =
exp(bij )

P
k exp(bik )

(1.7)

where initial logits bik are the log prior probabilities and updated withbik = bik + aij in

each routing iteration. The coupling coe�cients between ai -th capsule of theL-th layer

and all capsules of the (L + 1)-th layer sum to 1, i.e.,
P M

j =1 cij = 1. The steps in Equations

1.9, 1.5, 1.6, and 1.7 are repeatedK times in the routing process, wheresj and cij depend

on each other.

The length of the �nal output capsule v j corresponds to the output probability of

the j -th class. Di�erent from CNNs where cross-entropy loss is often applied to compute

classi�cation loss. In DR-CapsNet, the margin loss function is applied to compute the

classi�cation loss

L k = Tk max(0; m+ � k vkk)2

+ � (1 � Tk) max(0; kvkk � m� )2
(1.8)

where Tk = 1 if the object of the k-th class is present in the input. As in [102], the

hyper-parameters are often empirically set asm+ = 0:9, m� = 0:1 and � = 0:5.

A reconstruction sub-network reconstructs the input image from allN output capsules

with a masking mechanism. The ones corresponding to the non-ground-truth classes are

masked with zeros before being transferred to the reconstruction sub-network. Due to

the masking mechanism, only the capsule of the ground-truth class is visible for the re-

construction. Hence, the reconstruction process is called class-conditional reconstruction.

The reconstruction loss is computed as a regularization term in the loss function.

Capsule Network Follow-Ups: Many routing mechanisms have been proposed to im-

prove the performance of CapsNet, such as Expectation-Maximization Routing [54], Self-

Routing [43], Variational Bayes Routing [96], Straight-Through Attentive Routing [2], and

Inverted Dot-Product Attention routing [126]. An alternative to the routing mechanism

to aggregate information is proposed in work [34] where they replace the dynamic routing

with a multi-head attention-based graph pooling approach. To reduce the parameters of

CapsNet, a matrix or a tensor is used to represent an entity instead of a vector [54, 95]. The

size of the learnable transformation matrix can also be reduced by the matrix/tensor repre-

sentations. Besides, the work [37] proposes to share a transformation matrix to reduce the
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Figure 1.7: The overview of Vision Transformer Architectures. The �gure is taken

from [25].

network parameters. Another way to improve CapsNet is to integrate advanced modules

of ConvNet into CapsNet, e.g., skip connections [49, 95] and dense connections [57, 92].

1.2.3 Vision Transformers

Transformers with self-attention-based architectures have become the model of choice in

natural language processing (NLP) [127]. Inspired by the success of Transformers in NLP

community, the work [25] proposes Vision Transformer(ViT) where they replace the convo-

lutions entirely with self-attention layers and achieve remarkable performance in the image

classi�cation task. As a promising alternative to CNNs, Vision Transformer raises the

great attention of our community.

Di�erent from CNNs, ViT represents an input image as a sequence of image patches.

Then, the list of self-attention modules are applied to the sequence of image patches se-

quentially. We now introduce the details of the primary Vision Transformer architecture

in [25]. As shown in Fig. 1.7, the input imageX 2 R(C� H � W ) is split into image patches

f x i 2 RP � P � C ji 2 (1; 2; 3; :::; H=P � W=P)g where P is the patch size. The embedding

of each patch is extracted from the raw image patch with linear projection parameters

W 0 2 R(HW=P 2 � D p ) . Before the application of self-attention module, the position informa-
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Figure 1.8: The overview of Transformer Encoder.

tion of image patches is also integrated into the patch embedding. The embedding of the

patch x i is described as

E 0
i = x i � W 0 + P E i ; (1.9)

where P E i is the position embedding of the image patchf x i , which encodes the patch

position information in the input images. The position embeddingP E i could be manually

designed or learnable. In ViT, the learnable version is adopted.

A learnable class-token embeddingE 0
0 is added into the list of patch embeddings. The

class embedding in the last layer is taken as the image embedding for classi�cation. We

now introduce the transformer encoder where the list of blocks is applied to transform

the input embeddings. As shown in Fig. 1.8, each block consists of two main modules,

namely, a multi-head self-attention module to model the inter-patch relationship and an

MLP module to project each patch respectively.

When the self-attention module with a single head inl + 1-th layer is applied to input

patchesf E l
i 2 RD p ji 2 (0; 1; 2; 3; :::; H=P � W=P)g in the l-th layer, the output embedding

of the patch E l
i is

K l+1
i = W l+1

k � E l
i ;

Q l+1
i = W l+1

q � E l
i ;

V l+1
i = W l+1

v � E l
i ;

A l+1
i = Sof tmax (Q l+1

i � K l+1
0 ; Q l+1

i � K l+1
1 ; :::; Q l+1

i � K l+1
H=P � W=P +1 ; );

E l+1
i =

H=P � W=P +1X

j =1

A l+1
ij � V j :

(1.10)
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In this equation, the key, query, and value of patch embedding is computed �rst. The

attention of E l+1
i to all patches in l-th layer is obtained with the query of i -th patch and

all keys. The output embeddingE l+1
i is the weighted sum of all values of patches. The

output embeddings of di�erent heads are concatenated as the �nal embedding. Then, an

MLP module with two MLP layers is applied to project the �nal embedding of each patch

into a new feature space. The �nal embedding of the class-token patch is taken as the

image representation to classify the image. A linear classi�er maps the features to output

space.

Vision Transformer Follow-Ups: Since the ViT was proposed, many new vision trans-

former architectures have been proposed [124, 44, 81]. A hybrid architecture that consists

of both convolutional layers and self-attention blocks has also been explored [33, 136].

Besides, the pure patch-based architecture without attention mechanism has also been

proposed [123]. By the time this thesis is written, the arm-race between ResNet and Vi-

sion Transformers is still going on [82]. Recently, many researchers employ the Transformer

architecture as a uniform architecture that model both images and texts [93, 129].
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Approach Description

Saliency Maps

Identifying the relevance of each input pixel to the out-

put class [114, 7, 109, 113, 120, 116, 41, 118, 20, 107, 97,

147, 28].

Counterfactual Explanation
Identi�es how the given input could change such that the

classi�er would output a di�erent speci�ed class [12, 32].

Explanatory Sentences
Generating natural language sentences that describe the

class-discriminative pixels [50, 51].

Supporting Training Images
Identifying training images most responsible for a given

prediction [67].

Built-in Explanation
Generating Explanations with built-in modules (in ex-

plainable classi�er) for a given prediction [67].

Disentangled Representations
Identifying the human-interpretable properties of the

recognized object in the input image [106, 102, 61, 146].

Table 1.1: Summarization of di�erent approaches for explaining image classi�cations.

1.3 Explanability of Deep Visual Classi�cations

1.3.1 Introduction

Deep Neural Networks (DNNs) have shown impressive performance in high-dimensional

input data. Especially, the performance of DNNs can even surpass human-level perfor-

mance in the image classi�cation task. The traditional machine learning methods classify

images with hand-crafted images, while DNNs make predictions based on the features

learned automatically from data with an optimization algorithm. Hence, it is challenging

to understand the classi�cation decisions made by DNNs. In recent years, many directions

have been explored to explain individual image classi�cations. We summarize and roughly

categorize them in Table 1.1. We introduce each approach as follows.

Saliency Maps, as intuitive explanations, have received great attention in the commu-

nity. The saliency map is a heat map, each element of which indicates the importance of

the pixel in the corresponding position. The saliency map is expected to have recognizable

patterns like the objects in the input image. The primary work [114] takes the vanilla gra-

dient of the loss with respect to the input as the saliency map. However, the gradients are

noisy and the pattern therein is barely recognizable. To improve the saliency map, many
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methods have been proposed [114, 117, 7, 109, 113, 120, 116, 41, 118, 35, 36]. The primary

method and the improved variants are model-aware, which leverage the parameters and the

gradients of neural networks to compute saliency maps. Besides the model-aware methods,

the model-agnostic saliency methods are also preferred in many scenarios. For example,

they are able to explain any classi�ers; the explanations produced from two or more di�er-

ent types of models are comparable; an ensemble model can be explained without requiring

knowledge of model components. There are two types of model-agnostic saliency methods.

The one is to build an explanation generation model, e.g. a neural network with U-net

architecture [100, 20, 107]. The other is to approximate the local decision boundary of the

underlying model with an explainable model, e.g., linear classi�er [97]. The explanation

generated from the explainable surrogate model can be used to explain individual decisions.

Counterfactual Explanation describes what changes to the situation would have resulted

in arriving at the alternative decision. In the case of image classi�cation, Counterfactual

Explanation is the counterfactual image, which indicates that the output will become the

target class if the input image is replaced with the counterfactual image. The work [12]

creates a counterfactual image with a conditional generative model, which generates part

of the pre-de�ned image region conditional on the rest of the image. The desired property

of the generated image is to most change the classi�er's decision. Another work [32]

formulates the generation of the counterfactual image as an image editing problem. Their

method performs well even in the �ne-grained classi�cations.

Natural language, as a natural interface, has also been explored to explain the visual

classi�cations. The works [50, 51] build modules to generate natural language sentences to

explain the decisions where the sentences describe the class-discriminative features. The

explanatory sentences are di�erent from the caption/description generated by multi-model

models. The contemporary vision-language models describe image content but fail to tell

class-discriminative features which justify visual predictions.

Another way to explain visual classi�cations is to identify the training points most

responsible for a given prediction. To trace a model's prediction back to its training data,

the work [67] leverages in
uence functions, i.e., a classic technique from robust statistics.

Given a classi�cation, they can be the most responsible training image that supports the

predictions. The created explanation can tell where the local decision boundary of the

model came from at a speci�c data point.

The approaches introduced above are post-hoc. Namely, the explanations are created

for o�-shelf models without intervening in their training process. An alternative to post-
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hoc explanation methods is to integrate dedicated modules into the model to be trained,

e.g. attention mechanism [34], explanation module [20] and prototype module [14]. In

the inference stage, the modules can be used to create explanations directly. The created

explanations are dubbed built-in explanations, which are more e�cient and easy to create.

The image representations learned by DNNs are often distributed, which makes the

classi�cation decision less explanation. It is di�cult to interpretable the decision process

inside the model. One way to mitigate this problem is to constrain the model to learn

disentangled representations where each element of representation corresponds to a human-

understandable concept [106, 102, 61, 146].

In this subsection, we have introduced the popular methods applied to explain individ-

ual classi�cation decisions. In the rest of this section, we present our contributions towards

understanding the classi�cations. Speci�cally, we brie
y introduce our works on the topic

of explaining classi�cation decisions made by Convolutional Networks, Capsule Networks,

and Vision Transformers.

1.3.2 Explainability of Convolutional Neural Network-based Clas-

si�cation

A large number of saliency methods have been proposed to better understand individ-

ual decisions of deep convolutional neural networks. As one of the representatives, the

Layer-wise Relevance Propagation (LRP) approach is able to create pixel-wise explana-

tory saliency maps. LRP method has also been widely applied to many tasks in di�erent

domains, e.g., in medical domain [140] and in NLP [5].

The explanations generated by LRP are known to be pixel-wise and instance-speci�c.

However, the discriminativeness of the explanations has not been evaluated yet. Ideally, the

visualized objects in the explanation should correspond to the class that the class-speci�c

neuron represents. Namely, the explanations should be class-discriminative.

Our work [41] evaluates the discriminativeness of the explanations generated by LRP.

Concretely, we evaluate the explanations generated by LRP on the o�-the-shelf models,

e.g., VGG16 [115] pre-trained on the ImageNet dataset [23]. The results are shown in Fig.

1.9. For each test image, we create four saliency maps as explanations. The �rst three ex-

planation maps are generated for top-3 predictions, respectively. The fourth one is created

for randomly chosen 10 classes from the top-100 predicted classes (which ensure that the

score to be propagated is positive). The white text in each explanation map indicates the
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Figure 1.9: The explanations generated by LRP on VGG16 Network. The images from

validation datasets of ImageNet are classi�ed using the o�-the-shelf models pre-trained on

the ImageNet. The classi�cations of the images are explained by the LRP approach. For

each image, we generate four explanations that correspond to the top-3 predicted classes

and a randomly chosen multiple-classes. The explanations are not class-discriminative.

class the output neuron represents and the corresponding classi�cation probability. The

generated explanations are instance-speci�c, but not class-discriminative. In other words,

they are independent of class information. The explanations for di�erent target classes,

even randomly chosen classes, are almost identical.

Based on LRP, our work [41] proposes Contrastive Layer-wise Relevance Propagation

(CLRP), which is capable of producing instance-speci�c, class-discriminative, pixel-wise

explanations. Before introducing our CLRP, we �rst discuss the conservative property

in the LRP. In a DNN, given the input X = f x1; x2; x3; � � � ; xng, the output Y =

f y1; y2; y3; � � � ; ymg, the scoreSyj (activation value) of the neuronyj before softmax layer,

the LRP generate an explanation for the classyj by redistributing the score Syj layer-

wise back to the input space. The assigned relevance values of the input neurons are

R = f r1; r2; r3; � � � ; rng. The conservative property is de�ned as follows: The generated

saliency map is conservative if the sum of assigned relevance values of the input is equal

to the score of the class-speci�c neuron,
P n

i =1 r i = Syj .

The overview of the CLRP are shown in Fig. 1.10. We �rst describe the LRP as follows.

The j -th class-speci�c neuronyj is connected to input variables by the weightsW of layers

between them. The neuronyj models a visual conceptO. For an input exampleX , the

LRP maps the scoreSyj of the neuron back into the input space to get relevance vector

R = f LRP (X ; W ; Syj ). In our contrastive LRP, we construct a dual virtual conceptO,

which models the opposite visual concept to the conceptO. For instance, the conceptO
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Figure 1.10: The �gure shows an overview of our CLRP. For each predicted class, the

approach generates a class-discriminative explanation by comparing two signals. The blue

line means the signal that the predicted class represents. The red line models a dual

concept opposite to the predicted class. The �nal explanation is the di�erence between the

two saliency maps that the two signal generate.

models thezebra , and the constructed dual conceptO models thenon-zebra . One way

to model the O is to select all classes except for the target class representingO, i.e. the

dashed red lines in Fig. 1.10 are connected to all classes except for the target classzebra .

Next, the scoreSyj of target class is uniformly redistributted to other classes. Given the

same input exampleX , the LRP generates an explanationR dual = f LRP (X ; W ; Syj ) for

the dual concept. The Contrastive LRP is de�ned as follows:

R CLRP = max( 0; (R � R dual )) (1.11)

where the function max(0; X ) means replacing the negative elements ofX with zeros.

The di�erence between the two saliency maps cancels the common parts. Without the

dominant common parts, the non-zero elements inR CLRP are the most relevant pixels.

Besides the qualitative evaluation, we also evaluate the explanations quantitatively with

a Pointing Game and an ablation study. Both qualitative and quantitative evaluations show

that the CLRP generates better explanations than the LRP.

1.3.3 Explainability of Capsule Network-based Classi�cation

Capsule Networks, as alternatives to Convolutional Neural Networks, have been proposed

to recognize objects from images. The current literature demonstrates many advantages

of CapsNets over CNNs. However, how to create explanations for individual classi�cations

of CapsNets has not been well explored.
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Figure 1.11: The illustration of GraCapsNets: The extracted primary capsules are trans-

formed and modeled as multiple graphs. The pooling result on each graph (head) corre-

sponds to one vote. The votes on multiple graphs (heads) are averaged to generate the

�nal prediction.

The widely used saliency methods are mainly proposed for explaining CNN-based clas-

si�cations; they create saliency map explanations by combining activation values and the

corresponding gradients, e.g., Grad-CAM. They combine activation values and the received

gradients in speci�c layers, e.g., deep convolutional layers. In CapsNets, instead of deep

convolutional layers, an iterative routing mechanism is applied to extract high-level visual

concepts. Hence, these saliency methods cannot be trivially applied to CapsNets. Besides,

the routing mechanism makes it more challenging to identify interpretable input features

relevant to a classi�cation.

To overcome the lack of interpretability, we can either propose new post-hoc interpre-

tation methods for CapsNets or modify the model to have build-in explanations. In our

published work [34], we explore the latter. Speci�cally, we propose interpretable Graph

Capsule Networks (GraCapsNets), where we replace the routing part with a multi-head

attention-based Graph Pooling approach. Our GraCapsNet includes an attention-based

pooling module, with which individual classi�cation explanations can be created e�ectively

and e�ciently.

As introduced in Background Section, CapsNets start with convolutional layers that

convert the input pixel intensitiesX into primary capsulesu i (i.e., low-level visual entities).

Each u i is transformed to vote for high-level capsuleŝu j j i with learned transformation

matrices. Then, a routing process is used to identify the coupling coe�cientscij , which

describe how to weight votes from primary capsules. Finally, a squashing function is

applied to the identi�ed high-level capsulessj so that the lengths of them correspond to

the con�dence of the class's existence.
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Di�erent routing mechanisms di�er only in how to identify cij . Routing processes de-

scribe one way to aggregate information from primary capsules into high-level ones. In

our GraCapsNets, we implement the information aggregation by multi-head graph pooling

processes. In CapsNets, the primary capsules represent object parts, e.g., the eyes and

nose of a cat. In our GraCapsNets, we explicitly model the relationship between the pri-

mary capsules (i.e., part-part relationship) with graphs. Then, the followed graph pooling

operations pool relevant object parts from the graphs to make a classi�cation vote. Since

the graph pooling operation reveals which input features are pooled as relevant ones, we

can easily create explanations to explain the classi�cation decisions.

The overview of our GraCapsNets is illustrated in Fig. 1.11. In GraCapsNet, the

primary capsulesu i are transformed into a feature space. All transformed capsulesu0
i

are modeled as multiple graphs. Each graph corresponds to one head, the pooling result

on which corresponds to one vote. The votes on multiple heads are averaged as the �nal

prediction.

The transformed capsulesu0
i can be modeled as multiple graphs. A graph consists

of a set of nodes and a set of edges. As shown in Fig. 1.11, the primary capsules are

reshaped fromL groups of feature maps. Each group consists ofC feature maps of the

sizeK � K . Correspondingly, the transformed capsulesu0
i where i 2 f 1; 2; :::K 2g form a

single graph with K 2 nodes. Each node corresponds to one transformed capsuleu0
i , and

the activation vector of u0
i is taken as features of the corresponding node. The graph edge

can be represented by an adjacency matrix, where di�erent priors can be modeled. The

spatial relationship between primary capsules is modeled in our work.

Given node featuresX l 2 R(K 2 � D out ) and adjacency matrixA 2 R(K 2 � K 2 ) in the l-th

head of GraCapsNet. We �rst compute the attention of the head asAtt l = softmax(AX lW )

whereW 2 RD out � M are learnable parameters.Dout is the dimension of the node features

and M is the number of output classes. The output is of the shape (K 2 � M ). In our

GraCapsNet for object recognition,Att l corresponds to the visual attention of the heads.

The graph pooling output Sl 2 R(M � D out ) of the head is computed asSl = ( Att l )T X l .

The �nal predictions of GraCapsNets are based on allL heads with outputs Sl where

l 2 f 1; 2; :::; Lg. The output capsules areV = squash(1
L

P L
l=1 Sl ).

In our GraCapsNet, we can use visual attention as built-in explanation to explain the

predictions of GraCapsNets. The averaged attenion overl heads is

E =
1
L

LX

l=1

Att l (1.12)
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Figure 1.12: Adversarial Patch Attack or Natural Patch Corruption on Vision Transformer.

whereAtt l corresponds to the attention of thel-th head. The created explanationsE are

of the shape (K 2 � M ). Given the predicted class, theK � K attention map indicates

which pixels of the input image support the prediction.

The explanations for individual classi�cations of GraCapsNets can be created in an

e�ective and e�cient way. Surprisingly, without a routing mechanism, our GraCapsNets

can achieve better classi�cation performance and better adversarial robustness, and still

keep other advantages of CapsNets, namely, disentangled representations and a�ne trans-

formation robustness.

1.3.4 Explainability of Vision Transformer-based Classi�cation

The recent advances in Vision Transformer (ViT) have demonstrated its impressive perfor-

mance in image classi�cation [25, 124], which makes it a promising alternative to Convolu-

tional Neural Network (CNN). Unlike CNNs, ViT represents an input image as a sequence

of image patches. Then, a self-attention mechanism is applied to aggregate information

from all patches. The attention can be used to create saliency maps to explain ViT-based

classi�cation decisions, e.g. with Rollout Attention method [1]. The patch-wise input im-

age representation in ViT makes the following question interesting: How does the attention

of ViT change when individual input image patches are perturbed with natural corruptions

or adversarial perturbations? For example, Fig. 1.12 illustrates the case where a single

patch of the input is perturbed or attacked.
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(a) Clean Image (b) with Naturally Corrupted Patch (c) with Adversarial Patch

Figure 1.13: Images with patch-wise perturbations (top) and their corresponding atten-

tion maps (bottom). The attention mechanism in ViT can e�ectively ignore the naturally

corrupted patches to maintain a correct prediction, whereas it is forced to focus on the

adversarial patches to make a mistake. The images with corrupted patches are all cor-

rectly classi�ed. The images with adversary patches in sub�gure 1.13c are misclassi�ed as

dragon
y, axolotl, and lampshade, respectively.

In our work [40], we study the robustness of vision transformers to patch-wise per-

turbations. Surprisingly, we �nd that vision transformers are more robust to naturally

corrupted patches than CNNs, whereas they are more vulnerable to adversarial patches.

Furthermore, we conduct extensive qualitative and quantitative experiments to understand

the classi�cation under patch perturbations.

We have revealed that ViT's stronger robustness to natural corrupted patches and

higher vulnerability against adversarial patches are both caused by the attention mecha-

nism. Speci�cally, the attention model can help improve the robustness of vision transform-

ers by e�ectively ignoring natural corrupted patches. However, when vision transformers

are attacked by an adversary, the attention mechanism can be easily fooled to focus more

on the adversarially perturbed patches and cause a mistake.

Digging down further, we �nd the reason behind this is that the self-attention mech-

anism of ViT can e�ectively ignore the natural patch corruption, while it's also easy to

manipulate the self-attention mechanism to focus on an adversarial patch. This is well

supported by rollout attention visualization [1] on ViT. As shown in Fig. 1.13 (a), ViT

successfully attends to the class-relevant features on the clean image, i.e., the head of the

dog. When one or more patches are perturbed with natural corruptions, shown in Fig. 1.13

(b), ViT can e�ectively ignore the corrupted patches and still focus on the main foreground

to make a correct prediction. In Fig. 1.13 (b), the attention weights on the positions of
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naturally corrupted patches are much smaller even when the patches appear in the fore-

ground. In contrast, when the patches are perturbed with adversarial perturbations by an

adversary, shown in Fig. 1.13 (c), ViT is successfully fooled to make a wrong prediction

because the attention of ViT is misled to focus on the adversarial patches instead.

In our work [40], we provide our understanding of the attention changes of ViT when

individual input image patches are perturbed with natural corruptions or adversarial per-

turbations.
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Natural

Robustness

Additive Natural Corruption

Robustness to the noisy images that are added

with various noise [72, 52], such as, white noise,

blur, weather, and digital categories.

Non-Additive A�ne Transformation
Robustness to the images that are a�ne-

transformed from standard ones [13, 102, 37].

Additive

Dense Attack
Robustness to the images where all pixels can

be changed under a certain constraint [30, 85].

Adversarial

Robustness

Sparse Attack
Robustness to the images where only a few pix-

els of each image can be manipulated [90].

Patch Attack

Robustness to the perturbed images where only

a single patch (a speci�c region) of each image

can be manipulated [10, 62].

Non-Additive

Transformation

-Based Attack

Robustness to adversarial images that is cre-

ated by delicated a�ne transformations [135].

Sementic Attack
Robustness to semantic adversarial images that

is created by image synthesis [55].

Table 1.2: Categorization of Robustness in Image Classi�cation Task.

1.4 Robustness of Deep Visual Classi�cation Models

1.4.1 Introduction

In this thesis, we mainly consider two types of robustness, namely, natural robustness and

adversarial robustness. When an image is captured, di�erent corruption can happen, e.g.,

the existence of white noise, the e�ect of weather, the compression in the digitalization

process, and random a�ne transformation. The robustness to these images with natural

corruption is denoted as natural robust. Adversarial robustness describes the robustness

of models to adversarial images, which is created by an adversary. Both natural robustness

and adversarial robustness are critical in some safety-critical domains. We summarize and

categorize the robustness in Tab. 1.2.

Besides the type of attacks in Tab. 1.2, adversarial attacks can be categorized into

targeted and untargeted ones. The goal of targeted attacks is to mislead the model to a

speci�c target class, while the goal of untargeted ones is to fool the model to make wrong

predictions.

In terms of the availability of the target models, adversarial attacks can also be cat-

egorized into white-box and black-box attacks. The white-box attacks assume that the
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adversary has all access to target models including model parameters, model architectures,

and even defense methods. In contrast, in the setting of black-box attacks, the adversary

can only obtain the output of the target model. The black-box attacks have also received

great attention since it is realistic in real-world applications.

The implementation of white-box attacks is relatively cheap where they create adversar-

ial examples with the gradients of the self-de�ned objective function with respect to inputs.

However, the implementation of black-box attacks can be computationally expensive given

the limited available information. One way to created adversarial examples in a black-box

fashion is to leverage their transferability [80, 138, 24, 149, 42, 134, 58, 59, 76, 130], namely,

the adversarial examples created on one model can also fool another. The adversary �rst

trains a surrogate model on the same training data as the one used for the target model

and creates adversarial examples on the surrogate model to fool the target model, which

is called transfer-based black-box attack. However, the transfer-based black-box attacks

require access to the training data of the target model. To overcome the limitation, the

query-based black-box attacks have been proposed where the attacks are based on the

outputs obtained by querying the target models directly [16, 17, 8, 17, 3].

In addition, based on the constraints on the adversarial images, the generated adver-

sarial perturbations can be quasi-imperceptible or unbounded. The popular metric of to

measure the distance between clean images and adversarial image is`p norm [90], such

as, `1, `2 and `1 . However, the metric is not perfectly aligned with human perception.

The more advanced metric has also been explored in the community, e.g., Wasserstein

distance [133].

Given the potential threats posed by adversarial attacks, many defense strategies have

been proposed to build adversarially robust models. One of the most e�ective defense

methods is adversarial training, which creates adversarial examples and adds them to

the training dataset in each training iteration. Besides, the pre-processing methods have

been explored to purify adversarial examples [31, 125, 11, 110, 141, 142, 4, 64, 132, 98,

128, 74, 131, 119]. However, some of the defense strategies have broken again in later

publications [6]. Some defense methods provide certi�ed robustness to break arm-race

between adversary and defense [94, 60, 19, 75, 105, 103, 86, 104]. Even many methods

have been published to address, the accuracy of the model under attacks is still much lower

than the accuracy on clean images, especially on the large dataset [137]. In addition to

building robust model, another way to address the threats is to detect adversarial examples

�rst [139, 27, 89, 73, 145, 101, 18].
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In this subsection, we categorize the robustness of image classi�cations. Our contri-

butions of this thesis mainly focus on the role the model architecture plays in terms of

both natural robustness and adversarial robustness. In the rest of this section, we present

our contributions towards the robustness of image classi�cation models, such as Capsule

Networks and Vision Transformers.

1.4.2 Robustness of Capsule Network-based Classi�cation

Human visual recognition is quite insensitive to a�ne transformations. For example, enti-

ties in an image, and a rotated version of the entities in the image, can both be recognized

by the human visual system, as long as the rotation is not too large. Convolutional Neural

Networks (CNNs), the currently leading approach to image analysis, achieve a�ne ro-

bustness by training on a large amount of data that contain di�erent transformations of

target objects. Given limited training data, a common issue in many real-world tasks, the

robustness of CNNs to novel a�ne transformations is limited [102].

With the goal of learning image features that are more aligned with human percep-

tion, Capsule Networks (CapsNets) have recently been proposed [102]. Our work [37] �rst

investigates the e�ectiveness of components that make CapsNets robust to input a�ne

transformations, with a focus on the routing algorithm. However, recent work [88] shows

that all routing algorithms proposed so far perform even worse than a uniform/random

routing procedure.

From both numerical analysis and empirical experiments, our investigation reveals that

the dynamic routing procedure contributes neither to the generalization ability nor to the

a�ne robustness of CapsNets. Therefore, it is infeasible to improve the a�ne robustness by

modifying the routing procedure. Instead, we investigate the limitations of the CapsNet

architectures and propose a simple solution. Namely, we propose to apply an identical

transformation function for all primary capsules and replace the routing with a simple

averaging procedure.

Besides the high a�ne transformation robustness, CapsNets also demonstrate other ad-

vantages, such as the ability to recognize overlapping digits and the semantic representation

compactness. In recent years, It has been suggested that CapsNets have the potential to

surpass the dominant convolutional networks in these aspects [102, 54, 95, 37]. However,

there lack of comprehensive comparisons to support this assumption, and even for some

reported improvements, there are no solid ablation studies to �gure out which ones of the

components in CapsNets are, in fact, e�ective.
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In our work [39], we �rst carefully examine the major di�erences in design between the

capsule networks and the common convolutional networks adopted for image classi�cation.

The di�erence can be summarized asa non-shared transformation module, a dynamic

routing layer to automatically group input capsules to produce output capsules, a squashing

function, a marginal classi�cation loss, and a class-conditional reconstruction sub-network

with a reconstruction loss.

Unlike previous studies [102, 54] which usually take CapsNet as a whole to test its

robustness, our work [39] instead tries to study the e�ects of each of the above components

in their e�ectiveness on robustness. We consider the three di�erent aspects, such as the

robustness to a�ne transformations, the ability to recognize overlapping digits, and the

semantic representation compactness.

Our investigations reveal that some widely believed bene�ts of Capsule networks could

be wrong:

1. The dynamic routing actually may harm the robustness to input a�ne transforma-

tion, in contrast to the common belief;

2. The high performance of CapsNets to recognize overlapping digits can be mainly

attributed to the extra modeling capacity brought by the transformation matrices.

3. Some components of CapsNets are indeed bene�cial for learning semantic represen-

tations, e.g., the conditional reconstruction and the squashing function, but they are

mainly auxiliary components and can be applied beyond CapsNets.

In addition to these �ndings, we also enhance common ConvNets by the useful compo-

nents of CapsNet, and achieve greater robustness. Our investigation shows that Capsule

Network is not more robust than Convolutional Network.

1.4.3 Robustness of Vision Transformer-based Classi�cation

CapsNets with brain-inspired architectures have more inductive bias than CNNs. Di�erent

from CapsNet, Vision Transformer (ViT) [25] has less architecture bias than CNNs. ViT

processes the input image as a sequence of image patches. Then, a self-attention mechanism

is applied to aggregate information from all patches. Existing works have shown that

ViTs are more robust than CNNs when the whole input image is perturbed with natural

corruptions or adversarial perturbations [9, 111, 91]. Given the patch-based architecture

of ViT, our work studies the robustness of ViT to patch-based perturbation.



1.4 Robustness of Deep Visual Classi�cation Models 27

Two typical types of perturbations are considered to compare the robustness between

ViTs and CNN (e.g., ResNets [49]). One is natural corruptions [52], which is to test models'

robustness under distributional shift. The other is adversarial perturbations [122, 31],

which are created by an adversary to speci�cally fool a model to make a wrong prediction.

We reveal that ViT does not always perform more robustly than ResNet. When indi-

vidual image patches are naturally corrupted, ViT performs more robustly than ResNet.

However, when input image patch(s) are adversarially attacked, ViT shows a higher vul-

nerability. Digging down further, we �nd the reason behind this is that the self-attention

mechanism of ViT can e�ectively ignore the natural patch corruption, while it's also easy

to manipulate the self-attention mechanism to focus on an adversarial patch.

Based on the patch-based architectural structure of vision transformers, we further

investigate the sensitivity of ViT against patch positions and patch alignment of adversarial

patches. First, we discover that ViT is insensitive to di�erent patch positions, while ResNet

shows high vulnerability on the central area of input images and much less on corners. We

attribute this to the architecture bias of ResNet where pixels in the center can a�ect more

neurons than the ones in corners. In contrast, each patch within ViT can equally interact

with other patches regardless of its position. Further, we �nd that for ViT, the adversarial

perturbation designed to attack one particular position can successfully transfer to other

positions of the same image as long as they are aligned with input patches. In contrast,

the ones on ResNet hardly do.

To summarise, in our work [40], we compare ViT and CNNs in terms of the robustness

to natural patch corruptions or adversarial patch attacks.
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